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APPLICATION OF FUZZY AHP APPROACH FOR DESIGNING MODEL OF
SMART CITY DEVELOPMENT

Mi mi ca Mi |Duggeavni PMY il olgetva i Di mi I
Abstract

Each city represents a unique system where different actors, citizens, administration, and utili
companis undertake numerous activities, creating complex interactions and interdependencies. Previc
initiatives aimed at creating a platform for a smart sustainable city have proven that there isizefise
all approach to making a city "smarter" and aursble. It is critical to develop a methodology that will
assist in determining the best route to the end objective, a sustainable and smatrt city, by thoroughly grasy
the unique ecological and social city surroundings, priority activities, historydiatidctive traits. Our
research attempts to formulate a plan for the smart city scheme in Serbia. Additionally, we aim to model a
optimize the proposed concept based on a systematic evaluation of the various dimensions &
corresponding indicators thgbvern the smart city framework. The paper relies on a ranking system for
these dimensions and indicators. The applied methodology is a mathematical method that uses a ph:
approach to the analytical hierarchical process, FAHP, which hierarchicalgifieleghe whole system
through various criteria and sughiteria with expert opinions.

Keywords: smart city; Serbia; sustainabiliffuzzy AHP, development, MCDM

Introduction
Smart cities can be considered systems consisting of people, nature, ammt®l@i an artificial
environment, using water, energy, materials, services, information, and financial flows to catalyz
sustainable development, resilience, and a high quality of life in nature. Smart cities can be considet
systems consisting of peopleature, and elements of an artificial environment, using water, energy,
materials, services, information, and financial flows to catalyze sustainable development, resilience, anc

IMi mi ca Mil964 Bh® vini NMathematics, Full Professdfaculty of Informatics and Computer Science, University
AUniNorkol a Tes|l ao-64, Belgrade, Serhiapnmilosevic@ @nionnikolatesla.edu.lnstps://orcidorg/00060002
95249663

2Dugan Milb6s,ghDvin Mathematics, Full Professor, Department of mathematics, Faculty of Electronic Engineering,
University of Ni g, Al ek sdusanmilasevM@efakamichenstps://oicid.org/0000O0322836300 i a ,
3Vi ol et al96®, Phimiini Electrical Engineering and Comimgf, Assistant Professor, Faculty of Information Technology,
Al fa BK University, Mar § aviolata.dinoct@blfa.ddu.istgps:/Breid.oByH00HA020456-436XS er b i
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high quality of life in nature. Information and communication infrastmecand services are used to design
and manage transparent urban processes, maki n
stakeholders at various hierarchical levels are involved in the global Smart Cities Initiative.

Currently, over half oflte world's population resides in cities, and by 2050, metropolitan areas are expecte
to house 70% of all people [1,2]. National migration patterns from rural to urban regions and internation
migrations are the leading causes of urbanization [3]. Thasiméicture of cities is significantly strained by
rapid urbanization, necessitating creative planning solutions and robust tactics [4]. Urban population grow
also points to the rise in environmental and human issues addressed for sustainable devalmbment
improved quality of life [5]. Specifically, cities have started aiming for smart targets rather than jus
sustainability goals in recent years [6]. As a response to the problems brought forth by urbanization, t
notion of the smart city was born oot the desire to use cuttirgglge information and communication
technologies (ICT) to enhance people's lives [7]. The integration of ICT into various urban functions such
transportation, infrastructure, energy, culture, and entertainment has brougddsatt efficiency in
responding to changes and resolving issues [8]. Cities vary in size, climate, demographics, econor
development, history, culture, and architecture. As a result, diverse criteria have to be considered wr
developing solutions for sant cities. Smart cities are prevalent in Western Europe, where there was a shif
from secondary to tertiary industrial output (which includes the ICT industry) near the end of the 20t
century. Not only are the pesbcialist nations of Central and Sowke Europe trailing behind those of
Western Europe, but they are also not at the forefront of programs aimed at developing smart cities. It
particularly evident in Serbia and other Aied Balkan nations, which have failed to establish the necessary
plaming, legal, and technology frameworks for smart urban development. Opposite to wealthy natior
where multimodal decisiemaking poses a significant obstacle to convertingegisting metropolitan
regions into smart ones, Serbia has lately establishadahkconditions for designing the concept of smart
cities. As a result, to provide the opportunity for smart city growth, it is necessary to specify the prope
technique and pinpoint the indications or troublesome aspects of the city. This paper pisseit the
model of smart city strategy by analyzing the development of these cities in Serbia and optimizing it.

Existing condition
/ / Urban Development Strategy \\

Development
Analysis Problems sl ,::; :z::ls Priorities Measures
of the categoriz- ':‘"'. to
situation ation Fuzzy achieving implement
I ev:_“:;':"m AHP the goal priorities

Figure 1. Research model
Towards the smart city concept
A smart city is a city that monitors and integrates the conditions of all of its critical infrastructures.
including roads, bridges, tunnels, rail/subways, airports, seaports, communications, water, power, and €'
major buildings, can better optimize itssources, plan its preventive maintenance activities, and monitor
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security aspects while maximizing services to its citizens" [9], according to Hall, who provided one of th
first widely accepted interpretations of the concept. This definition downptagesignificance of ICT and
instead focused on infrastructure systems. After 2005, technology companies began using the term "sn
city" to describe the process of ICT systems integration with urban infrastructure systems, coinciding wi
the expansion akechnological development. "A city can be considered as smart when investments in hume
and social capital, as well as traditional (transport) and modern (ICT) communication infrastructure, fu
sustainable economic growth and a high quality of life, veittvise management of natural resources
through participatory governance,” is the explanation provided later and is still widely accepted tode
[10,11]. The term "smart city" is most commonly associated with the use of ICT technologies whicl
enhances urbamfrastructure. Redlime information is required to manage resources by installing data
sensors. An issue can be viewed from various angles using big data, crowdsourcing, and Internet of Thil
platforms, and their combination makes it possible to iflerttie best possible solution. [12,13]. ICT
technologies are significant, but local government vi&iarhich puts the needs of the people at the center
of strategy formulatiod is ultimately responsible for the development of smart cities. The smart city
corcept means collaborative cooperation between urban planners, architects, electrical enginee
programmers, construction engineers, and social sciences experts. It encompasses many fields in
functioning of a city, from urban planning through energy ag@ment, water supply, public transport, and
electronic administration to the formation of an attractive urban area [14,15].

Dimensions and indicators of a smart city
Since the Smart City Concept is not unique to the performances of individual system components, differe
approaches have been used to define the boundaries and domains of the solutions. The study
components defined in 2007 because it is clear thadatdization is necessary, particularly in terms of
measurable and transparent management of concept projects. These components determine six criteria
smart city: governance, citizens, economy, mobility, liveability, and environment [16,17], sh&iguie
2. In contrast to developed nations where multidimensional deemaking poses significant challenges to
transform the existing urban areas into smart ones, suitable conditions have recently been establishe
Serbia to base the concept of snuéties.
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ce
smart . smart
citizens %obﬂity
smart city
smart§ smart
economy livability
smart
environm
ent

Figure 2: Six dimensions of a smart city
Consequently, to create adequate conditions for the growth of a smart city, it is imperative to specify tl
proper methodology and pinpoint the indicators or troublesome elements of the city. Tatobes lthedh six
dimensions of criteria and their schteria that were examined to identify the factors influencing the
implementation of the Smart City Concept.
Table 1:Criteria and sufzriteria for Smart City Concept

Governance (G) Mobility (M)

Defining urban development strategies and Integration of ICT in urban mobility (M

perspectives (G

Engaging citizens in decision making2§G Planning for normotorized transport in urban are
(M2)

Accessibility of eGovernment services (5 Local andworldwide accessibility (M)

Enhancing transparency through open government

(Ga)

Environment (O) Economy(E)

Planning sustainable land managemen} (O Fostering selemployment and entrepreneurship
(Ev

Environmental pollution control and protemrti (G;)  (Innovations and strategic investment)(E

Using Water Efficiently (@) Economic opportunities @

Uses of renewable energy sources (RES) (O Productivity (&)

Green buildings and edoendly construction (EE) [Transformatiorcapacity and market flexibility @

(Gs)

Management and conservation of natural resourcg{Promoting the economy and market
competitiveness @

Natural beauty of the environmentAO E-business (B
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Global market integration €

Citizens (C) Livability (L)

Active participation in the community (T Individual safety (L)

Power citizens' civic consciousness)(C Dwelling conditions (L)

High level of education and qualificationd)C Utilities, infrastructure equipment ¢}

Inclination toward dearning and lifelong learning ¢Healthcare (k)

Inventiveness, adaptability, and opsmmndedness (§ [Education and training (sl

Social and ethnic diversity € Social integration and recreational activities)(L
Culture andourism ( Lv)

Multi -criteria decision making (MCDM)
The Fuzzy Analytic Hierarchy Process (FAHP), a popular and practical methodology for handling fuzzine:
and uncertainty in multiple criteria decistomaking (MCDM), has seen significant use in recent years.
Pairwise comparisons in fuzzy AHP are expressadgulanguage terms like equally important, slightly
more important, moderately more important, strongly more important, etc. The linguistic terms ar
represented by the membership functions, most often of triangular shape. In the paper, SynthetiarTriangt
Fuzzy Numbers (STFN) will be applied [18]. Theoretical analysis has revealed that this methodology cz:
produce a unique optimal priority vector for any fuzzy pairwise comparison matrix. Matrix theory and fuzz)
arithmetic provide the mathematical foundatfor the fuzzy AHP approach. A fuzzy number is a special
fuzzy setF = {(x, ur(X)), X VR}, wherex~ (1 D, HERX) o 4dnd b, + D) Y [0,
function. The notation for a triangular fuzzy numbe¥iis (I, m, u) and the membership funati is:

x-1 .
—— xe{lm)
=1

H—X .
s (1) = 222 e ()

0, atherwise,

1)

Here isl Om Ou, | andu stand for the lower and upper values of the suppdvt ddspectively, andhis the
modal value. It is a "normal” crisp number whem~u.

Table 2: Main laws for operations for two triangular fuzzy numbarandM>

M1 M o= (I1, my, u1) & (2, mp, U2) = (1 + |2, My + My, UL + Up)
atM1= ai(l1, my,u1) = (atly, atmy, atuy), ! >0
Mi& Moo= (I, my, u1) § (l2, Mg, W) = (latl2, mutmy, uituy), 11, 12>0
37 = () = [L,L,l].

Wk
For the two triangular fuzzy numbdvs andMo, the following are the primary operating laws in Table 2.
Denotations and meanings of the STFNs 1 =(1,13) is equal importance3 = (1,3,5) is moderate
importance (one element has a slight advantage over the 5,,?,,(,33:5,7) strorg importance? =(5,7,9)
very strong or demonstrated importanc® = (7,9.9) extreme importance. 2 = (1,2,3)
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4=(345), 6=(56,)and8 = (7,89) are intermediate valuessor the given triangular fuzzy numbler
= (I, m, U, the total integral value is defined as folloj&9]:

I(M)=05(Au+m+(1-A)), Ae[0.l], 2

where & represents an optimism index. The smal
degree of optimism), which reflects the decision maker's attitude toward risk.dddisionmakers
optimistic, moderate, and pessimistic viewpoints are represented, respectively, by the values 0, 0.5, and 1
The method is presented through the following steps:

Step 1Creating the problem hierarchy; defining the primary objective andritezia and sulzriteria that
contribute to it.

Step 2 The fuzzy comparison matrices are obtained. Using a fuzzified evaluation scale, a pairwis

comparison has been made. Using triangular fuzzy numbers, we form a comparismc :,(,Cij)nxn for
a fuzzy comparisonf criteria by pairs, wher€i is a fuzzy value that expresses the relative importance of
one criterion to anotheThe relative importance of the criterion to itself is expressed by the fuzzy €a ues
at the diagonal. Consequently, we ¢ = (1,1,1). The averaging ethod is used to calculate the aggregate
of the opinions of various experts.
Step 3The consistency of the comparison ma&is examined. The consistency rat®R) and consistency

C= (&) %, where
index CI) for the matrix™ — “4)nxnare computedy: RI, where/max represents the
maximal eigenvalues, arRll is an accepted random index of a maCriif the consistency ratiCR is less
than or equal to 0.10, we can consider the assessed fuzzy elements of the matrix; if not, we need to elimil
the factors contributing to the unfaate high estimations and carry out pairwise comparisons until the
consistency level falls within acceptable bounds.
Step 4 The fuzzy synthetic extents determination. The synthetic triangular fuzzy numbers have bee
calculated, according to total integrahlues calculated by (2) [20], we compare obtained TFNs:
S;= (@, m;, b)), By normalization, we obtain the weight vect. = (@1, @2, ey @)
The corresponding results are given in the table of final ranks.

CI:M CR =

n—-1 ,

Results
Triangular fuzzy numbers for criteria and suiteriafor Smart City Concepre in Table 3 and Figure 3.
Table 3: Triangular fuzzy numbers for ttiiteria and suzriteria

ISBN: 978-86-6461-074-2

STFEN (Main criteria) W(iea =| Wla =W(a =
(0.1304350.344595, 0.821918)| 0.321746 0.327886 | 0.344007
(0.069565, 0.233108, 0.616438| 0.234321 0.230148 0.21919
(0.059130, 0.138514, 0.410959| 0.151555 0.149231 0.14313
(0.050435, 0.138514, 0.342466| 0.132663 0.133813 | 0.136833
(0.040000, 0.072639,251142) 0.089304 0.087170 | 0.081568
(0.031304, 0.072635, 0.182648| 0.070412 0.071752 | 0.075271

STFN (Governance) W (& W (& W (&
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(0.125000, 0.446281, 1.19318)| 0.439856 0.433995 | 0.418010
(0.104167, 0.272727, 0.681818| 0.256098 0.261377 | 0.275776
(0.079167, 0.140496, 0.511364| 0.174889 0.171090 | 0.160729
(0.058333, 0.140496, 0.340909| 0.129157 0.133538 | 0.145485
STEN (Mobility) W (& W (& W (&
(0.272727, 0.535032, 1.03053)| 0.505146 0.518692 | 0.547127
(0.127273, 0.343949, 0.801527| 0.369599 0.353330 | 0.319177
(0.076364, 0.121019, 0.267176| 0.125255 0.127978 | 0.133695
STFN (Economy) W (& W (& W (&
(0.107623, 0.264676, 0.607913| 0.248569 0.253604 | 0.266245
(0.076233, 0.188321,472821) 0.188337 0.188582 | 0.189197
(0.071749, 0.188327, 0.439048| 0.178716 0.180788 0.18599
(0.039462, 0.125551, 0.337729| 0.131972 0.127994 | 0.118007
(0.033184, 0.075500, 0.225153| 0.085645 0.083389 | 0.077724
(0.028700, 0.075500, 0.191380| 0.076024 0.075595 | 0.074517
(0.022934, 0.041059, 0.135092| 0.050179 0.048921 | 0.045764
(0.018450, 0.041059, 0.101319| 0.040558 0.041127 | 0.042557
STFN (Living) w (& W (& W (&
(0.113703, 0.286396, 0.655589| 0.275601 0.277778 | 0.283040
(0.090379, 0.201779, 0.486405| 0.201346 0.202906 | 0.206680
(0.084548, 0.201779, 0.444109| 0.188971 0.192945 | 0.202555
(0.042566, 0.134519, 0.359517| 0.144543 0.138905 | 0.125274
(0.034402, 0.083532, 0.218530| 0.088376 0.086929 | 0.083430
(0.026906, 0.045997, 0.148036| 0.056769 0.055249 | 0.051573
(0.021075, 0.045997, 0.105740| 0.044394 0.045288 | 0.047448
STFN (Citizens) w (& W (& W (&
(0.125348, 0.321464, 0.745974| 0.315765 0.315431 | 0.314638
(0.118384, 0.23727D,497316) 0.217302 0.227107 | 0.250447
(0.068245, 0.165834, 0.447584| 0.181459 0.176541 | 0.164835
(0.061281, 0.165834, 0.397853| 0.166747 0.164731 | 0.159931
(0.028651, 0.078325, 0.215504| 0.086919 0.083491 | 0.075331
(0.018172, 0.031272, 0.076255| 0.031808 0.032698 | 0.034818
STFN (Environment) W (@& W (@& W (@&
(0.119617, 0.291853, 0.662680| 0.282884 0.284853 | 0.289527
(0.098352, 0.215971, 0.473343| 0.204284 0.209289 | 0.221171
(0.060074, 0.149818, 0.397608| 0.162235 0.157924 | 0.147689
(0.054758, 0.149818, 0.359740; 0.151012 0.148919 | 0.143948
(0.048378, 0.100203, 0.233516| 0.098900 0.100574 | 0.104548
19
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(0.024531, 0.065570, 0.183026| 0.073674 0.070628 0.063398
(0.015468, 0.026767, 0.064375| 0.027011 0.027813 0.029718
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Figure 3: STENs fogovernance, mobility, economy, livability, citizens, and environment.
Monitored factors that influence the development of the Smart City Coaodpthe ranking performance
were obtained by the author's developed software, given in Table 4.
Table 4: The final ranking results

[Rank of subcriteria for | > = 0 | o = 1 |
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> = 0 and & = 1 I (3 I,(M,)
In[:M) II(MI:] II[M?) II(M)

Defining urban development strategies ardspectives G; 0.334 0.418 0.139 0.321 0.439 [0.141
Engaging citizens in decision making, 0.334 0.275 0.092 0.321 0.256 [0.082
Active participation in the communityC; 0.213 0.314 0.067 0.234 0.315 [0.073
Accessibility of eGovernmenservices G 0.334 0.160 0.053 0.321 0.174 |0.056
Power citizens' civic consciousness; 0.213 0.250 0.053 0.234 0.217 (0.050
Integration of ICT in urban mobilityM, 0.079 0.547 0.043 0.089 0.505 [0.045
High level of education angualification- Cs 0.213 0.164 0.035 0.234 0.181 [0.042
Enhancing transparency through open governmentdaa 0.334 0.145 0.048 0.321 0.129 [0.041
Inclination toward dearning and lifelong learningC, 0.213 0.159 0.034 0.234 0.166 [0.039
Fostering setemployment and entrepreneurship; 0.167 0.266 0.044 0.151 0.248 [0.037
Individual safety- L, 0.132 0.283 0.037 0.132 0.275 [0.036
Planning for normotorized transport in urban aredd, 0.079 0.319 0.025 0.089 0.369 [0.033
Innovations and strategic investmeiit, 0.167 0.189 0.031 0.151 0.188 (0.028
Economic opportunitiess; 0.167 0.185 0.031 0.151 0.178 [0.027
Dwelling conditions L, 0.132 0.206 0.027 0.132 0.201 [0.026
Utilities, infrastructure equipmentl; 0.132 0.202 0.026 0.132 0.188 [0.025
Inventiveness, adaptability, and op@mndedness Cs 0.213 0.075 0.016 0.234 0.086 [0.020
Productivity- E4 0.167 0.118 0.019 0.151 0.131 [0.020
Planning sustainable land managemedi 0.073 0.289 0.021 0.070 0.282 [0.019
Healthcare L, 0.132 0.125 0.016 0.132 0.144 (0.019
Environmental pollution control and protectio®, 0.073 0.221 0.016 0.070 0.204 (0.014
Transformation capacity and market flexibititgs 0.167 0.077 0.013 0.151 0.085 [0.012
Education andraining- Ls 0.132 0.083 0.011 0.132 0.088 [0.011
Promoting the economy and market competitiveRégs 0.167 0.074 0.012 0.151 0.076 [0.011
Using Water Efficiently Os 0.073 0.147 0.010 0.070 0.162 [0.011
Local and worldwide accessibilityM 3 0.079 0.133 0.010 0.089 0.125 [0.011
Use of renewable energy sources (RES) 0.073 0.143 0.010 0.070 0.151 (0.010
E-business E; 0.167 0.045 0.007 0.151 0.050 [0.007
Social integration and recreational activitids; 0.132 0.051 0.006 0.132 0.056 (0.007
Social and ethnic diversityCq 0.213 0.034 0.007 0.234 0.031 [0.007
Green buildings and eddendly construction Os 0.073 0.104 0.007 0.070 0.098 (0.006
Global market integratioks 0.167 0.042 0.007 0.151 0.040 (0.006
Culture andourism- L, 0.132 0.047 0.006 0.132 0.044 [0.005
Management and conservation of natural resour€gs 0.073 0.063 0.004 0.070 0.073 (0.005
Natural beauty of the environmen®; 0.073 0.029 0.002 0.070 0.027 |(0.001

The final ranking results agven in Figure 4.
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Figure 4: Graphic representation of the final ranking ofatteria,
(e« = 0 is blue, & = 1 is red)

Conclusion

The goal of a smart city is to start a sustainable development process that considers the actual demanc
significart stakeholders. The research aims to represent the smart city by developing a technique !
determining the best course of action for a sustainable and smart city in Serbia. In this article, we use
fuzzy analytic hierarchy technique to survey the ragkihsignificant indicators of the smart city idea. The
paper considered six groups of criteria and 35aiibria. The main dominant measures are:

1 Defining urban development strategies and perspectives,
1 Engaging citizens in decisiamaking and
1 Active participation in the community.

The development of an appropriate strategy requires accessible servicegaminenent development.
Raising awareness, educating citizens, and monitoring results should create a smart sustainable ¢
Entrepreneurship arithe promotion of seléemployment with the integration of ICT and the satisfaction of
citizens with a high degree of qualification and education are additional prerequisites for creating tt
desired strategy. Alongside transparent management and opeunsdgi it is imperative to encourage
lifelong education. It entails initiating pilot projects, identifying financial mechanisms, and exchanging
experiences with other cities, starting from project identification and investment planning. A Smart Cit
Concep development strategy can be designed usingdefihed projects that create solid and transparent
regulatory frameworks, provide incentives for investment, and settéwnggoals for all participants. This
paper aims to support such a concept.
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SECURITY CHALLENGES OF INTERNET OF THINGS

Petar% LSsaja Maravil Lisar

Abstract

The Internet of Things (loT) is a concept of interconnecting physical devices, smart devices, and oth
devices with embedded electronic components, softwsaesors, actuators, and network connectivity,
enabling them to collect and exchange data. Devices must be always protected, from manufacturing to
in operational environments. This involves implementing a variety of measures such as secure bootit
access control, firewall, device authentication, unauthorised access prevention systems, and regular softw
updates and corrections. Security in loT solutions should not be viewed as one of the functional awatd

as a crucial and indispensable part esgkefor the reliable operation of 10T devices. This paper focusses on
the loT environment and its unique security challenges, emphasising the need to implement strategies
enable overcoming these challenges.

Key words:Internet of Things, securityulnerability, security recommendations, threat mitigation

Introduction

The Internet of Things (loT) is a network of interconnected devices that spans various domains, such
automotive, residential, and urban infrastructure. 10T Analytics projectsbalgbroliferation of connected
devices that will reach 27 billion by 2025, driven by a compound annual growth rate (CAGR) {f]22%
shown in Figure 1.

This rapid expansion of IoT applications, from smart homes and autwsomehicles to environmental
monitoring and data analytics, highlights its transformative impact on daily life and business opgzhtions
However, this growth also amplifies the need for robust security measures to couniegesdier threats.

The evolving 10T landscape poses specific security challenges that require proactive mitigation strategi
Regulatory frameworks are adapting to address these risks, placing increasing pressure on organizatior
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follow strict securiy standards. Furthermore, the complex nature of I0oT ecosystems, characterised
diverse device types and complex development environments, demands specialised security soluti
beyond traditional measurgs.

1)‘?:':":.0 10T ANALYTICS Your Global loT Market Research Partner

Global loT market forecast (in billions of connected |oT devices)

Number of global active loT connections (installed base) in billions

30 4 237 connectivity type CAGR 21-22 CAGR 22-27

Actuals until Q4/2022

Other
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Figure 1: Global l1oT market forecd4f

Addressing these security challenges is essential to unlock the full potential of 10T while ensuring resilien
against emerging threats. By implementing tailored security protocols laretaging innovative
technologies, stakeholders can effectively navigate the complexities of 10T security and mitigate associa
risks.

The security landscape of the 10T includes the protection of connected devices and networks on which tt
depend agaist online threats and breaches. This involves a comprehensive approach to identifyin
monitoring, and addressing potential security vulnerabilities across the 10T device spectrum. Basically, Ic
security involves the practices adopted to ensure theityealloT systemg4].

The extensive network of interconnected fAthings
making it a prime target for cybercrime activities such as data theft and hacking. With the spre
connected devices, the area for potential security breaches is expanding, and cybercriminals are expose
numerous opportunities for exploitation.

The consequences of I0T security breaches can be significant, impacting both digital and physicel. dom
Consider, for example, a smart car connected to the internet: cybercriminals could exploit vulnerabilities
manipulate critical safety features, posing significant risks to vehicle pass¢blgdrsirthermore, as the
Industrial Internet of Things (IloT) becomes more widespread across various industries, cyberattacks c
lead to cascading consequences witklréaiching impacts.

Similarly, in the sphere of healthcare, where the Internet of Medical Things (IoMT) is ptevalen
compromised devices pose threats to patient privacy and safety, potentially compromising sensitive medi
data or even endangering patient weding[6]. Within smart homes, compromised loT devices could allow
unauthorisedaccess, allowing intruders to monitor residents' activities and compromise their security an
privacy[7].
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In recent years, there have been notable cases in which cybercriminals have compromised loT devices
2016, a botnehamed Mirai enlisted hundreds of thousands of compromised connected devices. Botnets ¢
networks of computers infected with malware that execute automated tasks on the Internet without t
owners' consent. This attack led to temporary shutdowns of majeicess and websites like Spotify,
Netflix, and PayPd8].

The VPN Filter malware infected more than half a million routers in more than 50 countries in 2018. Thi
malware could install additional malicious software on devicamected to infected routers, allowing
cybercriminals to collect data, block network traffic, and steal pass\Wjrds

A cybersecurity expert demonstrated hacking a Tesla Model X in under two minutes by exploiting
Bluetooth vulnerability. Similar wireless kalependent car models have also faced comparable attacks
[10].

In 2021, Swiss hackercompromised approximately 150,000 live camera feeds manufactured by Verkada,
security camera company. These hacked feeds included cameras monitoring public sector buildings |
schools, hospitals, prisons, as well as those in private corporate atgarsgll].

Security Challenges of loT

Key security challenges associated with 10T technologies include confidentiality, integrity, privacy.
availability, authenticity, nomepudiation, and key management, as shown in F@J[k2].

Figure 2: Security challenges of 1¢T12]

Confidentiality, Integrity, Availability, Authenticity, and Nene pudi ati on (often ab
AnCl AANO) ar e f un dpenes edsemntial fs safeguardinig ythe peliability of information
systems. They collectively underpin information security, ensuring safe handling of sensitid&Hata
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Confidentiality : Protecting sensitive data from unautised disclosure is vital. This includes
securing data at rest, in transit, and in use using encryption, access controls, and data masking.
Integrity : Ensuring that the data remain unaltered or tampered with is crucial. This involves
protecting data fromunauthorised modification, deletion, or addition using digital signatures,
message authentication codes, and data hashing.

Availability : Ensuring information and systems are accessible to authorized users when needed
paramount. This includes defendingamst deniabf-service attacks and ensuring high system
availability through techniques such as load balancing, redundancy, and disaster recovery planning
Authenticity : Verifying that information and communication originate from a trusted source is
essatial. This involves protecting against impersonation and identity fraud using authentication
digital certificates, and biometric identification.

Non-repudiation: Preventing a party from denying its participation in a message or transaction is
crucial. Ths includes protecting against message tampering and replay attacks using digite
signatures, message authentication codes, and timestamps.

These five properties collectively form the foundation of information security and ensure the confidentiality
integity, and availability of sensitive informatidt?2].
Despite their undeniable advantages, 10T technologies have several weaki¥gsses

1.

Remote exposure:loT devices, due to theronnectivity supported by the internet, have a large
attack surface, making them vulnerable to remote interactions by hackers. This accessibility, whi
valuable, also increases the risk of hacking campaigns such as phishing. I0T security, includir
cloudsecurity, must address numerous entry points to protect assets.

Lack of industry foresight: Certain industries, such as automotive and healthcare, have expande:
their use of IoT devices to improve productivity and @dfitiency. However, this digital
transformation has led to increased technological dependence, particularly on inherently vulnerab
loT devices. Many organizations in these industries were unprepared to invest sufficient resources
securing these devices, exposing them to heightenedsegoeity threats.

Resource constraints:Some 0T devices lack the computing power to integrate advanced security
measures, such as firewalls or antivirus software. This limitation, exemplified by devices that us
Bluetooth technology, contributes to anrgased risk of data breach, particularly in sectors such as
automotive.

Weak default passwords:loT devices often come with weak default passwords, and consumers
may not realise the importance of replacing them with stronger alternatives. Failure toddfanie
passwords leaves devices susceptible to Honte and other hacking attacks.

Multiple connected devices:Many households now have multiple interconnected 0T devices.
While convenient, this interconnection means that a security misconfiguratione device can
affect the entire network, leading to widespread disruptions.

Lack of encryption: The majority of network traffic originating from loT devices is unencrypted,
heightening the risk of security threats and data breaches. Ensuring theviedlsdare properly
secure and encrypted can mitigate these threats.

These weaknesses highlight the importance of addressing security concerns in IoT technologies to ens
their safe and effective integration into various industries and everyday life.
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loT Vulnerabilities

A vulnerability refers to a weakness within an IT system that attackers can exploit to carry out a success
attack. Vulnerabilities can arise from flaws, features, or user errors, and attackers often exploit one or mq
of these welanesses to achieve their objectiy&s].

The 2020 Unit 42 IoT Threat Report provides a comprehensive analysis of the current state of the IoT thr
landscape. Conducted by Unit 42 threat intelligence and IoT security experts, the study examines secu
incidents that span 2018 and 2019 on lilion loT devices in the United States. The report focusses on
several key ared46]:

)l
)l
1

An examination of the current loT threat landscape, highlighting emerging trends and prevaler
vulnerabilities.

Identification of the IoT dvices most vulnerable to compromise, along with an analysis of the
underlying factors contributing to their susceptibility.

Practical recommendations aimed at reducing-rigf@ted risks in the environment, offering
actionable steps to improve security amitigate potential threats.

During this research, several emerging trends have been identified that organisations shoul{llékiserve

T

Unencrypted 10T device traffic. A surprising 98% of all 10T device traffic remains unentegh

thus exposing personal and confidential data on the network. This vulnerability grants attackers ti
ability to intercept unencrypted network traffic, leading to the collection of sensitive information.
Subsequently, attackers exploit these data tkenagprofit on the dark web.

Threats in healthcare organizations Approximately 51% of threats targeting healthcare
organisations are directed towards imaging devices. These threats not only disrupt quality of care |
also facilitate the exfiltration ofgtient data stored on these devices, posing significant privacy and
security risks.

Integration of 10T and IT assets in healthcare VLANs Alarmingly, 72% of healthcare Virtual
Local Area Networks (VLANS) merge |IoT and IT assets. This integration enablesmao spread
seamlessly from usersd6 computers to vulnerahb
of cyberattacks and data breaches.

As threats evolve, I0T devices are increasingly targeted using sophisticated techniques sueto-aeg@eer
command and control communications and wdika features for selpropagation (Figure 3). With weak
device and network security postures, attackers find ample opportunities to compromise loT[&gdtems

T
T

Vulnerability of 10T devices A significant 57% of 10T devices are susceptible to mediontigh
severity attacks, making them attractive targets for attackers seekii@bhming fruit.

Exploitation of device vulnerabilities: Alarmingly, 41% of attacks exploit vulneralig¢s in
devices, as attackers scan through netveorknected devices to exploit known weaknesses.

Role of loT devices in cyberattacks Although 10T devices are easy targets due to their
vulnerabilities, they are often used as stepping stones for latexanment to attack other systems
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on the network. Passwordlated attacks remain prevalent due to weak manufactatgrasswords

and poor password security practices.

1 Evolution of attack strategies There is a noticeable shift in attackerstivations, moving away
from running botnets for DDoS attacks via 0T devices. Instead, malware is spreading acros
networks via worrdike features, enabling attackers to execute various new attacks by running

malicious code.

Cryptojacking
% \ Network Scan

14%

Phishing _
8%

Remote Code Execution

5%

Password y 26%
13% User Practice a41% | Command Injection
5%
Exploﬂ's Buffer Overflow
5%
Botnet A
6% 33% . OLhers
Malware 5%
Backdoor Trojan ____ SQL Injection
7% 4%
Zero-Day
3%
Ransomware / \ -
b — orm

[+)
8% 12%

Figure 3: Top loT threafd 6]

Strategies for Securing 10T Devices

The Open Web Application Security Project, or OWASP, is an internationapnodib organisation
dedicated to security. The OWASP Internet of Things Top HOpeoject intended to help those who deal
with creating network/Internet devices. The project analyses the ten main security flaws that are seen w

IoT gadgets, and how to avoid th¢hT].

1. Weak or hard-coded passwords IoT devices often feature wdinsed interfaces for
configuration and management, along with authentication mechanisms like serial consoles and netwiz
services. Inappropriate configuration of these interfaces can grant unauthorised access, enabling ther

compromise sensitive information and alter device configurations.

Mitigation: Manufacturers should implement robust authentication and password management contrc
to ensure secure and ngoessable passwords. In addition, users should be encouraged te repla

default passwords with strong and unique ones during device setup.
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Insecure network servicesVulnerabilities in network protocols, services, or configurations,
including unencrypted communication protocols and outdated software, pose risks for lo@sdevi
Attackers exploit these weaknesses to steal data, launch attacks, or gain unauthorized access.
Mitigation: Employing secure network protocols like Transport Layer Security (TLS) and regular
updates to network services can mitigate vulnerabilitiesotiemetwork vulnerability assessments and
red team exercises are also recommended.

Insecure ecosystem interfacesInsecure interfaces between components of the IoT
ecosystem, such as cloud services and other devices, create vulnerabilities. Poortly isetaees
enable attackers to access sensitive data, launch attacks, or manipulate devices.

Mitigation: Regular patching of APIs, strict access controls, secure communication channels, ar
encryption help mitigate this vulnerability.

Lack of secure upddae mechanism:IoT devices often lack secure update mechanisms,
leaving them vulnerable to known exploits. Outdated firmware or software can be exploited b
attackers, leading to compromised security and potential consequences like financial loss or ds
breaches.

Mitigation: Implementing features like digital signatures, @aliback mechanisms, secure delivery, and
firmware validation addresses this vulnerability.

Use of insecure or outdated componentdMany IoT devices use thixparty components
that maycontain vulnerabilities. Exploitable vulnerabilities, such as outdated libraries, pose securit
risks.

Mitigation: Regularly updating software and components, along with monitoring for security
vulnerabilities, helps mitigate risks.

Insufficient privacy protection: IoT devices often collect and store sensitive personal data
without adequate privacy protection. Data collection without user consent, insecure storage, al
unauthorized data sharing are common issues.

Mitigation: Implemering privacyby-design principles, encryption, and obtaining user consent for data
collection mitigate privacy risks.

Insecure data transfer and storage loT devices that transfer or store data without
encryption are vulnerable to interception or manipoitat Weak data storage mechanisms and
unencrypted communication channels pose security risks.

Mitigation: Using secure protocols like HTTPS, encrypting data, implementing access controls, an
auditing data storage practices mitigate risks.

Lack of device management Ineffective device management enables remote manipulation
of 10T devices, potentially compromising entire networks.

Mitigation: Implementing strong authentication mechanisms, unique device credentials, and acce
controls limits unauthorisecteess.

Insecure default settings Insecure default settings on loT devices, including default
usernames and passwords, leave devices vulnerable.

Mitigation: Changing default settings and disabling unnecessary services mitigates this vulnerability.

Lack of physical hardening: Physical security measures, such as disabled debug ports anc
the use of secure boot mechanisms, protect against hardware attacks and firmware tampering. Sens
information should not be stored on removable memory cards.
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Mitigation: Implementing physical security measures such as tamper detection and secure booti
reduces the risk of unauthorised access.
As the popularity of 10T devices increases, addressing these vulnerabilities becomes crucial. Understanc
and mitigaing these risks, as described by the OWASP IoT Top 10 vulnerabilities, is essential fo
organisations and individuals to ensure the security of their 10T ecosystems and protect data and privacy.

Conclusions

The Internet of Things enables electronic desiin our environment to actively engage by exchanging
information within the network. This capability enables the recognition of events and changes in the
surroundings, empowering autonomous actions and reactions with minimal human intervention. T}
advantages of loT are vast, transforming our work and lifestyles by conserving time and resources, a
creating new avenues for growth, innovation, and knowledge exchange among entities.

However, despite the significant potential benefits, various obstauleshallenges need to be addressed to
realize the full potential of the 1oT. These challenges include security, privacy, standards, interoperabilit
legal and regulatory issues, as well as considerations related to emerging economies. The loT encompa
a complex array of technological, social, and political factors that involve various stakeholders.

Connected devices have revolutionised consumer experiences, but they also offer attractive targets
hackers. The Internet of Things and cybercriminalvégtishare two important characteristics: they are
largely invisible and ubiquitous in our environment. As I0T continues to be implemented and utilised, thel
is a pressing need to address its security challenges effectively while maximising its bewkfits a
minimizing associated risks.
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SMART CITIES THROUGH THE EYES OF THE YOUNG: PERSPECTIVES AND
CHALLENGES

Mitar MI ki Tepil
Abstract

This research delves into the attitudes and perceptions of adolescents dgeded&rding smart cities,
uncovering the principal challenges aog@portunities they perceive. A mixedethods strategy was
employed, involving a survey of one hundred individuals to evaluate their comprehension and opinions
smart city initiatives, technological breakthroughs, and enhancements in urban life queitits Rhdicate

a prevalent, albeit partial, awareness of smart city principles among the youth; however, a notak
understanding and engagement deficit remains. About 68% of respondents recognize the potential of sn
cities to improve quality of life ytleconcerns about data privacy and the efficacy of these cities in addressinc
urban issues remain. The study emphasizes the critical roles of accessibility, security, and innovatic
particularly highlighting the significance of artificial intelligence amdart mobility solutions for the future

of urban areas. Despite prevailing doubts, many young people show a readiness to inhabit and contribut
the development of smart cities. The findings stress the imperative for specialized educational initidtives a
urban planning approaches that are inclusive, aimed at diminishing informational voids and encouragi
active involvement of the youth in smart city evolution.

Keywords: Smart cities, Adolescents, Technological breakthroughs, Privacy concerns, Urban
enfancement, Youth involvement.

Introduction

In the last few decades, the rapid development of technology has dramatically altered the landscape of ur
life. The emergence of smart cities represents one of the most prominent trends in this evolutiog, offer
promises of more efficient, sustainable, and accessible urban environments. At the heart of this promise
the application of advanced technologies such as the Internet of Things (IoT), artificial intelligence (Al

6 Mitar Miki Tepil ,1988, M.Sc., JUS& AMi hajl o Pupinif, Dervent a, +38766p60066, i ¢
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and federated learning (FL), whienable smarter resource management, improved mobility, and enhance:
quality of life for citizens. As smart cities become more prevalent, the question arises as to how the youn
generations, who are the most digitally connected and technologically, gaanegive and participate in
these new urban ecosystems.

This paper explores precisely that dynamic, focusing on the perspectives and challenges faced by youtl
smart cities. Specifically, it analyzes how innovations in smart cities impact educatigoyerant, social
interaction, and youth participation in the creation of urban policies. Considering the global trend c
urbanization and digitalization, the paper draws on a wide range of literary sources, including studies
smart city components, apgditions of IoT in urban settings, as well as technological innovations like FL
and Al that contribute to the development of smart urban infrastructures. [1], [2], [3]

Through the analysis of responses from young individuals to an ogliestionnaire conducted in a
technical high school, this paper aims to gain a deeper understanding of howndititalgenerations are
adapting, utilizing, and shaping technologically advanced urban spaces. This provides insights into poten
pathwaydor the future development of smart cities that are inclusive, sustainable, and tailored to the nee
and expectations of younger generations.

Smart city technologies

Smart cities employ advanced technologies such as the Internet of Things (loT)alariiitligence (Al),

and federated learning (FL) to enhance urban efficiency, reduce environmental footprint, and impro
residents' quality of life. IoT technologies allow cities to become "smarter" through connected devices al
sensors that collect daton everything from traffic to energy consumption [1]. Al and FL provide the
capability to analyze vast amounts of data in real time, thereby enabling more efficient management of c
resources and better responses to incidents [3].

Youth Involvement irfSmart Cities Young generations, as digitally savvy and active technology users, pla
a crucial role in shaping and exploiting the opportunities offered by smart cities. Their involvement in th
planning and development of smart cities can bring new pdrgpe@nd innovations, especially in areas
such as education, mobility, and social inclusion. Works like those exploring Al perspectives in smatrt citie
and communities emphasize the need to create interactive and accessible urban environments that suj
automation and smatrt traffic control, directly impacting young people and their daily activities [2].

Privacy and Security Challenges While technologies like 10T and Al offer numerous benefits, they also po
significant challenges to data privacy andusitg. The collection and analysis of vast amounts of data can
compromise individual privacy if not properly protected. Federated learning, for example, represents :
approach that can help mitigate some of these challenges through decentralized dssingratwing

data to be analyzed without the need for centralized storage [3]. This is particularly relevant for your
people, who are often more exposed to risks associated with online privacy and security.

Conclusion The literature review indicatestttiechnological advancements in the context of smart cities
offer numerous opportunities to improve urban living, but they also carry challenges, particularly regardir
data privacy and security. Actively involving young people in the development anehiepiation of smart

city technologies can not only contribute to the creation of innovative solutions that meet their needs a
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expectations but can also help identify and address potential risks and challenges. Through this proc
smart cities can becammore dynamic, inclusive, and safer places for all their inhabitants.

Main objective

To explore the perceptions, attitudes, and interactions of young generations (ddg@dvith the concept of
smart cities, as well as to identify the key challenges$ @pportunities these generations recognize in the
context of modern technologies and urban development. Secondary Objectives:
1. Perception analysis: To thoroughly understand how young generations perceive smart cities a
which aspects of smart cities thepnsider the most beneficial or appealing. This includes
examining technological innovations such as loT, Al, and FL within the context of their daily lives.

2. Understanding interaction: To examine the ways in which young people interact with smart cit
technologies, including the use of public transportation, digital services for education, and access
public information.

3. Challenge identification: To identify specific challenges faced by young generations in smatrt cities
particularly regarding privacyata security, and digital inclusion.

4. Opportunity recognition: To discover opportunities for enhancing young people's participation in th
development of smart cities, including the development of educational programs that promote digit
literacy and crittal thinking about technology.

5. Improvement suggestions: Based on the findings, to formulate recommendations for loce
authorities, educational institutions, and technology companies to improve the inclusion of youn
people in the planning, development, @avdluation of smart cities.

Methodological approach

The planned research will use a mixaedthodological approach, combining quantitative and qualitative
methods for data collection, including online questionnaires. This will allow for a deegerstanding of

the attitudes and perceptions of the youth, as well as enable detailed analysis of their responses.
achieving these goals, the research aims to contribute to the broader discussion on the future of smart c
and the role that youngegerations can play in shaping sustainable, inclusive, and technologically advance
urban environments.

Description of the technical school and sample

The research was conducted at the selected JU
which specializes in education in fields such as electrical engineering, mechatronics, and informatic
technology. The school is located in an urban environment and has about 400 students. For the purpose
this research, the sample included 100 studesgiected through random stratified sampling to ensure
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representativeness of different educational programs and years of schooling. The demograpl
characteristics of the sample included a gender balance, with an average age of 16 years.

Data collection métodology

Data were collected using an online questionnaire created with Google Forms. The questionnaire w
available to students over a tweek period. It contained a mix of closed and epeded questions to
collect both quantitative and qualitative tala The close@¢nded questions included multiple choices,
allowing participants to express their views and perceptions of smart cities.e@get questions allowed
participants to describe in more detail their opinions and experiences related to $esart cit

Data analysis methods

Quantitative data collected from the closadled questions were analyzed using statistical software, such as
SPSS and Microsoft Excel. Descriptive statistics, including frequencies, averages, and standard deviatic
were perfomed to describe the basic characteristics of the data. Qualitative responses collected from f
openended questions were analyzed using thematic analysis methods, where responses were categol
and analyzed to identify common themes and patterns. Thisbined methodology provided a
comprehensive understanding of young people's perspectives on smart cities, integrating quantitat
indicators with qualitative insights.

Results

Demographic characteristics:

The survey was conducted among students etlanical school, where 41.7% of participants were 16 years
old, representing the largest age group among the respondents. The survey did not delve into ot
demographic variables such as gender or specific educational programs in detail.

Familiarity withthe concept of smart cities :

Regarding the understanding of the smart city concept, 54.2% of respondents stated they were parti
familiar, 29.2% were not familiar, while 16.7% were well acquainted with the concept. This indicates
moderate level of amreness of smart cities among the youth.

Perceptions of the impact of smart cities:

The majority of respondents (68.1%) believe that smart cities can improve the quality of life, while 31.9¢
are unsure of their potential. This suggests a generally poattitede towards the possibilities offered by
smart cities.

Priorities in smart city development:

When it comes to aspects of smart cities, 44.9% of respondents believe that technology accessibility is
most important, followed by 38.8% highlightingcseity, and 16.3% energy efficiency. This indicates that
young people value access to and security of technology as key factors.

Most important innovations in smart cities:

In terms of innovations, 40.8% of participants consider artificial intelligendeetthe most important,
followed by smart transportation systems (38.8%), the Internet of Things (IoT) (10.2%), and energ
solutions (8.2%).

Attitudes towards solving urban problems:

About 51% of respondents are unsure whether smart cities can solve adoeenproblems, while 40.8%
believe they can, and 8.2% think they cannot.

The role of youth in smart cities:
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Regarding their own role, 42.9% of respondents see themselves as users of technologies, 30.6% are un
14.3% as advocates, and 12.2% as creatbinnovations.

Participation in smatrt city projects:

As for participation, 38.8% would get involved as volunteers, 28.6% through education and awarene:
16.3% in planning and participation, and 14.3% in technological development.

Challenges inmplementing smatrt cities:

The biggest challenge according to the respondents is data privacy (33.3%), followed by financial co:
(29.2%), security (20.8%), and digital divide (12.5%).

Concerns about privacy and security:

Concerns about privacy and daesrity were expressed by 43.8% of respondents, while 31.3% are unsure
and 25% are not concerned.

Desire to live in a smatrt city:

Finally, 53.1% of the respondents stated they would like to live in a smart city, while 34.7% are unsure, al
12.2% do not wat to. These results indicate cautious optimism among the youth regarding the developme
and application of smart city technologies, highlighting the importance of accessibility, security, an
artificial intelligence, with pronounced concerns for privaogl data security.

Discussion

The research findings reveal significant insights into the perceptions and attitudes of young generatic
towards smart cities. 54.2% of participants are partially familiar with the concept of smart cities, suggesti
a bast understanding but also highlighting the need for further educational efforts to increase awarene
and deeper comprehension. This resonates with the work of Aslam and Ullah (2020) [1], who emphasize
need for broad educational initiatives relatednad technologies and infrastructures.

The majority of respondents (68.1%) believe that smart cities can improve the quality of life, aligning witl
the positive perceptions described in the literature (Aslam & Ullah, 2020) [1]. However, 31.3% o
responders express uncertainty, indicating existing doubts and the need for more concrete demonstratic
of the benefits of smart cities.

Regarding priorities, accessibility to technology and security are highlighted as the most important aspec
reflecting globaltrends in smart city development where security and ease of access are key factors [z
Interestingly, while energy efficiency is deemed less important, it remains a significant factor, emphasizir
the need for sustainable development as highlighteckititérature.

The majority of respondents (51%) are unsure whether smart cities can solve current urban probler
indicating skepticism and possible shortcomings in current implementations and communications abc
smart cities. This underscores the neadctearer demonstrations of benefits and successful examples of
smatrt cities in practice.

Although most respondents (42.9%) see themselves as users of technologies, a significant number (14.
express interest in the roles of advocates or even creatomnsovftions, suggesting that young people are
not just passive consumers but are interested in actively participating in shaping the future of smart cities.
Data privacy and financial costs stand out as major challenges, aligning with concerns desdtiged i
literature [3]. These findings highlight the need for developing security measures that protect individu:
privacy and affordable solutions that enable widespread application of smart technologies.
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Finally, 53.1% of respondents express a desirevéoiti a smatrt city, indicating a generally positive attitude
towards the concept, but there is also significant uncertainty (34.7%) that needs to be addressed thro
additional information, education, and demonstrations of effective applications.

Recommendations for future research

Future research should focus on a deeper understanding of the specific aspects of young people's skepti
towards smart cities, as well as identifying ways to involve young people in the planning, development, a
evaluation of smart city projects. Additionally, it would be beneficial to explore differences in perceptions
among youth living in different types of urban environments, such as large cities versus smaller towns
rural areas.

Conclusion

These findings provideleeper insights into young people's perceptions of smart cities and point out ke
areas for improvement, including education, security, privacy, and accessibility. For local authoritie:
educational institutions, and technology companies, this represenfspartunity to collaborate in creating
inclusive, secure, and accessible urban environments that meet the needs of younger generations.
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Abstract

A smart city is a technological modern concept of interconnection between different devices with mission
collect and posprocess different data type. Based on that gained information, efficiency of different
services across the city, such as secudtgrgy consumption, safety is optimized and improved, what
significantly raise quality of living of their citizens. The concept implies integration of advanced
information and communication technologies. Lack of radio spectrum is one of the main chditenges
wireless networks performance due to coverage and capacity issues. Cognitive radio technology enal
efficient usage of radio spectrum. In order to avoid or minimize interference spectrum sensing function is
a crucial importance for cognitive radoperations. Due to its low implementation complexity,-noherent
energy detector, which is based on comparison of the detected signal energy with the decision thresh
represents a good choice for spectrum sensing. In this paper-tdosedolution for energy detector
threshold adaptation in cognitive radio is described.

Keywords: advanced smart communications, cognitive radio, energy detector, spectrum sensing, threshc
adaptation.
Introduction

One of the definitions of smart cities is thiaits a collection of entities (humans and machines) in an urban
area that is always connected, fully aware, smémaged, selecure, adaptive, and w4tiformed, [1], [2].

It will change perspective of how we live, work, and connect, and it should praasndees to efficiently
manage the increased population of cities, the resources and optimize energy consumption. To enable ¢
services, it is necessary to handle and drive a lot of data collected forrscaidedeployed networks of
sensors and smart @oigs. These advances wil/l i mprove the qu.
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important tasks such as raahe tracking, traffic congestion, security, safety, authenticity, and availability
of classified information to decision makel3],

All theseinnovative applications and technologies are backboned by wireless networks that power it all a
enable the sharing of data and information across systems. It is obviously how the performance of sir
cities depends on the wireless spectrum [3].

To make sme city be smart, a very representative communications infrastructure is required in order 1
connect and to network different smart objects, humans and sefRspiemy smart city the first step is to
implement robust, reliable and highspeed wirelessvardt These are the backbone of all the potential
smart city applications. Within cities, various wireless signal types and standards are used, su€lh as Wi
3G/4G/LTE/5G, Bluetooth, NFC, GPS, and others. 5G wireless and other future standards isocritical
applications that rely in a big measure on high bandwidth and low latency connections, while dedicat
shortrange communications (DSRC) may become a key standard for enfalijimgutonomous vehicles

[4], [3]-

With so many different signal typas such a dense and complex environment, establishing reliable
connections and avoiding RF interference will be extremely challenging for smart city designers. Many
the applications mentioned above depend ontmea data sharing and continuous conivégt meaning

any disruption can cause serious problems. In the case of traffic signals or utility grids, a loss in connectiv
could bring the entire city to a standstill [3], [5].

With the rapid increase in the number of wireless devices, applisatioand ser vi ces, anc
demands for higher data throughputs, the problem of limited radio resources and frequency spectr
distribution is increasingly coming to the fofdeom smartphones to smart homes, from-dgifing cars to
industrid 10T devices, the need for a reliable and higleed wireless network has never been more crucial.
By 2025, it is estimated that there will be over 75 billion 10T devices, all requiring wireless connectivity.
Over 80% of mobile traffic is expected to kaned by wireless networks by 2025, [6].

As technology continues to advance and more devices join the Internet of Things (loT), the curre
spectrum allocation model is not feasilleis evident that the user licensing policy, the principle of fixed
frequency spectrum allocation, cannot meet all modern challenges. In addition, the conducted measurem
showed that already assigned frequency bands are used by licensed systems only in a certain percenta
time and in a certain percentage of locatioftserefore, there are parts of the already allocated spectrum
that are only partially occupied or mostly free.

The current radio spectrum licensing policy has led to a phenomenon that could be describegh as
occupancy and low utilization. Static spectr allocation causes the appearance of empty bands within the
allocated part of the spectrum, thecsdled. spectrum holes. A spectrum hole represents a frequency range
within the range assigned to a licensed user who is not using it at a given timgiae lacation. That is

why it is necessary to introduce innovative technologies that would contribute to a more efficier
exploitation of the available spectrum, which is a limited natural resource [7].

Energy detectionbased spectrum sensing for cognite radio network

Cognitive radio is one of the technologies for dynamic spectrum managemeiot, apportunistic access
to licensed spectrum by unlicensed users, under predefined conditions and restBets@uson one of
popular definitions, cognitive radio (CR) is an intelligent wireless communication system that is aware of it
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ambient enviroment. This CR will learn from the environment and adapt its internal states to statistica
variations in the existing RF stimuli by adjusting the transmission parameters (frequency band, modulati
type and transmit power) in re@ne in accordance withtatistical variations of its radio environment.
Sensing function and ability to promptly modify its transmission parameters are unique features ar
challenges of cognitive radio implementation, [8].

In cognitive radio terminology, licensed users are calpednary users, PU (Primary Users), while
unlicensed users are classified as secondary users, SU (Secondary Users) or cognitive users, CR (Cogr
Radio). A mandatory requirement for secondary users is that their presence in the licensed part of
sped¢rum must not degrade the performance of primary users. More precisely, the interference generated
secondary users to primary users must be minimized [9].

Various methods have been proposed for spectrum sensing in CR, which include matched filte
cyclostationary detection, and energy detection. Matched filter and cyclostationary detection are cohere
detection techniques, with better detection performance tharcotmrent energy detection. However,
coherent detectors require a priori knowledge abvaitsignal of the primary users (PU). Matched filter is
the optimal detection technique since it maximizes the signal to noise ratio (SNR), but require
demodulation parameters of the PU signal. Cyclostationary detector can detect very weak signals on
basis of their cyclic features, but information about the cyclic characteristics is needetbh¢oent energy
detector [8] is based on comparison of the detected signal energy with the decision threshold. This mett
does not require any knowledge abdw PU signal, and has low implementation complexity compared to
matched filter and cyclostationary detection. In addition, the energy detection can provide lower sensil
time than the other methods (in the high SNR environments) and can be applied f@ndidensing.

On the other hand, the energy detector has many disadvantages such as high sensitivity of the thres
level to variations of the noise level, high sensing time in the low SNR environments, it cannot distinguis
primary and secondary usegsals as well as signals and noise, and cannot detect spread spectrum signa
Despite the numerous drawbacks, energy detection is the most popular and the most studied techni
among all spectrum sensing methods, [9],[10].

The most important process traftects performance of energy detectors is the threshold selection. Exac
closedform expression for the optimal detection threshold for different receiver diversity systems wa
derived in [11]. Also, many algorithms use a fixed decision threshold togiisth PU signals from the
noise. However, in practical systems, the noise power fluctuates due to the temperature changes, amt
interference, and it is difficult to guarantee the detection probability and the false alarm probability with th
fixed threshold setting.

In order to achieve better performance and to improve reliability of detection, CR as enviramasnt
system should dynamically adapt the decision threshold according to the changes in the environme
Iterative gradienbased algorithmdr threshold adaptation is often impractical, since it requires an initial
estimate to ensure global convergence. Also, iterative approach can be computationally inefficient. On t
other hand, closefbrm solution provides optimal decision threshold isirggle step and does not require
initial estimate values, resulting in a lower spectrum sensing time. Also, dmsedsolution is more
efficient from the viewpoint of arithmetical operations, computational efficiency, which improves genera
performance bthe cognitive radio spectrum sensing process [Af]radio environment is challenging and
dense, and with so many different signals in air interface, to do reliable spectrum sensing, even 1
wideband. with lower sensing time is of high importance foars city applications. The aim is to receive
reliable information as soon as possible and then to use available spectrum for smart city'meeds.
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motivated the work presented in this paper, which studies ebagpd spectrum sensing in dynamic
scenarig, and proposes a clostim solution for the sensing threshold adaptation, assuming that the noise
power is known at the cognitive user.

The paper is organized as follows: system model and general problem description are presented in the |
section, fdowed by threshold determination and analysis of cldseah solution. Then, simulation results
are shown and the end the main conclusion of the work is given.

System model

Environment with the PU as an-fuadrature amplitude modulation (QBAM) signal is considered.
Transmitted signals are passed through the channel with additive white Gaussian noise (AWGN), assum
variance is known in advance. From the detected input signal (N number of samples), CR estima
variances of the PU signal. Accordingtte estimated parameters, CR determines the threshold level and
performs test statistic for spectrum sensing. The system model is schematically described in the blc
diagram of Fig. 1.

Test statistic

c(n) , t(n) T
ADC , | |~/ N " Thre5119ld
adaptation

s(t) cit)

PU Pre - N

T : ﬁltel’

Cognitive radio

Fig. 1. System model

After the CR processing along with the analog to digital conve(&iBiC), the received signdl1 can be
expressed as

weE P& 1 €&, 1)

withi & being the active radio signal generated by the PU a®id the AWGN, with zero mean and
varianceA 1 . SignalOl can be considered as a Gaussian random process, with variabcg12].

Ted statistic for the energy detector is implemented as the time average of the received signal energy
oe -B W, 2
with O as an average power of the received CR signal at the time ihstdBihary hypothesids

performed at any given time instdnin order to estimate occupancy of the frequency band, wheaad
"Odenote hypothesis of the absence and the presence of the PU signal, respectively, as formulated by

"Ogoe 1 &, (3)
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The decision rule is given by
0¢ | &, ()

wherer 1 is the decision threshold determined at the time in$taRerformance of the spectrum sensing
can be evaluated through the probipibf detection of active PL) , and the probability of false alarm for
presence of active PO, , which is given in the terms df function [12] as

O [ & 0 06¢ r&so 0O - , (6)

~

0 T & 008 r1¢&¢s0 O @——m@ . (7)

Based on equations (6) and (7), performance of the spectrum sensing at any timé higtdptdepends

on the threshold valug . HigherO means less harmful interference to PU and Qessieans less missed
transmission opportunities and therefore better spectrum utilization. Large valuarad small value o

are the design goals. Improving one of these performance indicators implies degradation of the other one
a tradeoff between these two parameters is determined by. To optimize the spectrum sensing process,
bothO andO should be considered, and they are combined into a single critesp@Ttrum sensing error
(SSE)Rr 1T [13]as

-7 € o [ & Pl p OTE . (8)

The goal is to minimize SSE in order to improve performance of the ebasgd spectrum sensing in
dynamic scenarios. Paramejeis using for weighted probability of detection and probability of false alarm.
In this paper, we propose a clodedm solutionfor the optimal decision threshoidi and a dynamic
adaptation to time variation of the PU signal and noise, causing the system to respond to the changes in
environment [10].

PU signalOT and the noise sigha T are uncorrelated, thus PU signal variancet can be estimated
based on the calculated variance of CR signat as

A S @)
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Threshold determination and dynamicadaptation

Function of the SSE, specified by (8), is strictly convex function of the thresholdfor given value of
[14]. Next, let
threshold is obtained

mtand according to equations (6), (7) and (8) a quadratic equiati the decision

[ &€ € | n . (20)

Let us defined 1 A T 7K 1 as asignal to noise rati8R. Solving the quadratic equation (10), two
normalized solutions are obtained as

i (11)

Determined decision threshold must be a real numbernagative, and larger thathe estimated noise
variance. Accordingly, discriminant of equation (11) must be-megative. If the discriminant in equation
(11) is in the rang§0,1], two solutions for the decision threshold are obtained. Decision threshold must be
paositive, so in the case that the discriminant in equation (11) is larger than 1, only one solution for tf
decision threshold is possible. If the sensing time in the process of spectrum sensing is predefined,
design goal for the CR, which is expressadotigh the weighting factor, must be adjusted to the
environmental conditions.

Having in mind satisfaction of the requested conditions for the decision threshold and analysing equati
(11), it is determined that weighting factomust satisfy [10]

| pTq Ye (12)

at any time instarit. In this case, determined normalized decision threshdld as a solution of equation
(11) is unique, and it is given by

rex, € (13)

In all the other cases, the design goal (weighting fact@hould be modified and adjusted to its dynamic
environmentccording to (12).

Finally, the proposed algorithm for the threshold determination and adaptation of the energy detector ba:
spectrum sensing is described below:
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Algorithm: Threshold adaptation algorithm for the energy detdusésed spectrum sensing

1: Calculate the average energy of the received CR signal using (2).

2: Calculate the variance of the detected signak

3: Estimate the PU signal pow&r T  from equation (9).

4: Verify that assumed weighting facteatisfies equation (12).

5: If yes, the optimal threshold valuel is determined according to equation (13). If no, the design goal
must be modified and adjusted; get back to step 4.

The number of samples used by OR, directly impacts the spectrum sensing time, which is directly
connected to the spectrum usage efficy of CRs, as well. The algorithm order of complexity of with
respect of the number samplBsis obtained as M), which indicates efficient implementation. It is
important to note that the closed form solution always leads to the threshold valuaite admber of
steps, in contrast to iterative procedures [10], [14].

Simulation results:

Evaluation of the proposed dynamic spectrum sensing algorithm is performed by 1 200Qddate
simulations. Array of 1 000 1@AM symbols [15], which are consideras the PU signals, were generated
and passed through the channel with AWGN ofilye AWGN has knowiY U féatures, and PU variance
should be estimated by the CR. Weighting factor Tdw represent design goal in this example.

Fig. 2 illustrates the dyamic adaptation of the decision threshold for various levels of SNR.

1.1+ _
L SNR=-10dB |
0.9 - -
. SNR=-3dB
S 0.8 -
Z SNR=0dB
:‘:: 0.7 - -
g o6 SNR=3dB 7
=05 —
E
2 0.4+ -
03+~ -
SNR=10dB
0.2+ -
0.1 | | | | | | | | |
0 100 200 300 400 500 600 700 800 900 1000

Time instants (n)

Fig. 2 Normalizedthreshold adaptation in various SNR,-Q&M PU signals, AWGN channel
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From Figure 2, the normalized decision threshold value is obviously dynamically changing according 1
(13), depending on theNRvalue in the radio environment. The first 200 simulated PU signals (array of 16
QAM symbols) were exposed to AWGNvith "YU 'Y Q& For the next 200 simulationsY0 "Was
increased for3dB, then for the next 600 (200 each) simulatiBNR was 10dB,-3dB and-10dB,
respectively. It should be noted that the value of the decision threshold is lowegHer"Y0 “#nd vice
versa. For each simulation, weighting factasatisfied (12).

Conclusion

Smart cities concept is reshaping the way how we live, work and network. Deploying and maintenance
required wireless networks, standing behamart cities, is a big challenge and it is bringing a lot of issues.
One of the biggest is the lack of radio spectrum, so advance and innovative approach of spectrum sharin
required to answer all the challenges.

Cognitive radio technology enabledigtnt usage of radio spectrum in an opportunistic way. In order to
avoid or minimize interference spectrum sensing function is of a crucial importance for cognitive radi
operations. Due to its low implementation complexitpn-coherent energy detectomhich is based on
comparison of the detected signal energy with the decision threshold, represents a good choice for spect
sensing.

In this paper, an algorithm for the decision threshold determination and adaptation inlEsEg\pectrum
sensing in cognitive radio is proposethe closedorm solution for the optimal decision threshold is
proposed and analyzed. Simulation resultsfiomed effectiveness of the proposed method for optimizing
the sensing threshold as well as the capabilitydforamic adaptation according to the changes in the
operating environment. Also, order of complexity of the algorithm indicates efficient impiatos.
Future research should focus on more realistic working conditions, considering not only AWGN channe
but reatworld channels (fading effects), and unknown noise variance.
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AN OVERVIEW OF A CONCEPTUAL MODEL OF AGILE MEETINGS
PROBLEMS AND PROCESS ISSUES IN SOFTWARE INDUSTRY
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Abstract

Agile meetings are the core of agile methodologies and deserve attention. Given that various problems a
during meetings, the aim of this paper is to present a conceptual model of problems in agile meetings ¢
their relationship with process issuestire IT industry. The problems were identified through literature
analysis, and the presented model is based on the interpretation of the identified problems and tr
relationships. In addition, the presented model includes relationships between agihg mexdtiems and
process problems identified in the literature. Each meeting problem, process problem, and all relationsh
in the model are discussed. Thedel can serve as a basis for a more comprehensiveiration of
problems in agile meetings

Keywords: conceptual modelagile meetingsme et i ngs 6 pr obl ems, proce
industry

INTRODUCTION

Agile methodologies are a family of software development processes that have become popular [1], [2], [
[4], [5]. Their aim is to deliver ducts faster, with high quality, and satisfy customer needs [6]. Agile
approach is a methodology whiblas been introduced as an effective approach for developing sofoware
increase productivity and efficacy of software development process. The egiogrdent of solutions, early

and continuous delivery efluable product® the customers are the key principles of Agile [7].
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Integrating code between teams can be a problem. Integration problems are often discovered at the
moment, as team membesgmetimes integrate their work at least a day before the plaieliedry date.

The user can also modify the request during the iteration. All this can slow down the pace of developme
[8], [9], [10]. Collecting, understanding, and managing requiremsndscritical aspect in all development
methods. This is true for Agile Methods as well. In particular, several agile practices deal with requiremer
in order to implement them correctly asatisfy the changing needkthe customer [11].

Based on the rpviously stated, the objective of this paper is to present a conceptual model of agil
Omeetingsd problems, their relationships, as we

The rest of the paper is structured as follows. The seconmrsexitliines related work in the field of
conceptual models in agile methodologies. The third section presents a conceptual model of problems v
agile meetings and their relationships with process issues in IT companies. The fourth section conta
discwssion of the model. The last section contains concluding remarks and directions for further research.

RELATED WORK

"A conceptual model is a specific description of a computer simulation model that describes the goals, inpt
outputs, content, assumptioasd simplifications of the model" [12]. Effective conceptual modeling requires
abstraction to be simplification [13]. There is no standard for assessing the quality of conceptual mode
Conceptual models continue to be evaluated in practice based on cosemnse, subjective opinions and
experience. In order for conceptual modeling to progress, quality standards must be defined, harmonized
applied in practice [14].

A grounded theory study of agile requirements prioritization methods to provide a cahaepdel for
understanding the prioritization process between iterations in terms of inputs and outputs is presented in
study [15]. The latter was performed using qualitative empirical data previously published by other authol
Such a conceptual mddmakes explicit the concepts that are tacitly used in different agile requirements
prioritization methods and can be used to structure future empirical research on this topic.

METHODS AND DEVELOPMENT OF CONCEPTUAL MODEL

Based on the literature analysigsanceptual model was created. Selected studies from the literature are use
to develop a conceptual model that represents the relationships between agile meeting problems and prc
issues.

The authors found a large numbempodblems [23] that occur when applying the Agile methodology, which
refers to problems related to the meeting. Relevant literature was collected using the method of system
literature review [24], on the basis of which appropriate problems were fBystematic literature reviews

can be manifested as a methodology and a product of scientific research.

The following process was used to identify the most relevant studies:

1 Choosing a keyword for research:{agile meeting OR agile standup} OR{sprint pla@Rrsprint
review OR sprint retrospective OR daily st
0{agil e} OR {problem OR obstacles OR chall a
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1 Looking at the digital library, trying to research keywordsedasn inclusion and exclusion
criteria (IEEEXplore, Science Direct, Google Scholar, Springer, ACM, Wiley, Taylor & Francis,
SAGE);

Analyzing each paper through the title and abstract;

1 Downloading papers that cover the search criteria. Carefully reviewmgntroduction and
conclusions and quickly reviewing other parts of the paper.

1 Asess quality of papers

Figure 1 shows the phases that were involved in the literature review process [26] [27].

Based on the previous analysis of the selected publicatising, inductive thematic analysis [23] (Grounded
theory reviews examine the development of a specific theory in the domain of the review) [25] and on tl
basis of the themes identified in the previous thematic analysis [23] we came to certain probléms for t
presented conceptual model such as problems with long duration of meetings, with frequent holding
meetings and with sharing of information between team members. There are many problems related
meetings, but a model for process problems is prasente

Meeting issues and process issues are represented in the conceptual model in Figure 2. Relzdtoredtips
meeting issues and process issues are highlighted witbeoliawes. Meeting issues are marked with light
blue ellipses and processes are marked with dark blue rectangles. Problems from one group are .
interconnected. Problems in meetings are connected with light blue lines, while problems of a procedu
natue are marked in black. All the individual meeting questions are explained in the following subsection:
as well as the relationship between these questions and the process questions.
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Planning
review

Conducted review

Reporting the
review

Figure 1: Literature review process
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Information not
shared between

L

Meetings take
too long

N

Meetings are
held frequiently

all team
members

Figure 2:Conceptual model of agile meeting problems and relationships with process issues
Agile meetings problems

Meetings take too londn a 2013 study, respondents complained that meetings were long and
that many meetings lasted longer thiwe allotted time period [16]. The meetings were
sometimes overdue because it was difficult to reach an agreement on some procedural issues
[17]. Four deviations were identified during the daily Scrum event [D8}ing the four
observed days in each teapome observed differences were the average length of meetings,
developer punctuality, and developer input on key issues discussed during meetings.

Meetings are held frequentlythe frequency and time of day of the meeting have been
changed [19]. If the netings started at the beginning of working hours, mostly in the
morning hours, the quality of the meeting would decrease. If there are frequent changes to the
user's requests, the meetings will take time to work on those requests and there may be delays
in delivery.

Many members complained that they were prevented from spending more time doing their
other work activities [20]. Due to the frequency of meetings, some team members will pay
less attention to meetings, that is, they will listen less during ngsetAlso, the frequency of
meetings can affect the length of meetings.

Information not shared between all team membersome meetings, team members reported
only to the meeting leader instead of all team members [16]. A study describing and
interpreting agile developers' lived experiences with daily stapdmeetings (DSMSs)
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concluded that experienced developers' DSMs were too short to facilitate clear identification
and problem solving during the work process [21].

Process issues and problems
The following problems are presented under this category:
A code integration [8],
A on time delivery [8],
A creation of requirements and clarification of requirements [8], [9], [10].

Integrating code between teams can be a problem. In [9], each team performed lgheir dai
Scrums and aimed to complete the tasks assigned to their team. Members of one team did not
have enough time to deal with the tasks assigned to the other team and as a result many
functionalities were not synchronized, they did not remember to commeitieathanges to
everyone or even did not communicate the information to the people they work with they
don't get along so well. Integration issues were often discovered at the last minute of release,
as both agile teams began integrating their work &t leae day before the planned release
date. Because problems were discovered late, it causedhariorksand many releases

were delayed. The speed at which the teams worked was quite high. The turnaround time
ultimately affected the time to resolvihe issue and delayed the release. Although
clarifications were obtainedthey were not systematically communicated to other team
members mainly because developers would often forget to include everything in their
communication or thought the informatiorowd not be relevant to colleagues.

Integration issues were often uncovered at the last minute when performing a release as both
subAgile teams would start integrating their work as least one day before a planned release
date. This was performed on a wiekasis and a release madetiie systentesting team.
However, since the issues were uncovered late, this caused a lot of rework and quite a number
of releases got delayed [8].

The first project was not implemented on time and way off its target deliledey The main
reasons for late deliveries were the large number of defects that were raised due mainly to
integration and coding issue¥he secondroject also faced some similar issues as first
project. Releases were not on time due to integrationgireband also lack of coordination

with external teams such infrastructure meant that environments were often not working as
expected [8].

One of the challenges is related to creating and using requestS@hogtimes the requests

are not mature enough.riew technology is to be implemented, then the requirements are not
always well understood. Sometimes product managers are not fully aware-toinotanal
requirements. Time to market is influenced by competitors. It may happen that competitors
come upwith a similar product. Then the product should be released earlier with at least the
same features as competitors to avoid losing sales.

The user changing the requirement during iteration [9]. The team was working on a user story
and the product owner edtified the changed text in the user story in their issue tracking
software. The change was so fundamental that certain features of the software product had to
be changed. All this slowed down the pace of the team, where team members had to do
another spnt planning and new code.
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Their analysis identified programminglated work impediments, such as changed
requirements, errors, and developers waiting for information; interawliated interruptions,
such as customer requests and formalized meetindsnterruptions imposed by the external
environment, such as technolegyluced interruptions and interruptions caused by the work
environment.

Rel ationships between agile meetingso proc

We believe that a big problem can be meetititat last a long time, that are often held, as
well as not sharing all the relevant information at the meeting.

If the meetings are long and frequent, there may be a delay in solving the problem (writing the
code to determine the tasks), and thereforéheintegration of the code. Also, while the
meetings last, a lot of time can be lost for the implementation of the user's requests. If during
the meeting not everyone receives relevant information, some employees will not solve
priority tasks and the li there may be a problem, which leads to delivery delays.

DISCUSSION

Based on the literature review, the conceptual model with relationships between the
mentioned problems was created and described.

Based on the conceptual model, issues can be discussed during meetings that are key to issues
such as oftime delivery, codéntegration, and requirements creation and clarification. It can

be concluded that meetings can take up employees' time and that this can affed on
delivery, therefore solving problems where the code needs to be integrated with the rest. If not
enoughinformation is conveyed at meetings, there may be problems in solving user requests,
as well as delays in product delivery.

Great attention should be paid to the quality and length of meetings. Employees should spend
a lot of time dealing with customerqeests. The client must not wait, and the product should

be what he asked for according to the requirements even if he can change the requirements
during the project. In order to resolve all requests in a good way, it is necessary to listen
during the meéng so that no important information is overlooked.

Research implications

This conceptual model can be used by industry practitioners. Although this model covers the
issues that arise in agile meetings, it can help practitioners understand the impdrtaece o
meeting and see how problems can potentially be resolved, keeping in mind that customers
must feel satisfied with the product and therefore do not like delivery delays.

Practitioners can understand that it is desirable to create a technical slmutonducting a

meeting, which would make it easier for employees not to spend a lot of time on meetings but

on solving their tasks, all with the aim of having more time for other work tasks so that they
manage to honor al |l oolbel&eirt delivering ¢hg praducte ment s an

Researchers can take lessons from this work on how to create a conceptual model of certain
problems they see occurring and then work through those problems of their own and come up
with some solutions. Also, based oristisonceptual model, researchers can see some of the
problems with meetings that are related to process items and expand the research with more
problems that can potentially arise.
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Validity of the research

Although the mentioned research implications ptonthe strengths of this work, the authors
are aware that there are certain limitations to the validity of the research.

When selecting studies, we followed the guidelines for creating a conceptual model and
clearly described the model [22]. It is possilbhat we missed some case studies that were
published in digital libraries that we did not search. Extracting data from the available papers
was difficult because many studies did not explicitly mention and explain each of the
problems we observed, requayg interpretation of the data, which includes personal bias. This
threat was minimized by having some of the issues appear in multiple papers written by
different authors.

The findings relate to problems in meetings that apply Agile methodologies, so the
applicability to projects that apply other methodologies is questionable. However, the latest
projects and research in the IT industry are based on Agile methodologies, which increases
the generalizability of this review.

CONCLUSION

This paper discussesetlimportance of problems that may arise duringitifementation of

agile meetingsThis is shown in the paper in a conceptual model, where the advantage of the
mentioned model is that employees can see specific problems that arise during the process of
working on projects, as well as problems related to meetings and their relationships, where
they can more easily recognize which of these problems are potentially happening in their
companies.

In the future, the authors could develop a more comprehensigel rworepresent all issues
related to meeting problems, such as human resource issues, work processes, project
management, and the like. There is a need to examine how meetings are conducted in the IT
industry and how to make a good relationship betweesetimg timeliness, meeting
frequency, quality communication with ime product delivery, integration of required

code, as well as appropriate client requirements.
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SMART INNOVATIONS AND SMART COMMUNICATIONS IN
SMART CITIES
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Abstract

Theconcept of a smart city is a technologically modern urban area focused on its citizens, in
which contemporary technologies, electronics and sensors are applied with the aim of
collecting specific data and using them for assets and resource managemeell, @& w
improving the efficiency of local services and reducing energy, operating and other costs. As
such, it encompasses a wide range of initiatives, from more advanced urban transport
networks and communal services, through more efficient lighting,hallway to more
interactive and responsive city administration and the development of integrated
infrastructure. The goal of this article is to determine the relevance and importance of the
most common smart innovations and intelligent communications delatethe modern
concept of a smart city, by applying the desk research method. In addition to the analysis of
t he smart citiesd gl obal mar ket , the articl
significant smart innovations and intelligent communaas on which the functioning of
modern smart cities rests. The authors conclude that smart cities represent our imminent
future, especially in light of ongoing climate change, the threat of new pandemics and natural
disasters, and the need for sustaieat@velopment.

Keywords: smart city, smart innovations, intelligent communications, digital technologies,
climate change, environment.
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Introduction

The European Commission defines smart cities as places where traditional networks and
services are impwved using digital technologies with the aim of enhancing benefits of their
citizens and businesses. A smart city goes beyond the simple, trivial use of modern digital
technological solutions with the aim of efficient use of resources and reduction diiharm
greenhouse gas (GHG) emissions. The concept of smart cities includes a wide range of
initiatives, from advanced urban transportation networks and utility services, through more
efficient lighting and energy supply, all the way to more interactive asdonsible city
administration and integrated infrastructure [1].

A smart city is a modern, technologically rounded urban area focused on its citizens, in which
modern technologies, electronics and sensors are applied with the aim of collecting specific
data and using them to manage assets and resources, as well as improving the efficiency of
local services and operating processes. This concept, among other things, includes the use of
the most advanced digital tools and analytical visualization with theofirollecting data,

the application of digital geographic information systems for identifying problems and needs
of city districts, but also the use of dataven decisiormaking process in a wide range of
urban administrative areas. The goal of the smodies development is to improve the
services and functioning of local administration and utility services, especially in the field of
providing tax, financial, hospitality, educational, social, consulting, health and many other
local urban services [2].

The contemporary world is subject to growing urbanization, while the United Nations (UN)
estimates that today more than half of the global population (55%) lives in cities. The UN
also roughly calculates that by 2050, tthirds of the global populatioralhout 68%) will

live in urban areas, creating a need for much better organization of future cities. The expected
growth of urbanization will require a much smarter approach to managing sustainable urban
growth with the aim of creating and developing sumstbie cities, both in developed and in
developing countries [3, p. 1].

In 2018, the rate of urbanization was highest in North America with 82% of the urban
population, in regions of South America and the Caribbean (81%), Europe (74%) and
Oceania (68%). Unlike these areas, Africa is still dominated by rural populations. wikbng
accelerated urbanization, the successful management of urban growth, especially in poorer
areas, increasingly can determine sustainable development. At the same time, the economic,
social, environmental and technological dimensions of sustainabléogment gradually

more condition the sustainable urban growth itself. Sustainable urbanization, among other
things, requires the integration of urban and rural developmental policies, achieving growth
while minimizing harmful environmental effects, as wels access to appropriate
infrastructure and social services. Hence, it is particularly focused on the poor and vulnerable
social groups [3, p. 1], leading us to the very concept of smart city used as a means for the
realization of these goals.

The concepbf smart cities implies the implementation of environmentally friendly initiatives

and practices that 1 mprove the citizenssd que

by using modern innovative information and communication technologies (kG Tllect
data, optimize business operations, and improve the management of city utility and
administrative services. These cities can specifically influence sustainable growth and
development by encouraging recycling, circular economy and wastewat@agemaent, as
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well as developing smart governance, mobility, green building, and smart economy. The
ultimate goal of this concept is to encourage sustainable growth, protect the environment,
improve the quality of life and urban services, and reduce opgratists. Smart cities bring

with themselves numerous public benefits such as energy savings, reduction of pollution,
improved air quality, infrastructure development, increased safety, and optimization of traffic
and transportation of goods, services aadple [4]. All these facts represent an exemplary
argument for delving into the relation among smart innovations, intelligent communications,
and smart cities.

The idea of smart cities boils down to a comprehensive holistic approach dominated by the
use & modern innovative ICTs. The modern vision of the smart city development requires
the active role of ICTs in the management, control, supervision, and communication of local
urban services aimed at improving quality of life and the needs of its inhabiféwet concept

of a smart city is usually accompanied by technological, human and institutional elements
that represent the basis of its development. On the other hand, relevant literature sources
usually highlight its economic, humane, managerial, mgb#itological, and life dimensions

[5, pp. 516514]. Wahab et al. [6, p. 3] reviewed the sources of literature on smart cities and
identified as many as their 11 dimensions, among which stand out smart economy, smart
administration, smart people, smartvieanment, smart infrastructure, smart technology,
smart living, smart mobility, smart utility services, smart security and smart agriculture.

This article consists of six sections. After the introductory part, the second section reports the
used researcimethodology. The third section is devoted to the description of the most
significant trends in the gl obal smart citie
a detailed overview of smart digital innovations, the fifth one is devoted to thsiarat the

role of the most common intelligent communications used in smart cities today. The last
section concludes the paper with the indication that smart cities represent our inevitable
future, but also a means for achieving sustainable urban devehbgoals.

Used Research Methodology

The article uses the desk research methodology based on available reports of relevant
international organizations and data, together with a review of existing relevant sources of
literature and published articles ¢me importance, role, advantages and disadvantages of
smart cities in the contemporary world. This analysis covers all the major types of smart
innovations and the role of intelligent communications that underpin the development and
functioning of smart ties using available secondary data sources. More precisely, the article
uses data sources from various agencies such as Statista and Gitnux, as well as published
scientific papers and articles from relevant web portals with its intention of system#tizing
most significant applications of modern innovative and communication technology solutions
in smart towns. In addition to the desk research method, the article also uses the method of
description, analysis and synthesis, historical method, and comparatthod in its ultimate
attempt to evoke the most significant current smart trends in smatrt cities.

Smart Cities in Numbers

In the dynamic landscape of contemporary urbanization, smart cities represent the crescendo
of the use of digital innovationsntegrating modern technological solutions and urban
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infrastructure with the aim of improving the quality of life of their residents. During 2024, the
global smart cities market is expected to achieve an impressive revenue growth of US$ 10.4
billion, with its projected increased value of US$ 165.8 billion at a compound annual growth
rate (CAGR) by 2028. Although today Singapore and South Korea have primacy in the
development and implementation of the smart city strategies, the highest revenue growth in
the gnart city market is still expected in the United States of America (USA), China, Japan,
Germany and India [7].

Contrary to previous projections, the Githux agency expects that by the next, year 2025, the
world market of smart cities will reach a value sfrauch as 820.7 billion US$, signaling the
accelerated global adoption of this concept. This expected jump indicates the dominant role
of advanced technologies and intelligent urban planning initiatives in encouraging sustainable
growth and quality of lifdor smart urban areas citizens. It is expected that by 2050, 60% of
the global population will live in smart cities, and that by 2026, smart lighting will take
precedence in the applications of this concept. Today, Amsterdam is considered the city with
the largest number (170) of smart city initiatives in Europe, insisting on digital transformation
and innovations in the aspects of urban life through modern ICTs solutions. While 66% of US
cities are currently actively investing in smart city projects a&uatiriologies, 93% of cities
globally are still in their infancy in developing their smart city strategy [8].

Smart cities can influence the decrease of income inequalities and development gaps,
computerization of administrative services, further urbanimatiod industrialization, and

thus solving the problems of transport systems, improving the quality of health and
administrative services, and enhancing environmental protection. In 2021, only China (48%)
had the largest number of emerging smart citiesovi@d by Europe (23%), India (11%),

USA (7%), Oceania (5%), Japan and South Korea (2%) and Canada (2%) [9, p. 7]. Smart
cities today represent complex urban ecosystems consisting of a mix of technological, social,
organizational and business dimensionsthi@ period from 2012 to 2017, the total global
consumption of smart cities was mostly directed to the administration and education sector
(24.6%), the smart energy sector (15.8%), smart healthcare (14.6%), smart security (13.5%),
smart infrastructure (18%), smart mobility (8.7%), and smart building and housing (9.7%)
[10]. Finally yet importantly, smart cities today are witnessing an accelerated CAGR of
Internet of Things (loT) adoption rate from US$ 130.6 billion in 2021 to an expected US$
312.2 billion in 2026, highlighting the importance of investments in their direct digital
transformation [11].

Smart Innovations for Smart Cities

Digital technologies are networking people. They collect data and connect urban processes in
their intention to improvehe quality of local services and the living standard of the urban
population. The need for innovative technological applications is all the greater if one takes
into account the numerous urban challenges of climate change, as well as the danger of new
pardemics and natural disasters outbreak. In addition, with the growing threat of attacks in
urban areas, the emergence of infectious diseases and misuse of digitalization, there is an
urgent need for the development of smart cities since they provide pheliigt security,
surveillance and control, thus improving the quality of life and enabling the sustainable urban
development [12, p. 554].
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As already discussed, technoledyven innovations can minimize energy consumption,
optimize mobility, urban planng and waste management, as well as improve the quality of
education, health services and general safety of citizens. At the same time, these initiatives
raise the transparency of the urban infrastructure itself, encouraging networking,
collaborative inn@ation, inclusiveness and creativity [13]. Smart cities rely on various digital
technologies, specially favoring the collection of data through modern sensors and Internet of
Things (loT) technologies, which are further processed through Artificial bealtie (Al)
systems. Today, among the most significant innovation efforts and initiatives in smatrt cities,
smart mobility, the digital citizen concept, smart energygoeernment, green urban
planning, improved waste and water resources management, sigirtgsuand intelligent

digital agriculture stand out. While some of them are already well known from our everyday
life, in the following text we describe some of the most interesting and latest smart
innovations enhancing the further development of soites.

Smart mobilityis a mix of different transport methods that is integrated with the latest
technological solutions such as sensors, big data analytics, 10T, Al and telematics. This
innovation represents a true revolution in the urban transportation ecosystems, goidy beyo
improvements to traditional traffic flow [14]. Smart mobility driven by modern technologies

is an innovative response that aims to improve the efficiency, resilience and sustainability of
modern urban transportation networks and systems. In this pra@cepecial role belongs to
environmentally friendly forms of transportation, supported by the appropriate infrastructure
for smart charging of electric vehicles (EVs). Autonomous vehicles, robot taxis, and water
taxi services are just some of the inndx@ttransportation possibilities that are expected to
develop in the near future. Smart mobility, among other things, implies the public availability
of traffic information with the aim of saving time, money and harmful GHG emissions, as
well as improvingthe travel experience. Therefore, this innovation appears as a basic
prerequisite for the smart transformation of modern cities [15, p. 5].

Smart energycan be described as a flexible intelligent innovative system of energy
production and consumption opfiration that relies on innovative technologies in the
building of sustainable energy management systems. The concept of smart energy represents
the integration of Al systems, machine learning, data analytics technologies, and loT
solutions in increasing ¢hefficiency of contemporary energy systems [16]. A smart energy
system represents a kind of combination of smart electricity, smart heating networks, smart
gas networks, and modern production and storage technologies, which is aimed at optimizing
the entie energy system [17, pp. 3350]. Smatrt cities have a special need for smart energy
systems as they provide reliable, efficient and environmentally friendly energy supply. Based
on interconnected loT solutions, it is possible to improve the deaisaking process on
production, storage and distribution of energy. On the other hand, smart networks enable the
monitoring of these processes in real time. At the same time, based on machine learning
techniques, it is possible to predict the demand for enaggyell as potential collapses of

the energy system itself. While virtual power plants help in the efficient distribution of
electricity, big data analytics and machine learning ensure the reliability and efficiency of the
power system through its prediati maintenance [13].

The concept ofjreen urbanisnrefers to the attempt of creating ecologically suitable and
cleaner cities through the application and development of electric public transport, the
construction of energgfficient buildings, the use ofenewable energy sources and, in
general, the greening of public areas. Green urbanism can also be seen as an approach to
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building the new identity of cities that creates environmentally friendly urban neighborhoods
by reducing waste and harmful GHG emissio expanding green urban areas and
encouraging the electrification of mobility. The goal of green urbanism is to reduce the
consumption of energy, water, and raw materials in every phase of the smart city life cycle,
while this innovative concept espetyainsists on optimizing energy consumption, green
building, recycling, circular economy, etc. [18]. In addition to environmental protection,
green urbanism is also aimed at favoring social sustainability and healthy communities,
encouraging the process ajreening, expanding green areas, creating new parks,
afforestation, and purifying water and air. In this wgngen urban planningelps to mitigate

the effects of climate change, reduce traffic GHG emissions, improve the health of the
population, encouge social inclusion and integration, reduce waste and use clean energy,
etc. In this sense, green urban planning, in its confrontations with the negative effects of
climate change, targets the sustainability and resilience of smart cities. The impefative
decarbonization is shaping the design of green urban environments, with the ultimate need for
expanding green spaces, public parks, private gardens and biodiversity, as well as cleaner air.
Green urban planning also insists on the application of inivevatchitectural solutions that

use environmentally friendly building materials, adequate wastewater storage and
management techniques, and enegfficient design with the aim of reducing the undesirable
carbon footprint [13].

Although not entirely newthe idea ofsmart buildingsis gaining importance in many cities
around the world. Intelligent buildings also enable use of resources more efficiently and
smarter development of processes, expanding the capacities of modern buildings, their
functionality, efficiency, reliability, flexibility, interactivity, and sustainability. Today, the
concept of smart buildings is increasingly linked to the development of technologies in the
direction of automation and integration with their users, as well as to contyectobility,

health and safety, welleing, efficient use of resources, reduction of pollution, and
encouragement of green sustainable development. Smart buildings are based on the intensive
use of ICTs that enable the connection of physical infrastrei@imed at optimizing public
services, availability of information, participation in public life, integration of intelligence
aspects, sustainability, improvement of quality of life, and automation of systems. As such,
smart buildings influence the degpment of smart cities, contributing to their favorable
interaction with the living environment, smarter flow of energy, matter and information,
smarter decisiomaking in real time, smarter management of energy production and
consumption, etc. [19, pp-3]. In the conditions of the climate change challenges and the
danger of the outbreak of new pandemics and infectious diseases, the modern construction
industry creates flexible automated living spaces, using technologies of remote control and
automated aatrol of buildings. The emergence of higgth building materials, smart
sensors, 0T technologies, cloud computing, Al, and wireless Internet access can also
collectively facilitate reatime monitoring, predict and optimize energy use, identify security
threats, and optimize the use of resources [13].

Last but not leastntelligent digital agricultureis based on smart innovations in robotics, big
data analytics, Al and 10T technologies that have made a big step towards managing modern
agricultural systms and optimizing the workforce. Smart agriculture today uses applications
of wireless sensors with the aim of monitoring the condition of soil, plants, livestock and
infectious diseases. Smart agriculture increasingly relies on automation of food meducti
integration of vertical indoor farming systems, smart greenhouses, renewable energy sources,
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smart nanomaterials, as well asdklven systems. Today, Al is increasingly used to analyze
data, optimize decisions, fitane lighting and control air paraters, which further leads to
waste reduction, increased yields and improved quality of agricultural products [20]. Thus,
intelligent urban agriculture has a special role in smart cities due to their need for sustainable
agricultural production. Urban agtilture includes various imaginative and innovative
practices such as community gardens, rooftop farming, smart greenhouses, controlled
environmental agriculture (CEA) in greenhouses, and futuristic vertical farms, thus also
contributing to the sustainabdievelopment of smart cities themselves [13].

Smart Communications for Smart Cities

The importance of communication is undeniable in all segments of our daily life.
Communication is a process in which information is transmitted and recéitedugh
communication, people try to reach an agreement by conveying symbolic messages, while it
consists of spreading stimuli and their perception, influence, use and action. In
communication, the following two factors have a dominant role: a) the sefa&or and b)

the receiver's factor. In this way, communication takes place in two spatial locations, where
the sender (source) and receiver (user) are located, while exchanging messages with each
other [21]. Through the process of communication, the efayeatment and construction of

the smart cities themselves can also be observed. Thanks to modern digital technologies, this
connection and way of communication among people is reflected in the building of smart
cities. While a person using digital texiiogies appears as its sender, the smart city is the
receiver of the transmitted information.

Seen through the prism of contemporary communications, the smart city can be identified
with the human body. A smart city consists of blocks of smart buildimgsign muscles),

parks and green areas that, by analogy with human lungs, help purify the air and provide
oxygen. The concept of a smart city also consists of streets and avenues that can be identified
with human veins and arteries. Human being also hafhehissenses through which
information reaches his/her brain. The senses further send information to its brain about what
is happening in the environment and signal it how to adapt the body to the given situation. If
the same strategy were to be appliedtemart city, its buidin sensors would collect data

from the environment, so that based on all the collected data, smart practical applications
would be created for the daily life of its citizens. In addition, all that collected data helps the
city to canstantly learn and adapt, which rightfully gives it the epithet of a smart city [22, p.
99].

In recent times, communication and technological innovations have gained great importance
in terms of ensuring connectivity in smart cities. Connectivity playsige hrole in smart

towns since it enables the collection, processing and distribution of data with the aim of
increasing the operational efficiency of urban services and making better decisions at the
local level. In smart cities, a smart telecommunicatiofrastructure can achieve these goals,
relying on a large number of digital devices and various communication technologies that
include wireless sensor networks, mackimenachine (M2M) communications, vehiedie

vehicle (V2V) communications, networkrtaalization, gateways and business automation
processes [23, pp-4].
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Smart cities also use smart communication infrastructure to deliver a variety of local services
such as waste management, water storage, parking and other utility services management.
Through a network of interconnected sensors and devices, smart cities can optimize the use
of resources, reduce business costs, improve the quality of life of citizens, and lead to an
increase in their general comfort. The importance of communicatiorstinfciure in smart

cities is reflected in the exchange of data in real time, improved efficiency of resource use,
improved mobility and connectivity, as well as in the personalization and efficiency of smart
public services aimed at the needs of theirdessis. Such technological and smart solutions
further promote connectivity, sustainable development, public safety, more efficient
transportation, and the overall safety of their residents [24].

The development of smart communications has led to the frisgetligent communication
systems intended for a large number of applications in smart cities. These systems are based
on the close interaction of sensors, modular devices and actuators, paving the way for a large
number of disruptive innovations and strepplications with a huge impact on contemporary
society. Current smart communication systems are based on autonomous architectural
schemes such as loT, smart grids, smart cities, smart economy, smart industry, big data
analytics, and comprehensive glble@nnections that have great social impact and create
services with great value added for individuals [25, p. 1]. Modern communication networks
further support complex communication services that require smart network management
techniques based on thgnghesis of embedded intelligence and the delivery of performance
information [26, p. 415].

Finally, considering the noticeable growth of urbanization in the modern world and the huge
role of ICTs in the sustainable development of urban neighborhooslg luge challenge to
realize their sustainable urbanization of the desired level and scope. Networks that are
designed for the needs of smart cities have their own unique characteristics that distinguish
them from traditional, generaimed network and comunication systems. An extremely

high density of smart devices primarily determines these intelligent networks, followed by
unusual traffic patterns, unstructured wireless typology, heterogeneity of the technologies
used, high security and the simultaneaise of several different technologies. However,
smart cities are also associated with a large number of particular challenges, such as the lack
of standardized solutions, difficulties in interconnecting independent networks, M2M and
V2V interactions anthe development of commercially successful products, such asmeal
parking monitoring, internet of water and other smart-wiife integrated solutions [27, pp.

1-3].

Conclusion

A smart city is a modern, technologically rounded urban entity that cse®mporary
technology, sensors and various digte&dhnological innovations to collect data, efficiently
manage assets, resources and services, and thus to improve the quality of life of its citizens.
By providing services and solving acute urban proid, a smart city leads to improved
accessibility of transportation services, savings in energy use, improved quality of utility
services, more interactive and responsible city administration, integrated infrastructure and
environmentally friendly urban &dions, at the same time improving social services and
encouraging sustainable development of urban neighborhoods. For this purpose, smart cities
use a mix of communication networks, software and user interfaces, as well as a variety of
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vivid digital innovations such as the Internet of Things, Artificial Intelligence, telematics,
machine learning, big data analytics, etc. Given the fact that the contemporary world is
subject to growing urbanization, as well as its expected further intensive growth, the
emagence of the concept of smart cities represents a revolutionary trend in the urban
development of contemporary global society.

During 2024 alone, the global smart cities market is projected to achieve an impressive
revenue growth of US$ 10.4 billion, iledting the growing importance of smart cities in the
world. Although today Singapore and South Korea have primacy in the development and
implementation of the smatrt city strategy, the highest revenue growth in the smart city market
is still expected in th USA, China, Japan, Germany and India. This article provides a
detailed overview of the most important smart innovations and the role of intelligent
communications that have accompanied and marked the development of smart cities in the
world so far. The dcussed smart digital innovations and intelligent modern urban
communications unequivocally improve the quality of life and standard of living, enabling
better integration of people with city infrastructures and more efficient urban service
management. Athese trends lay the foundations for the further development of smart cities
around the world. In this sense, they represent our imminent future, especially in the light of
ongoing climate changes, the risks of new pandemics and natural disasterkpatbreell

as the need for fostering sustainable urban development.
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CHALLENGES IN SMART EDUCATION ENVIRONMENTS:
AN INSIGHFUL OVERVIEW
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Abstract

As technology continues to advance, it hgg@found impact on various aspects of society.

One of the areas where smart technology can be applied is in the field of education. However,
the process of implementing these technologies is complex and requires a multidisciplinary
approach. While therer@ numerous benefits to using these technologies, there are also
various challenges that need to be addressed. This paper delves into some of the challenges
that arise in the implementation of smart education and categorize them for better
understanding. Aie research builds upon previous studies and reveals new challenges that
emerge with deeper implementation of smart technologies in educational environments.

Keywords: Smart Education, Smart Technology, Smart Learning, Electronic Learning
Introduction

Modern life trends dictate the application of IT in many spheres of life, including in
education. The digital transformations currently taking place in society are revolutionary in
their scale, speed of change, and breadth of coverage [1]. Apart fronarikotmation of
traditional business into electronic, traditional education has been transformed into electronic
education as well. However, the transformation of education did not halt there. In response to
further technological development and new dawtams, smart education emerged.

The objective of smart education is to iIimpro
With the increasing use of IT in education, comparisons between traditional education and
online education have been more frequenthdigh eeducation seems to have become
indispensable in recent years, opinions are divided.

Despite the advantages and potential of smart education, as an innovative approach, in the
process of implementation, it also faces many challenges. One of thedps to overcome
challenges is to identify them.
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In the following chapter of this paper, by theoretical aspects and practical application, the

concept of Smart Education is presented. Also, the main elements of Smart Education are
presented innovatively

The third chapter presents the identification and sublimation of challenges in the Smart

education environment. The categorization of challenges according to characteristics was also
carried out.

In the fourth chapter, the approaches to dealing thiglperceived challenges are presented.

As a final point, the importance of this research is summarized, suggestions are given for
approaching strategies for facing the challenges, as well as consideration of future

development in a global context.

Smart Education

We are witnessing the significant impact of technology on all spheres of society. Education is

one of the spheres in which the impact of technology is reflected rapidly. With the
development and application of technique and technology, electednication was created

from traditional education, but the further development of technology conditioned the
development of the next level, i.e. smart education. It should be mentioned that smart
education does not mean the simple application of smamnhaéagies[2] but also the

symbiosis of new approaches. Although there is no official definition of smart education, a
certain number of authors have defined that term. So according to the [3], Smart education
represents the effective and coherent us@fofmation and communication technologies to

reach a learning outcome using a suitable pedagogical approach [3].

It is significant to note that the word fisme
personalized, and adaptive. But for difigreentities and/or educational situations, the
meaning of 6smarto6é has different definitior
intelligence [4]. For educational technol og
effectively and efficiently [b . For the educational environme
intelligent, and scalable [4]. Through further research, we have defined new approaches
which are shown in Figure 1.

Empowering Effective
Innovative Efficient
Tailored /’ \ Supportive
Intelligent Facilitative
Learner Educator
Smart
Education New
. - Teaching
Educational - &
- Feaagosgica
) Technology 808 _
Effective - Learning Engaging
Efficient Intelligent
Innovative K Aproach / Personalized
Adaptive Adaptive

Figure 1:The main Smart Education elements and approaches
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Smartl earning environments, someti mes used to

wave of educational systems, involving an effective and efficient interplay of pedagogy,
technol ogy and their fusion towardgsethahe bet
smart education is not just about technology. It is also about new teaching and learning
approaches [6].

The smart education vision should help to achieve this requirement and overcome the
shortcomings of the current education methods and system®alize the smart education

vision, we need to develop new or improved teaching and learning techniques along with a
coherently designed set of educational information and communication technologies. Smart
education frameworks are essential for smautaton implementations [7].

Challenges in the Smart Education

Implementation of smart education is a complex process, during which numerous challenges
arise. In this chapter, challenges have been categorized, both those that have already been
identified and those that have been additionally noted. Categorization was performed
according to the characteristics.

Table 1:The categorized challenges in Smart Education

Category
2 | 3| 4|5 |6 | 7|8

Challenge

Lack of internet connection

Internet speed

Lack of devices for digital educatiof¥, [8]

Device incompatibility

Poor Scalability

Network issue$9]

|+ ||+ +|+]

Lack of tech knowledgpt], [10]

Oversaturation with informatiof9]

Qualification[11]

Lack of selfefficacy[9]

Procrastinatiof9]

Lack of control and monitorinfp]

o I S I S R S
+

Over rely on online teaching aids

Perceivedstudent satisfaction

Lack of examples

Learning assessment

Learning outcomes

+| +|+| ]+

Lack of practical part of teaching

Security threats +

Technology threatf9]

Personal datprotection

Cyberbullying [9]

+|+| |+ +

Mischief by studentf9] il
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Lack of legal regulatioifil 1] + +

Resource required for online educatjt] +

Sustainability

Economic situatiof9], [11]

Home environmeno] +

Classroom environmef@] + +

Training costs

RO S S S (R S
+

Unequal allocation of funding

Scheduling flexibility

Feeling disconnected

Getting distracted

Health issuefd]

Lack of interactiorf9]

Feeling overwhelmed

Academic confidencfl1]

Lack of focus and attentidf]

Technological confidendd 0], [11] +

Different learning style

Social supporfl1]

Rapid cultural shiff3]

Motivation [11]

Laboratory exercisd$]

Practical training3]

Online fatigud 3]

I e o e o [ o o (T T (R IR S

+| |+ |+ +

Communication challenges

Time challenggl1] + | 4+

1 -Technical 2 Competency 3 Content 4 Security 5 Financial 6/ Student Experiencei7Pedagogical 8
Rules and Regulations

The categorization shown in Table 1 was structured according to the relatedness of the
challenges, that is, common characteristics. In the following paragraph, the basic
characteristics of the categories are given.

Technical challenges are challenges that mainly concern infrastructure and access to modern
technology, in the process of smedcation.

The lack of competence of educators in working with smart educational technology, as well
as the insufficient level of knowledge to work in a smart environment, is the next challenge.
Challenges related to the content category are challengadapting content to different
learning styles, and implementing the practical part of teaching (laboratories, workshops,
fieldwork, etc.), but also challenges in creating content that is adapted to students with
different needs.

Security and privacy chaliges relate to system security, as well as protection from potential
threats, but also protection of personal data.

Financial challenges represent challenges that are the result of a lack of financial resources,
i.e. money, both for the purchase of equipimend technology in the classroom and at home,
and are in line with the economic situation of the country.
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One of the challenges that needs to be given significant attention is the experience of
students, and it refers to the difficulties of studentslapéing to a smart way of education.
Pedagogical challenges relate to the problems of integrating technology into the learning
process, problems of teacher training, the application of personalized learning, and adapted
assessment methods.

The challenges forules and regulations refer to the challenges of compliance of smart
education with the laws of each country, as well as adaptability to legal changes while
protecting privacy, data, and copyright.

Addressing Smart Education Challenges

Since the numbeof challenges that arise during the implementation of smart education has
been pointed out, facing the mentioned challenges is necessary to realize the full potential of
smart education. Due to the complexity of smart education, it is necessary to hpphmsn

several aspects. In this paper, several aspects of the approach are proposed:

- Pedagogical approach

- Approach from the aspect of technology selection and application

- Approach from the aspect of regulatory frameworks

- Approach from theconomic aspect

By defining such aspects of the approach, all categories of challenges are covered, and they
are shown in Figure 2.

PEDAGOGICAL

Competency APPROACH Student
Experience
Pedagogical TECHNICAL Content
APPROACH
Technical REGULATORY Security
FRAMEWORKS
Rules and APPROACH Financial
Regulations
ECONOMIC
APPROACH

Figure2: Approach to facing the challenges of smart education
Conclusion

This paper presents some of the challenges facing the implementation of smart education.
Challenges are categorized by characteristics. In addition to identifying challenges,
approaches are suggested to address each category of challenges identifieds As it
multidisciplinary approach, it is necessary to ensure the cooperation of all institutions that
would provide support in their domain, whether they are educational institutions,
technological innovators, regulatory bodies, etc. With the-dgeper aplication of smart
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education, new challenges are encountered, but some existing ones are also overcome.
Therefore, the continuation of research and adaptation of strategies should be aligned with
further technological development, but also with real humeeds, especially since the
greatest number of challenges are recognized in the student experience of smart education, as
well as the engagement of educators, and the impact of smart education on various aspects of
their lives and health.
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TRANSFORMATION OF URBAN SPACES OF SMART CITIES
THROUGH ADVANCED GRAPHICAL USER INTERFACES (Ul)

Luka %ADgabViduk&>2Davor V#andel il
Abstract

This paper explores the key aspects of user interface design for smart cities. We analyze the
key elements and challenges in creating smatrt city interfaces that support the needs of diverse
populations, the complexity of urban environments, daeurity, and the integration of
technology platforms. Implementation and evaluation of the user interface are key steps in
ensuring efficiency and compliance with user needs. We study the processes of testing,
evaluating and optimizing interfaces, as wadlmetrics for measuring performance and user
satisfaction. We also explore future directions and trends in user interface design, including
integration of advanced technologies, personalization of experience, connectivity and
interoperability, innovativenodels of citizen participation, and an emphasis on sustainability
and social responsibility. Through the application of these insights and approaches, it is
possible to create interactive, usgrented platforms that support the vision of inclusive,
sudainable and technologically advanced smart cities. Continuous monitoring and adaptation
to new trends and technologies are key to ensuring that user interfaces are ready for the
challenges of the future and provide an optimal experience to their users.

Keywords: user interface (Ul), user experience design (UX), smart cities, computer graphics
and digital transformation

Introduction
In the 21st century, cities are evolving into dynamic and intelligent entities known as smart

cities. This transformatioms the result of the convergence of technological innovations,
urban planning, and digital transformation [1]. One of the key factors for this transformation
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is the development of advanced user interfaces (Ul) that enable citizens, city administrations,
ard other users to interact with various aspects of the smart city [2].

This paper addresses the importance of designing user interfaces for smart cities with a focus
on the need for intuitive, efficient, and inclusive interfaces that encourage activa citize
participation in urban life [3]. Through the analysis of current practices, challenges, and
opportunities, the aim is to identify key guidelines and strategies for the development of user
interfaces that promote sustainable development, improve quilifg,and foster inclusive
communities [4].

Through this paper, we aim to lay the foundation for further research and the development of
innovative approaches to designing user interfaces that promote participatory urbanism and
enhance the quality of &fin urban environments [5].

Most commonly used tools for user interface design

In this segment, | showcase several tools that are most commonly used in practice for user
interface design. These tools enable designers to create intuitive, functionadstredically
appealing interfaces that support the needs of users and the goals of smart city projects.

Adobe XD- is one of the leading tools for Ul design. Some of the advantages of this
tool include integration with other wethown Adobe tools, the dhby to create
prototypes, and collaborative project work.

Figma- is a highly popular tool among designers and enableginealcollaboration,
integration with development tools, and automation of design processes.

Sketch- is a popular tool that allowgector drawing, components, and symbols, and
has a rich ecosystem of additional resources that facilitate the work of designers.

By using these tools, user interface designers have powerful resources at their disposal that
support their creative processdaenable them to create interfaces that are aligned with the
vision of smart cities as inclusive, sustainable, and technologically advanced urban
environments.

Challenges in User Interface Design

Designing user interfaces for smart cities brings farthyriad of challenges stemming from

the complexity of urban environments, diversity of users, and requirements for high levels of
functionality and practicality [9]. Understanding these challenges is crucial for creating user
interfaces that are efficignntuitive, and useful for a wide range of users. Below are some of
the main challenges encountered in designing user interfaces for smart cities.

Diversity of Users
Smart cities gather a diverse population, including people of all age groups, soci&con
statuses [10], and cultural backgrounds [11]. Designing a user interface that meets the needs
and preferences of this diverse audience requires careful adaptation to ensure inclusivity and
accessibility for all.
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Complexity of UrbarEnvironment
Urban space is dynamic and complex with various layers of infrastructure, traffic flows,
public spaces, and cultural sites. The user interface must successfully navigate through this
complexity, providing users with relevant information andises tailored to their needs and
context [12].

Integration of Different Technological Platforms
Smart cities employ a wide range of technological platforms and systems, including sensor
networks, mobile applications, web platforms, and loT devices [14] User interface
design must enable the integration of these diverse platforms to ensure a coherent user
experience and efficient interaction with urban systems.

Education and User Training
To fully harness the potential of smart cities, it is imaotto provide adequate education [1]
and training for users to use digital tools and platforms. User interface design should be
intuitive and accessible, but also provide opportunities for educating users about the
capabilities and functionalities availakio them.

Addressing these challenges requires a multidisciplinary approach involving experts [15]
from the fields of design, technology, urban planning, sociology, and other relevant
disciplines [16]. Through careful planning, research, and testing,possible to develop a

user interface that supports the vision of smart cities as inclusive, sustainable, and
technologically advanced urban environments.

Guidelines for User Interface Design

Designing user interfaces for smart cities requirearafal approach to ensure an intuitive,
efficient, and useoriented experience. Some of the key guidelines and strategies [17] for
designing user interfaces that support the needs of diverse users and promote inclusivity,
sustainability, and technologicativancement in smart cities.

Inclusive Design

Simplicity and Intuitiveness

Adaptability and Flexibility

Interactivity and Citizen Participation based on User Experiences

By adhering to these guidelines, user interface designers can create inteugetivaented
platforms that support the vision of inclusive, sustainable, and technologically advanced
smart cities. These guidelines are crucial to ensure that user interfaces contribute to a positive
urban experience and enhance the quality of lif¢ ifLi8rban environments.

Implementation and Evaluation

An important aspect of user experience design is the process of implementing the user
interface, including steps such as introduction, testing, and optimization. We also analyze the
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evaluation metbdology to assess the effectiveness of the user interface and user satisfaction
(UX) [19] [20].

The methodological implementation describes the steps in the process of implementing the
user interface from planning, design, development, testirdppboyment. Throughout this
process, we must pay attention to identifying key participants and their roles, including urban
planners, designers, programmers, and-wsefs. The next step is testing and evaluation,
which should provide insights into the @yed usability for the endser through different
phases of implementation [21]. Based on the evaluation of the achieved results,
improvements and optimizations of the user interface are made with the aim of making it
more accessible and ugeendly, thus encouraging greater adoption.

Through careful implementation and evaluation of the user interface, we can ensure that
smart cities provide an intuitive, efficient, and usgented experience that supports the
needs of diverse populations [22]. Thigcess also enables continuous improvement and
innovation to ensure that user interfaces remain relevant and effective in rapidly changing
urban environments.

Future Directions and Trends

The concept of smart cities is still evolving, and it's difti¢a predict all future directions of
user interface design as well as the trends that will shape the future of urban spaces and
digital technologies.

One reason is the integration of advanced technologies such as augmented reality (AR),
virtual reality (VR), and mixed reality (MR) into the user interface, which will enable a
completely new experience of interacting with urban spaces. In addition to the mentioned
challenges, new technologies also provide opportunities for the implementation of 5G
networls, blockchain, [23] cloud computing, [24] quantum computing, and how these will
also impact the design of the user interface.

Innovation is crucial in modern business, especially in the digital world we are slowly but
surely transitioning into. Besidetid already mentioned technologies, it is clear that the
challenges and opportunities are enormous [25] for innovating and thus ensuring a better and
more advanced user interface that will strive to adapt to all users and thereby ensure a
positive user expeence. It is particularly important to involve as many citizens as possible
[15] in the development to gather as much user experience as possible to facilitate
implementation and thus accelerate adoption among users. One of the tasks is to promote
sustaimbility and flexibility in the design of the user interface for smart cities, encouraging
users to behave environmentally responsibly and supporting resilience to challenges such as
climate change and natural disasters.

Understanding these future directions and trends is crucial for shaping innovative and
relevant user interfaces for smart cities that support progress, sustainability, and quality of
life in urban environments. Through proactive monitoring and adaptatitrese trends, we
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can ensure that smart cities are ready to respond to future challenges and provide the best
possible user experience.

Conclusion

In this study, we explored key aspects of designing user interfaces for smart cities,
considering challeges, future directions, and trends. Smart cities represent complex
ecosystems that rely on digital technologies to improve the quality of life of their citizens,
enhance governance efficiency, and promote sustainable development.

Key challenges in usemterface design include user diversity, complexity of urban
environments, data security and privacy, integration of technological platforms, and the need
for user education and training. Through careful design approaches, it is possible to overcome
thesechallenges and create interfaces that are inclusive, intuitive, adaptable, and encourage
active citizen participation in city management.

Future directions and trends include the integration of advanced technologies, personalization
and contextualizatiorof experiences, connectivity and interoperability, innovative citizen
engagement models, and a focus on sustainability and social responsibility. By monitoring
and adapting to these trends, we can ensure that smart cities are ready for future challenges
and provide optimal experiences for their users.

Ultimately, designing user interfaces for smart cities requires a multidisciplinary approach,
collaboration among different stakeholders, and continuous innovation and improvement.
Only through such an apmch can we realize the vision of smart cities as inclusive,
sustainable, and technologically advanced urban environments that enhance the quality of life
for their citizens.
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A MODIFIED VERSION OF GRADIENT DESCENT ALGORITHM AS
A SOLUTION OF LOCAL MINIMUM PROBLEM IN ARTIFICIAL
NEURAL NETWORK
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Abstract

In this paper, software based on modified gradient descent and backpropagation algorithms
for overcoming the local minimum problem in artificial neural networks is proposed. During
the training of the artificial neural network, at the end of each epoch, theneeisté the

global minimum was checked over successive values of the loss function and by determining
the percentage of successfully classified samples from the training and test sets. The software
is written in the C# programming language in an obggEnted manner. It is written in a
modular way in the sense that it has its own mathematical library and can be upgraded with
other algorithms of artificial neural networks.

Keywords: Artificial neural networks, Neuron weights, Global minimum, Gradient elgsc
Backpropagation algorithm, C# programming language

Introduction

Artificial intelligence is becoming a part of our everyday life and it has applications in almost
all areas of human activity. In this sense, artificial neural networks (ANN) atieypaily
interesting and numerous algorithms have been developed for them. However, the main
breakthrough in this area was the backpropagation algorithm based on the gradient descent
method which originate from theory of optimizatior4]L Its main disadantages are getting

stuck in a local minimum and slow convergence. Various solutions have been proposed for
these problems, such as, adaptive learning with momentum and all their variants [5,6]. In
these methods, the change of neural weights from thaopseepoch multiplied by the
moment is added to the neural weights in the next epoch, which achieves regularization and
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increases the speed of convergence. Variants with variable moment speed up convergence,
but at the cost of introducing new parameterbose values are a matter of numerical
experimentation.

The problem of the local minimum has not yet been adequately solved, although some
solutions have been proposed here as well. One of them is the early stopping technique [7, 8].
In this technique, thdoss function is monitored and if there are no changes after a
predetermined number of epochs, it is considered that its global minimum has been reached.
The disadvantage is that the number of epochs needed cannot be known in advance and we
may still be stick in a local minimum. Variants of this method include tracking losses on the
validation data set, after each or a certain number of epochs. The price of this is an increase in
CPU time, but with an increased probability of hitting the global minimum.

All this facts lead to the proposition of this paper. Obviously, there is adfabdetween

CPU consuming time and hitting the global minimum in the early stopping method. Namely,
the problem can be seen from another perspective by asking two questions.gldal
minimum be reached with high probability and what is the main difference between global
and local minimum? According to the the Universal Approximation Theorem any input
function can be approximated by an ANN of appropriate configuration. Thwearto the

first question, could be sought here. This practically means that there is a possibility of the
gradient descent passing through the minimum at one point in time. The reason is obvious:
after each input sample, neural weights and biases of AlNcorrected. The idea of this
paper is to define the mechanism of identification of the global minimum in two steps. In the
first step, the minimum is identified by monitoring the loss function and if the threshold is
reached (the difference between taansecutive values) procced to step two. Furthermore,

the second step is to check if the number of successfully classified samples in both sets
(training and validation) is higher than the predefined value. In that case, it can be concluded
that it is a gbbal minimum. Otherwise, it is a local minimum and the program can continue
with iterations.

Mathematical Background

At the core of the descending gradient algorithm is the correction of the neural weights
according to the formula:

' OE )
(k)
= Wo[d Ty

(k)
|74

" 7 (k)

d old

new

where areW®ew, Wiq neural weight matrices of theth neural layer before and after one
epochEi s | oss function and U is | earniny const
is n x m wheren,m represent the numbers of neurons in ki and (k-1)-th layers,
respectively. If the previoys-1 layer is input, themn respresents number of cponents of

the input vectoiX. Similarly, if k-th layer is the output layer, thenis equal to the number of
components of the output or target vectorin the first stage or forward propagation the

matrix of output vectors or activatioAdgs calculatedas:
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where b® represents the biases matrix of tk¢h layer. The matrix of variabl©® is
determined according to:

0® = Fa®) (3)

In the above expressiohjs the secalled activation function and there are several different
types. The famouegsigfunction is used in this software:

P — @

1+ e*

In the second phase, the loss function gradient matrix is determined, via backpropagation
algorithmaccording to the formula:

(5)
O

5 = 6®(0¢)T

where the error matri¥® of k-th layer is calculated by back propagation (from the output
layer to the input layer) according to:

6(k) = af(O(k)) O ((W(k+1))T6(k+l)) (6)

2A®

In the formula above, the symbol denotes the multiplication between matrices in the manner:

C=AQOB; C; = Ay "By The ANN in this software works in inline mode, which means
that in each epoch it goes through all the training samples and finally determines the error
function, which it then compares with its value from the previous epoch:

Eold - Enew <é& (7)
Software Description

The complete code and all the necessary technical details can be found at [9]. The user of the
software defines the value of the constBi{touble error_limit in software), which will
representghe difference between successive values of the loss function. The value of this

constant is usually of the order of magnitc>107%,107° and is usuall™10™* sufficient
in most cases. If the mentioned difference is smaller than the value of this constantsand if it

accuracy of classification= 95%, can be assumed that the global minimum has been
reached. Otherwise, a small correction is added to the neural weights and biases, so that the
network is pushed from the local minimum.

Software architecture
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The main functioality of the program is separating the local and global minimum. The
structure of the software can be best explained by the image shown below. The Fig. 1 shows
the typical stages of the backpropagation algorithm. In the first phHaseard, the vector
propagates through the network to the output, and after that the pbas&ward begins,

which is the propagation of the error backward. This leads to the correction of weights and
biases for each sample separately, which is characteristic of gradiesntd@gorithm. After
passing through the entire set of input data, loss function is updated and compared with the
value from the previous epoch. If the difference is smaller than the set goal, the accuracy in
both sets (training and validation) is check#édthe goal is reached, the program ends.
Conversely, a small correction is added to the weights and biases, which roughly pushes the
network out of the local minimum. The value of this correction is of the order of magnitude

8~107%  Also, the maximum numberf @pochs is set to 2000 and can be changed by the
user, just like the network configuration.

f Network configuration; /'

Processingofinput |
/ data /
i=i+1 Mekrum Yes [ Simuate |
. of epochs | network [
Print results
| No

| Backpropagation
through all samples

[

Perain > 95% &&
Frest > 95%

Yes

WE(i) = W (i) + 8
bR(i) = 0¥ () +

Figure 1. Flowchart of modified gradient descent and backpropagation algorithms, where
they areL(1) 1 the cost function &i th epochPeain. Prest - classification accuracy on training

and test se (D). b*(i) - neural weights and biases of tkeh layer atiith epoch and

0 <6< 107" js a small random correction.
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Software functionalities

All the functionalities of this software can be best described by the properties of the most
important methods used in the software. For these purposes, we will start from each block.
Data impot and processingData preprocessing methods:
import_file () - this method imports a file from excel, where types represent samples or input
vectors. The columns are properties of the input vectors and it should be noted that the last
columns are intendefbr category values, since the software is used for classification tasks.
The corresponding category has a 1, while the others have a 0 (for example, for two
categories it willbe 1,0 0r 0, 1, etc.) ;
split_test ()- as usual, the input data are shuffeed! divided into a training set (75% of the
input data) and a test set (25% of the input data).
data_process () input data were converted to [high, low] interval (0,210).
studentize2D ()} all columns of the input matrix can be zemntered, so that their mean
value is zero and normalized by dividing it, with their standard deviation. This choice is left
to the user, by initializing the variabilet student = 1 In that case, the method studentizelD
(), will automatically apply the asne procedure to the input vector for neural network
simulation.

Initializing and training networklnitialization and configuration of ANN:
network.init() - this method is accessed by net object which is initialized from the class
Network asnetnetwork.init(). The list of parameters of this method consists of network
configuration, number of samples and number of classification categories. The configuration
of the neural network is determined by an array, which contains information aboutdba hid
layers. For example, int[] config = {3, 5}, means that there are two hidden layers, size of 3
and 5 neurons each. The number of neurons in the input layer is equal to the number of
columns of the data mattrix and the number of neurons in the outfmrtitaequal to the
number of categories for classification ;
extend_backprop() method for network training. It is accessed as in the previous case with
the net object: net.extend_backprop(). The list of input parameters consists of: network
configuratian, training and test data matrices, number of epochs, learning constant, default
value for the cost function error, and data mapping interval bounds.
Network simulationAfter training, the ANN can be simulated with unseen input data:
simulate() - network simulation for a specific vector from the input takes place via the net
object,net.simulate()The list of input parameters is: neural weights and biases as part of the
output of the method for training, the input vector that can be centered, the network
configuration, the number of categories for classification, the interval bounds for mapping the
input vector, as well as interval boundaries for input vector mapping and maximum and
minimum value of input vector interval. As an output of this method, eoveppears where
the unit is in the place of the corresponding category, while there are zeros in the other
places.
Network statisticsThe statistics of ANN can be determined by the followrgghod:
stats() - finally, network statistics is performeding this method asjet.stats ()with the
output being the percentages of successfully classified samples of the training and test data
sets.
The software is tested on three different databases. The first database is-#treoweliris
data set [10], whe the others are the cancer set [11] and the data set related to types of wine
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[12]. In the iris data set, there were three categories for classification and two each for cancer
and wine types, respectively. The simulations were performed on a comptiterawi
processor i3 8100 3.5 GHz and a RAM of 8 GB. The results are summarized in the table

below.
Table 1: Software results on various data sets
Data sets [Number o|Classification |Classification |Overall Epochs t{Program
samples |accuracy (%accuracy (%classification [reach th{running
Training set [Test set accuracy(%) |goal time (s)
Iris 150 98,21 97,37 97,58 89 4,6
Cancer |699 95,42 95,43 95,43 1 10,5
Wine 3199 97 95,75 96,06 1169 77,38

Analyzing the results in the table above it can be observed that the execution time of the
code is proportional to the number of samples, which is understandable, considering that the
network works in inline mode. It can be seen that in the third case, more Oaeddrhs are
needed, which means that numerical experiments are needed, with the number of neurons in
the hidden layer, the number of layers, etc. It can also be noted that despite the modification,
the software is not free from the lack of slow convecgemhis can be seen from the last
column of Table 1, where it can be seen that the execution time of the program increases
rapidly with the increase in the number of samples. This is the result of ANN operation in
inline mode. On the other hand, the adaege of this mode is accuracy, although there are
algorithms such as Levenbekgarquardt that work in batch mode and achieve a high degree
of accuracy [13, 14].

Impact

The contribution of the software to scientific research and the improvement oliedesipg
software in general, can be summarized as follows:

In this software, a way to separate the local and global minimum in the backpropagation
algorithm is proposed. This does not eliminate all the weaknesses of the backpropagation
algorithm, but it @n be a good basis for further research.

The software is designed in an objedented manner, to speed up its execution and to make

it easier to use.

All mathematical procedures of algorithms and details are moved to a separahetlask

It also comains its own mathematical library that can be expanded and later used to upgrade
the algorithm with new deep learning methods.

Advanced features of the C# programming language, such as Array lists and jagged arrays
are used in this software.

llustrative example
In order to illustrate the functioning of the software, this paragraph shows the main program

for classifying data in the iris database. The first step is to introduce the required namespaces
via theNuGet package manager for .NET as shown ig. 2. Further, Figure 3 shows the
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main program with an instantiated net object that accesses the member methods and which
are described in th®oftware architectureection.

using System;

using System.Data;

using System.Collections;

using System.Collections.Generic;

using Microsoft.Office.Interop.Excel;

using System.Runtime.InteropServices;

using Excel = Microsoft.Office.Interop.Excel;
using System.Diagnostics;

using System.Threading;

Figure 2: Necessary namespaces for program operation
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namespace Artifical_inteligence

class Program

{
itatic void Main(string[] args)

JAanninkx NETWORK PARAMETERS #aaaknnnx/

int Epochs = 2600; double alpha = 0.1;

double error_limit = 0.0001; [int high = 1, low = 0;
double training_ratio = 0.75; int[] config = {10};
[rrhhhkkhhhhkhkhhhhkhhhkhhkhhhhhhhhhn/

JrxnnananxxTHE ARRAY LISTS #anknkhnnn/

ArrayList st = new ArrayList();

ArrayList net_input = new ArraylList();

ArrayList net_enter = new ArraylList();

ArraylList results = new ArraylList();

4
Jrnnnnnkk ek NET OBIECTAakannhhhnnn/
Network net = new Network();

ey

/*#»xx*DATA IMPORT AND PROCESSING *akxan/

string path = @"C:\Input_data\iris_set.xlsx";

double[][] allbata = net.import_file(path);

int num_class = 3;

int xlength = allData[@].Length - num_class;

int student = ©;

st = net.split_test(allData, num_class, training_ratio, student);

net_input = net.data_proces(st, xlength, num_class, high, low);

/tﬁ'tt.ﬂﬂtﬁtﬂiit.'*iﬂﬁt.ﬁﬁ‘ﬁiliﬁﬁiii*iiﬁt/

/**xxx*INITIALIZATION AND TRAINING NETWORK*###a#*/

net_enter = net.network_init(config, xlength, num_class);

results = net.extend_backprop(config, net_input, net_enter,
Epochs, alpha, error_limit, high, low);

/tﬁ.lﬁttﬁﬁiﬁiﬂit.*ﬁi'.ﬁﬁ*‘tﬁitﬁi*iﬁ.*.'tﬁﬁﬁ/

Jxnxxnxx*NETWORK PERFORMANCE #*#x/

net.stats(st,results,config);

/.t.ﬁt*tﬁﬁﬁﬁ'#t.i.ﬁ.tt.t'ﬁ.ﬁﬁtﬁ.iﬁiiﬁi.iit/

[ xxxkxxSTMULATE NETNORKitttittiitﬁ/

double maxx = (double)net_input[6];

double minix = (double)net_input[7];

double[][,] weights = (double[][,])results[o];

double[][] bias = (double[][])results[2];

double[] test_input = {5, 2, 3.5, 1};

if(student==1) {test_input = net.studentizelD(test_input);} //iris_set

double[] test_resp = net.simulate(weights, bias, test_input,
config, num_class, high, low, maxx, minix);

for (int i = ©; i < num_class; i++)

Console.WriteLine(test_resp[i]);

Figure 3: Flow of the main program during classification in the iris data set

Conclusions

In this paper, the possibility of overcoming the problem of the local minimum of the
hypersurface of the loss function is presented. This refers to the ability to separate the local
and global maxima, thereby addressing the fundamental weakness ofckipeopagation
algorithm. Program in proposed software works in inline mode, so its reasonable execution
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time applies to smaller databases up to several thousand samples. In future research, it is
necessary to examine the possibilities of this programtrhkend sembatch modes. Also,

the software can be expanded with new mathematical methods and upgraded with algorithms.
which opens up another space for further research.
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QUALITY MANAGEMENT OF THE CONSTRUCTION OF SMART
CITIES, WITH REFERENCE TO THE CONTROL OF THE
MATERIALS THAT ARE INSTALLED

Boj ana?;@irlaigleini FpBvoagnkoov iPPv anovi |
Abstract

Quality management is an important activity that is aimed at improving performance, which reduces
costs, raises employee morale and constantly acts to improve the quality of products. This also affects
the competitive position of the company in the markieengthening the trust of the users themselves.
Construction constantly strives to adopt new quality elements in order to gain an advantage over the
competition.

The modern development of quality management has resulted in the establishment of tyll quali
management TQM (Total Quality Management).

Keywords: gvality, TQM, reinforcing steel, standards, testing
Introduction

The aim of the paper is to familiarize civil engineers with the need for quality management,
which is a revolutionary step in in@ging business efficiency, which is equally important for
all phases of construction.

F.G. Steingraber from the company "AT Kearney" gives an explanation of the concept of
quality:

"Traditionally, we thought of quality as achieving specifications, meetetgirements,
eliminating deviations in the product. We assumed that quality was satisfactory if products
were not returned, if we did not receive criticism and if we improved the-pedermance

ratio for users. Today, quality evaluation it's not jastmatter of meeting the user's
expectations, but exceeding the."
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Basics of construction quality management

There must be a trained manager in the performance.

It is the most critical factor in the successful introduction of TQM. It mustaffeat other
employees in terms of quality acceptance. After the introduction of TQM, new employees
should be constantly instructed in the fundamental principles of TQM.

In order to introduce TQM, there must be certain rules, both for the manager and for h
employees.

TQM should be directed towards the company's strategic goals. It must not be monopolized
by the owner, but integrated into all areas and activities of the company. During the
introduction, it is necessary to plan letegm, in order to be edttive, the data should be
standardized.

Right from the start, you should have the user's requirements, and then determine the
procedure and methods according to them.

The evaluation of the quality of construction and the material used in smart builgings i
shown on the example of the evaluation of control steel for reinforcing concrete struetures
material that is basic for every construction, including for smart construction.

Conformity assessment proceduré

The appointed body, i.e. the conformigssessment body, carries out the conformity
assessment of steel for concrete reinforcement, at the request of the manufacturer or his
representative.

The conformity assessment procedure includes, according to the SRPS EN 10080 standard:
1) factory productn control;

2) initial type examination;

3) permanent supervision of factory production control and control testing.

During the production of steel for concrete reinforcement, a permanent system of factory
production control is established, which is catr@it using the methods established by the
SRPS ISO 9001 and SRPS EN 10080 standards.

Taking sample#?

Sampling of steel for concrete reinforcement should be performed exclusively by an
authorized representative of the appointed body, i.e. an authaoepeedsentative of the
conformity assessment body, in the presence of the manufacturer's representative or his
representative, while a record of sampling is drawn up and certified by representatives of
both parties.

The test unit for bars and coils is takieom a lot or part of a lot.

Mandatory steel tests for concrete reinforcement, determined by the SRPS EN 10080
standard, for:

1) chemical composition, one analysis per batch;

2) tension tests, one test sample per 30 t, with at least three test samples per test unit
(produced quantity batch) and nominal diameter;
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3) bending tests and/or retests, mass per length meter and surface configuration, one test
sample per test unit (@duced quantity batch) and nominal diameter.

The test unit for welded meshes and lattice supports consists of panels and lattice supports of
the same steel class and diameter, produced on the same welding machine with a maximum
mass of 50 t. The numbef samples per unit for testing as well as the properties to be tested
are determined by the SRPS EN 10080 standard.

Certificate of conformity@

Before delivering steel for concrete reinforcement to the market, it is necessary for the
manufacturer, his agent, importer or distributor to obtain a certificate of conformity.

If the procedure for assessing the conformity of steel for concrete reinfemtdras been
carried out and if the results of the sample tests show the conformity of steel for concrete
reinforcement with the requirements, the designated body, i.e. the manufacturer, issues a
certificate of conformity.

A document of conformity is a déicate of conformity and a declaration of conformity.

The certificate of conformity is issued by a designated body which, in addition to the
requirements for designation prescribed, also meets the requirements established by the SRPS
ISO/IEC 17065 standd.

The declaration of conformity is drawn up by the manufacturer based on the test report and
technical documentation, in accordance with the requirements prescribed by this regulation.
The test report of steel for concrete reinforcement is issued bgaadded conformity
assessment body, which meets the requirements set by the SRPS ISO/IEC 17025 standard.
The certificate of conformity should be valid for one year from the date of issue, and a
declaration of conformity is issued for each batch.

Designded Conformity Assessment Bod¥/

The conformity assessment body can carry out the conformity assessment of concrete
reinforcing steel, if it meets the following conditions:

1) they must not be designers, manufacturers, suppliers of steel for concriEteeeient,

nor representatives of any of the interested parties and must not be involved, directly or as
representatives, in the design, marketing or production of steel for concrete reinforcement;

2) personnel with technical knowledge, as well as sefficand appropriate experience for
performing conformity assessment tasks, as well as appropriate authorization for performing
conformity assessment tasks;

3) test equipment;

4) should have a corresponding general act;

5) concluded insurance contract agaimbility for damage;

The possibility of exchanging technical information between the manufacturer and the
conformity assessment body is not excluded.

A sign of conformity’?!
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On steel for reinforcing concrete that complies with the requirements ofethigation,

before its delivery to the market, a Serbian mark of conformity is placed in accordance with
the regulation governing the method of conducting conformity assessment, the content of the
certificate of conformity, as well as the form, appearaand content of the mark of
conformity.

Safeguard Clausé!

The delivery or use of steel for concrete reinforcement that was delivered to the market of the
Republic of Serbia and on which the mark of conformity is affixed, and which is found to not
meetthe requirements, may be limited or prohibited in accordance with the law regulating
technical requirements for products and evaluation conformity.

Application of TQM and analysis of application of quality and safety of
reinforcing steeP!

Quiality is one of the key concerns of both small and large companies, which has the purpose
of stability in the market.

Namely, mistakes, even on quality, canédna very farreaching and devastating effect on the

loss of users. First of all, you should examine theated waste points, that is, those places

and activities that do not provide any value.

One of the important areas of marketing is sales, whituraly represents a source of data

for customers. This is done by focusing on and analyzing every point where value addition
can be acted upon. In addition, the following elements can be checked or measured in
particular:

1. Error rate in orders

2. User stasfaction with the sales process

3. Timeliness of delivery

4. Number of unanswered phone calls

5. Order size by negotiation

6. Profitability of individual sales

One of the big areas, especially important in a small business where problems usually arise, i
finances. That is why TQM must be applied to improve financial processes and procedures.
The ultimate goal is to identify and implement improvement.

Service companies can also introduce TQM, but there will be many difficulties with the
process, quality indicators and improvements. The final result is customer satisfaction, which
is the best proof of quality and recommendation to other customers.

For snaller businesses, improvements should include the following:

1.Economically produce products in small batches

2. Maintain small stocks of products and reproductive material

3. Apply new inventory management methods such as JIT (just in time)

4. Cooperate ith users already during market research, development, production, and all the
way to delivery
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5. Carry out continuous improvement in cooperation with users

Small companies must introduce the composition of quality successively.

In particular, it is neceasy to rely on a partnership with a larger company that already has an
established level of quality. The second part is cooperation with professional staff, in order to
constantly transfer experiences for the purpose of improvement.

In addition, it is posble to apply certain TQM packages in terms of quality improvement in
small companies.

Example: Report on the performed quality control of reinforcing steel at
the NN warehousé!

On the basis of the decision on the establishment of the Commissiondbtyontrol by

the Legal Representative of Privredni drustva NN d.o.o0., dated February 20, 2024- a three
member commi ssion consisting ofBojMam& oMiMair Iki
performed the quality control of the material owned by Privretimau gt ava NN d. o. o
is located within the factory of the company SS for the processing of reinforcing steel.

Day 21.02.2024. Start at 9 am.

Threeme mber commi ssion: Marko Markovil, Nenad
On the first day of control, a tour of the factory of the SS company was carried out.
The tour was for the purpose of planning and quality control strategy.

1. Overview of the machary we plan to use

1.1. The parked truck was inspected

The inspection was carried out by a mechanic hired by the company NN.

It was found that in the middle of not using the vehicle for a long time (ignition and driving)
the battery is empty and the memia vehicle cannot be started. It is necessary to hire
separate trucks for transport, if the commission determines that the quality of the material is
not compromised and if the sale is agreed upon.

1.2. It was established that the forklift, which is irted for us to help the commission for
material manipulation, is also used during the day for the needs of the production plant.
1.3. The crane is faulty.

1.4. The scale is correct, checked in 2023, with a deviatior20fkg.Figure 1.
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2. Inspection of the factoryspace where the subject material is stored, plant

2.1. Molten cylindrical rod, ribbed, is in bundles, stored in piles, the quality of which can be
assessed.

2.2. Melted rolled wiresmooth, is in bundles, stored in piles, the quality of which can be
assessed.

2.3. The mesh reinforcement is in bundles, stored in piles, the quality of which can be
assessed.

2.4. The plant was inspected and it was found that the fittings, which dre prdduction

plant, are accessible to the commission, and its quality can be assessed. Figure 2.

: i
Figure 2:Types of materials whole quality control

3. Analysis of the time required to assess the quality of the required material

By analyzing thecollected information from the previous points, the commission established
that the assessment of the quality of reinforcing steel can be accessed as early as tomorrow
and that the material is available for analysis by the commission.

Day 21.02.2024. Finishing at 3 pm.

Day 22.02.2024. Start at 9 am.

By visiting the materials whose quality wase examining, it was established that it is
necessary:

1. Production controf?

(Comparison with corresponding ISO standards.)
2. We will evaluate the atmospheric impact on each type of reinforcing steel.

(Materials were stored in an open area.)
3. We will ascertain whether the quality of the mentioned material affects the safety of the
installation.

(In the case of reinforcing meshes, check the quality of the bar welds.)
4. Of course, it is necessary to take into account the answer to tHautasy, no means less
important question

At the time of evaluation, did the quality affect the selling price?
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(To ascertain whether such material was purchased after quality assessment in accordance
with the market value of reinforcing steel)

Flgure 3Product|on faC|I|ty
(production control from raw material to ribbed reinforcement;production control from raw
material to reinforcing mesh;)

By visiting the plant, the commission established that the quality of production is satisfactory.

ﬁ
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Figure 4Product control the quality of the finished produ01slnforcmg mesh andrlbbed
reinforcing bars was checked on the spot.

In construction, reinforcing mesh has a very vagelication.

Production, delivery and control of weldEtteinforcing mesh is prescribed by the standard
SRPS U.M1.091.

Quality control was also tested on cut beams (transverse and longitudinal) for tension
according to the SRPS EN 1000&tandard and beling SRPS C.A4.005, and testing of the
load-bearing capacity of welded joints.

Care was taken, given that the material was stored outdoors during rainy days, whether the
current corrosion affected the reduced quality of the aforementioned.

It was found ® be secondary corrosion. The rate of corrosion ranges fredn50thm/year.
Table 11

Veor —— -icorr8,76-10 (mm/year)
Vcorr-corrosion rate (mm/year) -elsctrode surface (cin
m-mass of metal (Q) t-time (h)
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} -densi of metal (7.85 g/cin

reaction

icon-corrosion current density (A/GP!

M-molar mass of metal (55,8 g/mol)

F-Fradeeva const. (26,8 Ah/io
Table 1:Corrosion resistance steel test

-the number of electrons exchanged in the

Sample name | Concentration Icorr Corosion rate | Measuring units
Ca(OCI) (Al cm (mml/year) of corrosion
stability
50 12 0.139 5
L 45772 10 5,76 0,068 4
1 1,10 0,0127 3
50 15,00 0,1742 6
L 4583 10 5,50 0,0644 5
1 1,20 0,0139 4

Given that our material in question was stored in the open for only a few months, the
commission concluded that the material is of satisfactory quality.

Figdfé Slfa‘cjlllngu u‘h\prdéessé‘d 'St'zéeI’Wire

During the tour, the commission noticed that the unprocessed rolling wire was coated with
blue protective painttransport base paint.Figure 5.

The mentioned application ensures that the raw material is not dayreage also has the
function of protecting it from atmospheric influences.

Therefore, the commission concluded that therbtdéd reinforcing steel in the bunts is of
excellent quality.

The commission unanimously decided that the quality of the mateaaiMas in operation,

both as raw material and as a finished product, is of excellent quality, following ISO
standards, and is ready for installation. Storage in the open for a few months did not affect the
quality market price.

The products were sold atrdnsported to the customer on the same day.

When loading reinforcing steel into trucks for transport, the commission also paid great
attention to product safety checks.
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The reinforcing bars that are welded in the reinforcing meshes are weldedghittuaility.
The hotrolled wire is properly bent into bundles.
Day 22.02.2024. Finishing at 3 pm.

Conslusion

Successful quality management in construction is teakiwor

Teams participating in solving quality problems are made up of experts from 3 segments:
1.Experts who define quality and quality features (designers, instructors and technologists).
2.Experts who create quality (engineers, technicians and productiear&/émrom specialized
subsystems).

3.Professionals who create foundations for quality management (quality engineers as
designers).

The guestion of quality in the construction industry is very important, because it represents an
important element of compgteness in the market, which affects the decision to purchase a
product.In the open world market, under conditions of free competition, there is a struggle to
conquer the market by means of quality.

The market is not conquered by low prices, but byRt@gough” quality that enables victory

over the competitionConquering the market segment by means of quality means safe and
long-term placement of products and services, which is one of the basic elements of the
company's survivalOf the three importanharket factors (quality, time and price), quality is
today the most important market factor.

"If it is not possible to reject what is not good, it should at least be separated from what i% good."

(Dugan Radovi
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Abstract

Urbanization is a global trend, that is, the settlement of cities because of all the possibilities
they offer. A large influx of population into cities also requires an increase in security. Safe
City is a concept that, using modern technologies and catifintelligence, should help
governments, communities and businesses to reduce the possibility of crime and create an
environment where people feel safe and comfortable.The aim of the paper is to present the
possibility of using modern technologies antifigial intelligence in order to increase the
safety of city dwellers. The paper explains the analytical tools that can be used within the
Safe City concept, which aim to increase safety, prevention and rapid response to
emergencies.

Keywords: Safe city Artificial intelligence, Smart city, Safety
INTRODUCTION

A safe city is a concept based on the idea of increasing the safety and security of the
inhabitants of a city by using various technologiéso d a vy , some 56% of t
populationi 4.4 billion inhabitantg live in cities. This trend is expected to continue, with

the urban population more than doubling its current size by 2050, at which point nearly 7 of

10 people will live in citie$15].
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Enormous urbanization, a large influx of people iotites, creates an environment that is
vulnerable and subject to various influences. Migrant crisis, conflicts at many points in the
world, thefts, and physical conflicts are just some of the examples that create a feeling of
insecurity in people. Therafe, a concept is needed that will improve the safety and security
of citizens.

We are witnessing the great rise of technologies and artificial intelligence. It is necessary to
take advantage of the opportunity that this growth provides to facilitate (sedaily lives, to

make them feel comfortable and safe in their daily duties. The development of technologies
should also be used in order to improve ecology, that is, to improve the environment and
reduce negative effects on the planet, preserve natdrereate healthier surroundings.

A comprehensive approach to security in the urban environment that includes technology,
infrastructure, critical situations management, cooperation between different actors and a
focus on preventive measures and educati@itiaens is presented as the Safe City concept.
The concept of a Smart City was heard for the first time at the end of the 60s of the last
century. However, it was not until 2010 that the rapid development of the Smart City concept
began. One of the biasand most important parts of the concept is the Safe City. The primary
goal is to create a safe and secure environment that helps prevent and respond to potential
threats and emergencies.

The Safe City concept is permeated by a combination of new teches| artificial
intelligence and the human factor. Advances in digital technologies, data collection and
artificial intelligence have made it possible to collect and use data obtained from cameras
placed in public areas, drone footage, sensor informatimh access control. The data
obtained in this way provide great opportunities for analyzing the movement and behavior of
people in the city and the possibility of predicting unwanted evéhis.concept of 'smart’

cities is to create a better, more susdbie city where the quality of life for people is
improved, the environment in which they live is of higher quality, and their economic
prosperity is increased, all with the assistance of modern technojbpig$e challenges of
climate change, populat growth, demographic change, urbanisation and resource depletion
mean that the worl dodés great cities need to
[16].

As mentioned earlier, the Safe City concept relies, above all, on the possibilities dffe
artificial intelligence.

The development of the artificial intelligence systierdirectly related to the development of
neural networks and expert systems. Expert systems are constructed with the aim of
simulating human thinking through symbols, ilwhneural networks strive to achieve this
from a biological perspective, approaching the structure of the human brain with the help of
genetic algorithmsNeural networks are used both in complex security systems, and in
industrial plants, and in imprownthe quality of life by the appliances that almost the entire
humanity uses in everyday lif2]. In multilayer neural networks, we apply the decision
making functions to recognition problems of multiclass patterns, regardless of whether
classes are sepdnle or not. These networks consist multiple layers of perceptron computing
elementg3].

The most commonly used artificial intelligence applications in the Safe City concept are
automatic license plate recognition (ALPR) and face recognitionH&d® reognition).
Evolving secure cities necessitates the integration of facial recognition systems, ANPR
technology, and urban management systems to efficiently govern urban4pfety
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Application of artificial intelligence in "Safe city’

The ALPR algorithm represents a vehicle license plate recognition technology. The license
plate recognition algorithm works by recognizing the region of interest (identifying the part
of the image that contains the vehicle's license plate by applyingethaique of edge
detection, color segmentation or applying predefined license plate shapes). After determining
the zone of interest, the algorithm detects characters (numbers and letters), then analyzes each
character and determines its value, whetherdoyparing it with already defined templates or
using machine learning for character recognition and classification. Finally, the algorithm
reconstructs the recognized characters in the form of a license plate.

This type of algorithm is used in traffic coolt systems, parking lot controls, automated road

toll systems, and other applications that require automatic license plate detection. This
technology significantly helps improve efficiency and security, and reduce human error in the
vehicle identificatiorprocessANPR technology is crucial for identifying vehicles associated
with criminal activities in urban environmernjt.

The installation of cameras on access roads provides the possibility of detecting the license
plates of vehicles entering or leagihe city. The installation of such cameras in the city
provides the possibility of monitoring the trajectory of vehicles and a detailed review of the
movement of vehicles through the city. Additionally, if there is a search for a vehicle,
advanced analigal tools provide the possibility of detecting the requested vehicle in real
time. If we put the vehicle on the Black List, every appearance of the vehicle in the city will
activate an alarm, which will provide information to the dispatcher about thitolocd the
detection of the requested vehicle.

The system offers the possibility of searching for vehicles by certain criteria such as vehicle
type, vehicle brand, or color.

Driving in the opposite direction is something that has become more and moreocomm
Such systems provide the possibility of detecting movement like that, and with the
installation of signs on the roadside or connecting the system with information systems, it is
possible to provide information to traffic participants to be careful,thadoolice to react
quickly and prevent unwanted consequences.

Systems that are part of the Safe City concept provide the possibility of detecting traffic
violations. Namely, the system enables the automatic detection of traffic violations such as
running a red light or exceeding the speed limit, not wearing a seat belt, not letting
pedestrians at a pedestrian crossing, driving on a yellow lane, entering a zone where it is not
allowed, illegal parking, and detection of unregistered vehicles of partisipatraffic.

We have witnessed that today, while driving, you will find a large number of people driving a
car and using a mobile phone. This concept allows the system to recognize the use of the
phone and let the careless driver know that such behavitraffic is not allowed, either
through smart signaling or through traffic lights.

In addition to the LPR algorithm, such systems, in countries where it is legally regulated,
offer the possibility of using algorithms for detection and recognition of faces

The introduction of facial recognition technology into urban security brings new challenges
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and opportunities for effective management of public spde3he Face Recognition (FR)
algorithm is a technology used to recognize and identify faces ingbotvideos. The facial
recognition algorithm relies on a combination of computer vision, machine learning and
image analysis to identify facial features and compare them to a database of faces. It works
by first detecting a face in an image or video gditaarcascade or deep learning method.
After face detection, the algorithm extracts characteristic points, which can be represented as
vectors or descriptors that describe the patterns present on the face. Once the facial features
are extracted, the algtrm compares the detected features with facial features previously
entered into a database. Matching is done either by comparing character feature vectors or
using machine learning methods, such as neural networks. Finally, identification or
verification of the detected person is carried dedice recognition through neural networks
enables sophisticated identification of individuals in urban environnmightShere is a wide
spectrum of use of this algorithm in increasing the security of the. éitgase study of City

X demonstrates that the implementation of facial recognition systems contributes to the
reduction of thefts and incidents in public spg&s

Placing cameras at the entrances to sports facilities, such as stadiums or sports hals, is a ke
step in improving security and controlling access to these locations. This not only enables the
detection of persons who are banned from entering, but also provides the possibility of
identifying persons who are marked as a potential threat. Cameradsoabe installed in

other public places such as airports, bus and train stations, shopping centers, where it is
necessary to monitor the movement of a large number of people.

These cameras are essential for identifying blacklists of terrorists or dsmilhen these
persons are identified at the entrance to a public facility, information about their presence is
immediately sent to the competent authorities or security personnel. Placing these persons on
black lists enables continuous monitoring of trestivities and helps prevent-eatry into
facilities where they would pose a risk to security and public order. In addition to security
information, video surveillance can provide valuable information for analyzing mall
operations and planning staffimggheduling, and marketing activities.

Photographs of faces that are more than 20 years old do not pose a challenge for this type of
algorithm, since these algorithms demonstrate the ability to successfully identify a face,
independent of the temporal agette image.

By connecting such systems with relevant records and databases, such as Records in the area
of issuing personal documents, Records of persons and events related to sports events,
Records in the area of border control, movement and residerfceeaners and asylum,
Operational criminal records, Records of data on terrorism and organized crime, Records in
the field of road traffic safety|17]. as well as the creation of databases on missing persons
and stolen vehicles, it is possible to obteattime information on persons involved in an
incident, offense or being searched for. This kind of integrated approach can be crucial in the
quick response of competent authorities and efficient management of security situations.
Implementation of fae recognition and ANPR systems requires strict regulations on data
protection and misuse penalties to contribute to citizen trust in institg@pns

In addition to these two algorithms, which are the most widely used and which represent the
basis of theconcept, there are other algorithms that influence the maintenance of discipline
and increase the safety of participants both in traffic and at gatherings in public spaces. Such
systems enable the detection of many deviations from normal behavior. Rianiegas in
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city squares, in cultural centers, on promenades, halls, and museums provide the possibility
of detecting unusual behavior.
In this regard, there are several types of analytical tools used throughout video surveillance
systems:

1. Behavior analysis.e. analysis of events in the surveillance camera area:

a. Intrusion detection used to identify unauthorized entry or activity in a certain
area that is in the surveillance camera zone. In other words, when a suspicious
movement or entry is detected kit a defined zone, the system can
automatically generate an alert

b. Detection of abandoned objects and objects removed to a markedexamg
time an object is left or removed from the marked zone of interest, the system
will generate an alarm

c. Crowd detetion - by marking the zone of interest, it is possible to monitor and
detect crowds. Defining the occupancy of a zone allows the system to generate
an alarm and a warning when the occupancy of a zone increases;

d. Detection of aimless movement is an extrenuslgful analytical tool that can
be crucial in maintaining safety and preventing potential incidents. Tracking
people without a specific target near important infrastructural and institutional
facilities or business centers can reveal potential thredtsasuterrorist
attacks, thefts or vandalism. In this way, persons who may pose a risk of
unauthorized access or attempted burglary can also be detected.

2. Video search it is used to search for video material in a certain zone or direction of
movement accaling to the given criteria: by type of object, i.e. whether it is a person
or a vehicle, by the color of the object, direction of movement, crossing a given line,

3. Video synopsi$ it allows the automatic generation of a summary overview of the
events thatake place in the videos. It uses advanced video content analysis
algorithms to identify key events, objects, or activities in video material, enabling
easy viewing of large amounts of video material and identification of key information.

Placing camerast antersections and along roads provides the ability to monitor the flow of
traffic in the city and potential congestion. Connecting the traffic light signaling system to the
system is a step towards solving the problem of congestion in the city and imgpn@ffic

safety. In this way, it is possible to better manage traffic, reduce traffic incidents and improve
the flow of vehicles and pedestrians. Traffic light signaling systems can be connected to
sensors that detect traffic density. Based on the déatained, traffic lights can be
dynamically adjusted to optimize vehicle flow and reduce congestion. Pedestrian crossing
priorities at intersections and pedestrian crossings can also be enabled, especially near
schools and parks, and in this way, alonghwilie previously mentioned traffic violation
detection system, safety in the city can be significantly increased. In case of detection of a
traffic accident, traffic lights can change the mode of operation and thus enable a faster
response of emergency gees and reduce the risk of additional incidents. Also, during
special events in the city, such as sporting events or public gatherings, these systems can
adjust signaling to better cope with increased traffic and pedestrian flows.
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Cameras can be placedtb on bridges and along the river course, in order to monitor the
river course through a city and act preventively in case of an alarm situation. The cameras
can be used to monitor vessel traffic, as well as other activities on water. This can help detect
and monitor potential problems or incidents such as vessel collisions or irregular navigation,
and crime prevention. In this way, information about river water levels and weather
conditions along the coast can also be obtained, which is useful for mariagid risks,
weather conditions that can affect the safety of people and property, as well as environmental
protection.

Covering illegal landfills with a video surveillance system enables detection of perpetrators,
protection of the environment and reduction of the negative impacts of illegal waste disposal.
Placing thermal cameras in strategic places such as squaresriahdones, tall buildings, or
forests, provides the possibility of quick fire detection. A thermal camera captures images
using infrared radiation and quickly identifies thermal anomalies that cause a fire. Artificial
intelligence can analyze and iddépntcharacteristic smoke patterns that indicate the start of a
fire. Also, by integrating various sensors with artificial intelligence, it enables efficient and
accurate fire detection. Artificial intelligence uses machine learning to recognize patterns tha
precede a fire, and based on the collected data, predictions and preventive actions are
improved. The integration of thermal imaging cameras with control and response systems is
crucial in effective fire prevention and protection of people and propettyei city.Thermal
cameras integrated into urban traffic management systems provide early detection of vehicle
fires and overheating components, contributing to enhanced road safety and incident response
[10].

The use of drones can be of great importance in the Safe City combepintegration of
drones into urban security frameworks offers unparalleled flexibility and mobility for
monitoring large public events and crowded areas, enhancing overall[84fetPrones can
provide an overview of the wider city area in unforeseen situations, such as traffic accidents,
fires, etc., where they provide a wide angle of recording and the possibility of quick and
efficient response. Drones can provide timely inforrma@bout traffic jams, accidents, and
general traffic conditions, which is a great help in effective traffic manageridset.
utilization of drones equipped with ANPR technology enhances urban surveillance
capabilities, allowing for reagime monitoring of taffic violations and suspicious activities

[12]. What is more, they can be used to monitor public places such as parks, shopping
centers, concerts, and sports events, where violations of public order and peace, theft,
vandalism, or fights can be detect€dfones can be used to moniexhaust gas emissians
conserve water, monitor and detect illegal waste disposal, identify environmental pollutants,
and other environmental problems.

Analysis of data collected through video surveillance is a key tooldioirgy deeper insight

into pedestrian and vehicle movement patterns in urban areas. This data provides city
planners with a rich set of information about how people and vehicles move through urban
space during different time periods and conditions. Thralgtanalysis of the obtained data,
planners can identify the points of traffic jams, find out where traffic violations or incidents
often occur, or recognize deficiencies in the infrastructure, such as the lack of pedestrian
crossings or poorly designedtérsections. In addition, the analysis of pedestrian movements
can help in planning new pedestrian routes or improving existing ones. The use of data
collected by video surveillance allows planners to make decisions about urban planning,
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infrastructure inestments and improvements that will contribute to the safety, efficiency and
sustainability of traffic in urban areas.

Conclusion

The Safe City project should be one of the main priorities, the foundation for building a
sustainable and prospeicommunity. Creating a safe environment for citizens increases the
quality of life and the feeling of security. The safe city has a positive impact on the economy
and tourism. Studying the impact of facial recognition technology on the economic
developmat of the city underscores the importance of investing in modern security
technologies to attract investors and enhance the business envirgh&jewWhen a city is
perceived as a safe place to live in and do business, there is an increase in invasthmants

city, the creation of jobs, an increase in the number of tourists, and thus the economic growth
of the city itself. It is necessary to increase the awareness among citizens that the
establishment of such a concept aims to improve the qualityeoSkifategic planning and
long-term investments in urban security are key to building sustainable and resilient
communities capable of addressing contemporary challefigéslt is also necessary to
increase the awareness of the operators of such syabmusdata security and the integrity

of security services. Enactment of laws on the way the system is run, conditions for their
installation and use, severe punishment of abuse, all of this should contribute to the creation
of citizens' trust in the ingtitions. For that to happen, the participation of every individual is
needed in order to realize this concept in the right way.
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Abstract

Weather catastrophes are highly destructive occurrences that impact numerous sectors, such
as public health, agriculture, industry, and the environment. In order to prevent this
catastrophic event, many prediction methodologies can be implemented ircgi@suilhe
Seasonal ARIMA method is the most used approach for time series forecasting. This study
aims to outline a technique for the preparation and evaluation of raw data, specifically
focusing on its application to meteorological data s&pglying amathematicalnformatics

model for time series, using R and its librdoyecastfor prediction, the following results

were obtained.

Keywords: Smart cities,mathematicainformatics model, time series, SARIMAeather
forecastingR

Introduction

Extreme weather events have a disproportionate impact on urban areas. Global warming adds
to greater temperatures, which leads to increased evaporation and drying of water supplies.
To minimize adverse weather impacts and reduce water dewisledalso conserving and
managing limited water resources, diligent monitoring and adequate water strategies are
required [1]. Forecasting urban droughts is a strategy that municipalities and water
management organizations can use to prepare for an@pakepriate measures in a timely
manner.

One strategy used to predict urban extreme weather events is statistical forecasting, such as
time series analysis. Historical meteorological data analysis can reveal trends and patterns
that can then be utilized predict urban drought factors.
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Forecasting Weather in Smart Cities

Smart cities are transforming how we work, live and engage with our surroundings. These
contemporary cities use a range of technologies and data analytics to boost productivity,
increase sustainability, and improve quality of life. The capacity of a smart city to forecast
the weather precisely and instantly is one of its main features. Smart cities can provide
accurate weather forecasts using satellites, sophisticated sensors, amae nheeiming
algorithms. This makes it possible for residents and local authorities to plan and get ready for
weathefrelated events more efficiently.

The Internet of Things (IoT) is the fundamental idea behind smatrt cities' ability to predict the
weather Massive volumes of data about atmospheric conditions, temperature, humidity, and
wind patterns are gathered by Internet of Things devices, including weather stations, sensors
on buildings, and even smartphone applications. After that, the data is seoémtral hub

for reattime processing and analysis. The gathered data is converted into precise weather
forecasts with the aid of machine learning algorithms, offering vital information that helps
people, organizations, and governmental bodies make edutdatisions.

The capacity to prepare for and react to extreme weather events in smart cities is the main
benefit of accurate weather prediction. Climate change has made heatwaves, storms, and
floods more frequent in today's world. Accurate weather foreabw local government
agencies to plan, efficiently distribute emergency assistance, and even evacudaisk high
regions when needed. Furthermore, residents can use smartphone applications to obtain fast
weather reports, which allows them to modifyittechedules and take the required safety
steps.

Moreover, precise weather forecasting in smart cities has usages beyond disaster relief.
Forecasts with a high degree of accuracy are very helpful for industries like transportation,
tourism, and agriculturéhat are highly dependent on the weather. Farmers can predict crop
yields, manage irrigation schedules, and shield their harvests from inclement weather. By
creating more effective routes and schedules, transportation companies may cut down on
delays andaise customer satisfaction. In the interim, travellers can plan for outdoor events
and activities with knowledge, avoiding any potential hassles brought on by inclement
weather.

Metrics for Time Series

Forecasting time series entails projecting futuedues based on past data, and it is an
important concept in many industries, including finance, economics, and meteorology. A
time series is a collection of observations or data points on a single variable over time. Time
series forecasting employs ariedy of methods. These datlaiven models have been shown

to be extremely accurate in meteorological forecasting applications. [2].

When forecasting time series, it is essential to evaluate the data's properties, such as trends,
seasonality, and any othaspects that may affect the model's accuracy. Model performance
should be evaluated using statistical metrics such as Mean Absolute Error (MAE), Root Mean
Squared Error (RMSE), or Mean Absolute Percentage Error (MAPE).

ARIMA and SARIMA method
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Arima forecasting, often referred to as autoregressive integrated moving average forecasting,
is a widely used method for predicting the future values of a time series based on its historical
values. This statistical approach employs advanced techniques sudbragragsion (AR),

moving average (MA) models, and differencing (I) to ensure the stability of the series.

Arima forecasting is a proficient method for prognosticating future values in a time series
through the analysis of historical data. The model inm@ies autoregressive, moving
average, and differencing components to accurately depict the dependencies and patterns of
the series.

Proficiency in Arima forecasting necessitates a comprehensive understanding of time series
theory and statistical principge

The autoregressive component of the model pertains to the current value's reliance on
preceding values, with the autoregression order (p) determining the number of previous
values considered. The moving average component considendltleace of previous errors

on the present value, where the moving average order (q) specifies the number of past errors
to be taken into consideration. To get a series to be stationary, differencing (d) is used. This is
done by subtracting the previousservation from the current one and getting rid of any trend

or seasonal effects.

The typical notation for the neseasonal ARIMA model is ARIMA (p,d,q), and each
parameter is identified based on the time series autocorrelation function (ACF) and partial
autocorrelation function (PACF).

The moving average component shows how the current observation is related to the error left
over after using a moving average model on past values [3].

Sarima forecasting, often referred to as seasonal autoregressivatedagoving average, is

a valuable statistical method for predicting time series data that exhibits seasonal trends. The
system employs two widely recognized forecasting techniques, ARIMA and seasonal
decomposition of time series (STL), to accurately aaptooth the londerm trend and
seasonal patterns present in the data. To comprehend Sarima, one must possess a
comprehensive understanding of time series analysis as well as mathematical concepts such
as autocorrelation and differencing.

The ARIMA model & adapted to forecast seasonal data. SARIMA includes three seasonal
components, namely P, D, and Q, in addition to the threeseasonal components
mentioned earlier [4].

Research Methodology

The R programming language was combined with RSt(wskcsion 2021.09.0 Build 351), a

R IDE, to serve as the software tool for this study. R is a prominent statistical programming
language and environment that is widely used for statistical computing, data analysis, and
visualisation. It contains many paclegthat are available through the R archive network
CRAN (http://cran4project.org) [5].

The data for this study was gathered from a sensor station that is part of a network known as
"Proactive Networks" and is situated in the municipality of Novi SatldétaThe data was
collected between January 2014 and December 2018. The sensors can be categorized into six
groups: soil moisture sensors (SM1, SM2, SM3, SM4, SM5, SM6), humidity sensor (AH1),
wind speed sensor (WS1), wind direction sensor (WD1), air éestyre sensor (AT1),
precipitation sensor (PP1), and battery power state sensor (BT1).
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Records are made by sensors every hour, resulting in a total of 288 records every day. Once
captured, the data is transmitted to the online portal, where it is aeaftabtiownload in
CSV format.Table 1displays four attributes present in the data set.

Attribute name Description

Time Time and date of the measured parameter value

Device Device identification number where the value is measured
ID value Sensor identification number

Value Measured value of a parameter

T a b | @ttridute description

Upon retrieval from the web portal, the data undergoes conversion and is thegeaftem a

data frame. A data frame is a fundamental data structure utilized for storing and arranging
tabular data in the R programming language. Upon storage, the data undergoes filtration to
extract only pertinent parameters, such as air temperat@@pipation, and soil moisture,

from the dataset. The air temperature and soil moisture time series are aggregated using the
"mean" function to calculate the average values. The "sum" function is utilized to calculate
the cumulative values for precipitati time series. Subsequently, the values are organized in
ascending order based on months and years and subsequently transformed -is¢vidsne
entities. Ultimately, the acquired dataset must be split into two subsets, with one subset being
utilized forconstructing a model and the other subset for model verification [6].

Data is utilized for constructing predictive models after undergoing partitioning. Application
of the Seasonal ARIMA technique. This approach will exclusively be employed for
temperaturdéime series, serving as an illustrative example. The function "Arima()" is utilized

to construct a model using the seasonal Arima approach.

Results and Discussion

Graphical presentation of the average temperatures is showigure 1 Y-axis displays
average values of temperatures from January 2014 to December 2019. Temperature values
varies and oscillations are obvious based on season. The lowest temperaturdavasiy

2017.
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SARIMA method results

Selecting optimal parameters for the model can be very challenging and often requires
expertise. Thereforeforecastpac kage and autoarsnadf, u nfcotri oau tfio mat
selecting the appropriate values for seasonal ARIMA parameters, was used to obtain the best
model. This function automates the selection process by searching through a range of
possible combinations of ordinary parameters p,dcpadd seasonal parameters P, D and Q
values and selects the model that minimizes a chosen information criterion, which measures
the balance between model fit and complexity. This functions also simplifies the task of
selecting the best SARIMA model for tavseries analysis and forecasting by automatically
determining the optimal parameters based on statistical criteria. It also saves a lot of precious
time because it can find a suitable ARIMA model without needing to manually test multiple
combinations of @arameters [7].

Applying a mathematicahformatics model for time series, using R and its packegeast

for prediction, the following results were obtained. After applyangp.arimafunction from

the forementioned package, it is found that the besttsal model for predicting the air
temperature is ARIMA (1,0,1)(1,1;0. The coefficients and values of AlCAKaike
Information Criteria), AlICc (Akaike Information Criteria corrected) and BIC Rayesian

I nformationCriteria) information criteria areshown in Table 2.

Table 21 Best selected SARIMA model and its coefficients and criteria values

Coefficients Criteria
Model
AR1 MA1 SAR1 AlIC AlCc BIC
ARIMA -0.6036 | 0.9209 | -0.4079 | 228.59 | 229.52 236.08
(1,0,1)(1,1,0)2;
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Forecast data obtained from the best fitted SARIMA model, along with historical and
validation data is shown iRigure 2 The original historical data is shown by green line and
validation data is shown by the blue line. The red line shows the forecattes for twelve
months ahead which seem quite accurate. There is a room for improvement of this model
which can be performed in future work of this research.

series

p2014 18

tranTemp

Figure 2 1 Forecast from ARI MA (1, 0,
Conclusion

In conclusion, theesilience, sustainability, and general efficiency of urban environments are
improved by the incorporation of weather prediction skills into smart cities. Smart cities can
provide accurate and retine weather forecasts by leveraging IoT devices, dathytasa

and machine learning algorithms. This enables individuals, organizations, and government
agencies to better plan for and respond to extreme weather disasters, as well as optimize
various weathedependent industries. As technology advances, theefutf smart cities and
weather prediction holds enormous promise for building safer and more habitable urban
environments.

The Arima method is the most used for forecasting time series. The goal of this research was
to demonstrate the process for selertime optimal forecasting model based on metrics such

as RMSE, MAPE, and MAE. The methodology was illustrated using a meteorological data
set with average temperature valuesring the investigation, the best model obtained using
function auto.arima wasARIMA (1,0,1)(1,1,0)[12]. Further work would include using
different time series methods and comparing them with ARIMA results. Another way to
extend this research could be by collecting more data and observing how the models behave
with a different numbeof observations included.
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SAFETY IN SCHOOLS: THE SIMULATION OF EVACUATION AT
THE ELEMENTARY SCHOOL CAR KONSTANTI
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Abstract

Evacuation generally presents a very complex and responsible task, no matter what kind of
object or location is in a plan for the evacuation. Reasons for evacuation are mostly well
known. These are earthquakise, overflow, tsunamis, terrorist attacks, and others. A major
significant factor for evacuation is a lot of humans, particularly immobile, -imatoile

persons and children. This fact can significantly make evacuation difficult, complicated and

even had possible or impossible. The simulation software application presents many benefits
because of prediction, calculation of evacuation times and determining evacuation routes.

In this paper, the evacuation time of each evacuation exit was calculated signthation

software Pathfinder (version 2023). The results of this paper were done by an appropriate
simulation model at the el ementary school C
door s. Simul ations predict edlmiswldd msc2em/is, 261 0s
m/s, 3m/s and 3.5 m/s. The contribution of these results is applicable because the calculation

of evacuation times for every combination of potential exits facilitates potential evacuation
situations.

Evacuation problemsan be much better and effectively analyzed with the software.
Particular benefits from the simulation software used are in the sense of safety, cheapness and
prediction

Keywords: evacuation time, evacuation route, pupils and staff, simulaodnvare, safety
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The standard and welhown definition for evacuation is that evacuation presents the moving

of people, animals, and material properties from an endangered place or object to a safe
location in a fast and safe way. Reasamsdvacuation can be different and watiown:
earthquake, fire, terrorism threat or attack, tsunami, hurricane, etc. Evacuation almost always
presents a complex problem because many factors can be hard to predict or evaluate. That is
particularly relevanin scenarios where individuals who require evacuation cannot move,
have limited mobility, or are children. Naturally, there are numerous settings where
evacuation can be challenging or unique, with a significant number of individuals present. A
prime exarple of such a location would be a school.

Schools as objects with a lot of children are much demanded objects for evacuation. No
matter how well the school was built, in an architectural sense, the evacuation of children is a
task that always goes wrong.dan be challenging to anticipate how children can react in
situations like fire, smoke, stress, and panic. Additionally, younger children in elementary
school may not fully comprehend the gravity of their circumstances, leading to a higher
likelihood ofuntimely reactions.

On the contrary, their unpredictable reaction and behaviour could cause even more chaos and
disorder, with intense consequences, even with a tragic epilogue. Unfortunately, one of the
severe and striking examples was the murder of dmldren and one adult by a thirteen
yearold boy in elementary school Vladislav Ribnikar in Belgrade. This terrible accident
confirmed all unnecessary needs for a fast and safe evacuation.

So, related to all noted, it is crucial to predict as much asilgespotential evacuation times,
evacuation routes, and evacuation procedures to evacuate cipilghiésh from school to a

safe location or safe place. One of the best ways of task execution with a sense of safety, low
cost, and precision is simulationhi$ software has the potential to save many lives by
facilitating proper evacuation and decreasing evacuation time. Additionally, it can predict the
most efficient and safest evacuation protocols to ensure the quickest and safest exit from a
location. Todg, there are more software on the market related to evacuation.

This paper aims to demonstrate the advantages of using the Pathfinder simulation software
for predicting evacuation times and planning evacuations. The software enables the analysis
of various evacuation scenarios, considering the speed of different occupants, such as
students, professors, and school staff. In general, the contributions of the simulation software
in evacuation are significant in many senses. The contributions of this papentthe best
scenarios for evacuation with the fastest evacuation time without jams. These results are
crucial in the evacuation planning and realisatio3][1

Pathfinder Simulation Software

In this paper, the simulation method was used and reairsdtle simulation software
Pathfinder, version 2023.2. This version is significantly improved from earlier versions and
has a lot of new possibilities in the sense of demands and analysis. Reasons for the usage of
simulation software are numerous and jusdi Safety and the ability to predict outcomes in
various scenarios are the main reasons for the value of the simulation software. This software
allows for the simulation of redife conditions without any risk involved. Pathfinder is a
powerful simulabr that has very great potential. Additionally, simulation software
significantly reduces the needed time to calculate evacuation plans or téié¢ madcuation

models involving humans.
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Pathfinder enables detailed simulation of human movements thdiffgtent objects such as

stairs, elevators, and ramps using different speeds of occupants. This software can use two
different simulation mods for their calculation. The first mode is thealed SFPE mode,

while the second is the steering mode. Besidagy good characteristics and benefits, this
software has the potential to AimportA file
AutoCAD or some other). This property significantly accelerates the complete simulation
process because some objects @&y womplicated to design and draw. During simulation,
Pathfinder is presented as a reliable, precise and significant engineering tool for the
prediction of evacuation times and evacuation scenarié§ [4

Simulation Method

The paper presents a simulation model created in Pathfinder software using actual dimensions
of the building of Car Konstantin El ementary
The reason for selecting this building for analysis and simulation is the tragic event that
occurred at Vladislav Ribnikar Elementary School in Belgrade. Planning and predicting
school evacuations is crucial to prevent tragic consequences.

Elementary school Car Konstantin was founded in 1962, at a location as today, in
Velikotrnavska Street, but wi a different name: May twenfyrst. The school had its name
changed in 2003. Throughout its history, it
kula and Gabrovalka settl ement s, with over
times whenevea new school was founded. Over time, the school acquired a hall for physical
education, rooms for extended stay, kitchen, and dining rooms. The number of pupils was
pretty changeable over time, but now the school has 1070 pupils and 103 employees, with
classes held in two shifts.

In the architectural sense, the school has four entrances and exits where pupils and staff can
enter/exit the school. There are two more exits, but they remain locked during normal school
functioning and work. The basement hasceff, a library, extendestay rooms, a physical

hall, toilets and classrooms. On the first floor are several classrooms, toilet rooms, and a large
hall.

The schoolyard is large and has different sports fields: football, basketball, and volleyball.
However it is significant to note that the approaches to the school for fire truck are
inaccessible, with the only great approach being from the schoolyard that borders the student
dormitory. The yard's gates are very narrow. Generally, Velikotrnavska Streetesy

narrow street with great traffic jams and congestion. Exterior part of the school Car
Konstantin is presented in Figures 1.
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a) o )
Figure 1: The exterior of the school Car Konstantin: front side with main exit (a) and the side
from the physical hall (b)

Interior part of the school Car Konstantin is presented in Figure 2.

a) ’ b)
Figure 2: The interior of the school Car Kongianmain hall (a) and the second floor near
stairs (b)

Simulation models of the school in Pathfinder, as 2D models with marked exits: above view
(@) and 3D modeside view (b) are presented in Figure 3. Main elements: desks, chairs,
cupboards and othewgere not presented because of better visibility (HIDE function).
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a) b)
Figure 3: 2D simulation model of the elementary school Car Konstantin in Pathfinder with
marked exits (a) and 3D simulation model of the elementary school Car Konstantin in
Pathfinder (b)

The evacuation of occupants at the Elementary School "Car Konstantin" was done in two
different scenarios. The first scenario purported randomly arranged occupants (pupils,
professors and school staff) in the big break situation. The dest@mario purported exactly
arranged occupants (pupils in classrooms or halls for physical education, professors in
cabinets or assembly halls, and school staff in their rooms). Classrooms capacities were 25
and 20 pupils in the classroom. Evacuationtsthpn alarm sound when occupants went to
the nearest exit in both scenarios. The complete number of occupants was 638, which
purported pupils from one shift and complete teaching and schoot 5t8f pupils and 103
professors and school staff. For bettenarios, there were four exits where occupants were
leaving the school, marked with numbers and shown in Figure 3 (a). Every potential case for
different exit combinations was analyzed and simulated for both scenarios (for example, the
first, the secondand the third exit was open, but the fourth exit was closed). The total
number of combinations for exits was 13-(415) because of inconsideration for all four
exits closed for any scenarios. The speeds of occupants were 1 m/s, 1.5 m/s, 2 m/s32.5 m/s,
m/s and 3.5 m/s. Thus, the entire number of realized simulations was 180 for both scenarios.

Simulation Results

For the simulation in this paper, the laptop with the following performances: Dell Latitude,
with Intel® Cord= i7-1185G7 (4 Core, 12Mache, base 3.0GHz, up to 4.8GHz, vPro)
processor and 16 GB of RAM, was used. Simulation software usually demands a powerful
computer or laptop configuration for faster and more effective work.
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a) b)
Figure 4: 2D simulation model of the school infimder with: randomly arranged occupants
(a) and precisely arranged occupants (b)

Simulation models of schools with randomly and precisely arranged occupants are presented
in Figure 4, (a) and (b), respectively.

a) b)
Figure 5: 2Dsimulation moments for the first scenario where all exits except the third exit
was closed and speed of occupants was 3.5 m/s (a) and 1 for the second scenario where all
exits except the fourth exit was closed and speed of occupants was 1.5 m/s (b)
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a) b)
Figure 6: 3D simulation moments for the first scenario where all exits except the first and the
were closed and speed of occupants was 1.5 m/s (a) and for the second scenario where all
exits was open and speed of occupants was 2.5 m/s (b)

Because of the paper's limitations, only some 2D and 3D simulation moments are presented
in Figures 5, 6 and 7.

a) b)

Figure 7: 2D simulation moments for the first scenario where all exits except the first exit
was closed and speed of occupants 2vasn/s (a) and 1 for the second scenario where the
second and the third exits were open while the first exit and the fourth exit were closed and

speed of occupants was 1.5 m/s (b)
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The complete number of realised simulations for the first scenario wd$80irst scenario

is the evacuation of the school's purported random occupants (pupils, professors, and school
staff). How four exits (marked with I, II, 1l and IV in Figure 3 (a) were available for
evacuation, the maximal number of combinations was 15.

Number of occupants —o—1 m/s

400
300
200

100

0 50 100 150 T[s]

Figure 8: Simulation results for the fastest case for the first scenario

The complete simulation results for the fastest and the slowest case for both scenarios are
presented in Figures 8 to 11.

Number of occupants —— 1 m/s
600 —o—1.5m/s
—e—2 m/s
500
2.5 m/s
400 —&— 3 m/s
-—3.5
- 3.5m/s
200
100
0
0 200 400 600 800 T[s]

Figure 9: Simulation results for tisowest case for the first scenario

124
ISBN: 978-86-6461:-074-2



ALFA BK UNIVERSITY

FACULTY OF INFORMATION AND COMMUNICATION TECHNOLOGY E K @
FACULTY O F COMPUTER SCIENCE

ALFATECH
Proceedings of Conference Alfa BK Univerzitet
Number of occupants —e— 1 m/s
600 —e—1.5m/s
—e—2 m/s
500
2.5 m/s
400 —o—3 m/s
3.5
- ——3.5 m/s
200
100
0
0 50 100 150 T[s]
Figure 10: Simulation results for the fastest case of the second scenario
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Figure 11: Simulation results for the slowest case for the second scenario
Analysis and Discussion

The occupant's speeds were with the following values: 1 m/s, 1.5 m/s, 2m/s, 2.5 m/s, 3m/s,
and 3.5 m/s, so related to that fact, the maximal number of simulations was 90.

The fastest case for the first scenario was for all four exits to be open, acdribasfor all
speeds of occupants is presented in Figure 8.
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The most necessary evacuation time for the occupant's speed of 3.5 m/s was 128.5 seconds,
while the longest needed time was when the occupant's speed was 1m/s and time was 167.4
seconds.

The sbwest scenario in the first case was when only the fourth exit was open, and the other
exits (I, Il, and Ill) were closed. Figure 9 presents this scenario for all occupant speeds.
According to the simulated results, the shortest evacuation time was whatdhpants

moved at a speed of 3.5m/s, and it took 795.23 seconds to evacuate. On the other hand, the
longest evacuation time was recorded when the occupants moved at a speed of 1m/s, and it
took 841.3 seconds to evacuate.

In Figure 10, the scenario wheadl four exits were open proved to be the swiftest in the
second scenario across all occupant speeds. According to the simulation results, the shortest
evacuation time occurred when occupants were moving at a speed of 3.5 m/s, taking only
136.4 seconds. @hversely, the longest evacuation time occurred when occupants were
moving at a speed of 1 m/s, taking a total of 176.89 seconds.

In the first scenario, the slowest evacuation occurred when only the fourth exit was open
while the other exits (I, I, and I)l were closed. Figure 11 illustrates this scenario for all
occupant speeds. Based on simulated results, the shortest evacuation time was achieved when
occupants moved at a speed of 3.5 m/s, taking 817.45 seconds. On the other hand, the longest
evacuatiortime occurred at a speed of 1 m/s, taking 865.11 seconds. Interestingly, the times
required for evacuation were marginally shorter when occupants were randomly arranged
compared to when they were precisely arranged. This finding held for every case in both
scenarios.

Figure 12: Simulation moment of crowd at the entrance/exit of hall for physical education (a)
and at the stairs that leads to the second floor (b)

It is significant to note that analysis showed that critical points can be the hall for physical
education and the stairs that lead to the second floor. In the case when the number of pupils
and professors in the hall for physical education exceeds 4 thié be crowd and
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congestion for almost any speed of occupants. The reason for that is the proximity of the
fourth exit.

There is a moment when the entrance/exit of the physical education hall becomes crowded, as
shown in Figure 12 (a). Stairs are oft@ bottleneck in most places, and our analysis showed
that speeds greater than 3.9 m/s can cause congestion and blockages on the stairs due to their
size and flow capacity; this crowding moment on the stairs leads to the second floor, as
shown in Figure 2 (b).

Of course, in the case of this school, a great advantage and help in the potential evacuation is
an atrium in the front part of the school, which could provide additional needed time, space,
and air.

Related to Pathfinder software, all of the ocaupehad the same speed. It would be hard to
realize because panic, stress presence, potential crowds, and jams would be too difficult to
resolve. Stress and panic have an intensive influence on human behavior, especially children.
Children are hard to orgi&e even in a calm state, but with the presence of stress and panic,
the end of evacuation very probably could be tragic. It is necessary to note that the hard
mobile or immobile occupants (pupils, professors, and school staff) significantly complicate
evacuation and make it more difficult for successful execution because of longer evacuation
times and almost possibilities for collision, jams, and other complications. Of course, there
are always evacuation causes of smoke, flame, water, and the like,furtier complicate

the evacuation and make it more difficult. The calculations and results achieved in this paper
are in the order of similar papers and researet3[7

Conclusion

The safe and fast evacuation of occupants, especially children, islcmcschools.
Simulation software can help test and analyze evacuationeffestively and safely,
determining optimal evacuation routes and predicting potential issues. This paper calculated
evacuation times and analyzed adequate combinations of oglesed/doors/exits. Results
realized in this paper showed the evacuation times for two different evacuation scenarios
where the first exists with randomly arranged occupants and the second one with precisely
arranged occupants. The simulation softwarevaceation calculations and analyses presents
an enormous advantage for safety and efficiency and should be standard practice in
engineering. The future directions will focus on determining optimal evacuation scenarios
and utilizing new resources.
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USE OF MACHINE LEARNING FOR SMART AND CLEAN STEEL

Jelena ¥ vedasuvui Manojlovil
Abstract

This study leverages machine learning in Electric Arc Furnaces steel waste recycling to
enhance sustainable steel production, reduce the level of environmental pollution and
resource consumption. It focuses on balancing material and energgrefficparticularly
managing degradation elements like Mn and Si. In addition, the approach mitigates recycling
limitations by effectively reducing the accumulation of Cu and Sn in the end product, thus
enhancing its overall quality. Analyzing and predigtihe behavior of different parameters

in different process conditions, it is possible to optimize the simultaneous use of materials
and the removal of impurities. This approach also contributes to the reduction of the steel
industry's carbon footprint, ighing with global decarbonization efforts and advancing
sustainable manufacturing practices. As the steel industry continues to evolve under the
influence of Industry 4.0 technologies, analytic methods of processing process data are
becoming increasinglymportant in achieving environmental sustainability and economic
efficiency.

Keywords: EAF, carbon footprint, machine learning

Introduction

The global steel industry, an integral part of economic development and infrastructure, is
currently dealing withsignificant environmental challenges. This industry is a major
contributor to global carbon dioxide emissions, accounting for approxima@y af total

world emissions. This is additionally related to the significant energy consumption in the
industry,which represents 20% of the total industrial energy consumption. The traditional
linear economic models which are most often used in steel production get worse these
problems, characterized by a tedkedispose approach that leads to overuse of resources
and significant environmental degradation. Such models, although historically effective in
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meeting market demand, now face a number of sustainability issues, particularly in light of
growing global environmental awareness and regulatory pressures [1].

In response to these challenges, the circular economy is emerging as a transformation
model, moving away from traditional linear practices. It is based on the principles of
resource efficiency, recycling and sustainability, with the aim of keeping resourcss as

long as possible, extracting maximum value (while in use) and effectively recycling these
products and materials at the end of their working life. Such a model has significant
potential for the secondary steel industry, in which an average of l&thrtons of steel is
produced annually in more than 500 locations in the European Union alone. This industry is
facing increasing cost and quality problems due to the variety of materials and the
decreasing quality of steel scrap [1].

In the concept of ndustry 4.0, the Internet of Things (loT) shall be used for the
development of scalled smart products. Industry 4.0 technologies, including the Internet

of Things (loT), atrtificial intelligence (Al) and big data analytic, present revolutionary
opportunites to apply circular economy principles to steel production. By using these
advanced technologies, the industry can transition to more sustainable practices. These
technologies enable more precise control and optimization of process parameters, solving
the complexity of the steel making process that has traditionally relied heavily on operator
experience. For example, in electric arc furnaces, machine learning techniques have shown
good results in achieving material and energy efficiency. In this waptimiaes the use of
resources, which play a key role in reducing the carbon footprint of steel production,
aligning with global decarbonization efforts, creating a path to a more sustainable, efficient
and economically viable steel industry3lL

Methods

For the calculation, real data were taken for melting in a furnace with a capacity of 60 tons
of liquid steel with a transformer with a capacity of 60 MVA. The diameter of the metal
bath (D) is 4100 mm, and the depth (H) is 920 mm. A typical D/H ratielasively small
compared to conventional ratios of 4.8 to 6.2 and is associated with radiant heat, energy
losses through water cooling, and effects on the intensity reaction between slag and steel.
The electrodes are of the ultra high power type and @m&atled automatically with a
separate control system.

The total energy input consists of electrical and chemical energy, with about half going to
the melting of waste material, and-26% going to gases and dust (Figure 1). Chemical
energy is obtained dm natural gas, through the reaction of oxygen with carbon and other
exothermic reactions. The gas inside the furnace chamber consists mainly of carbon
monoxide and carbon dioxide. After leaving the chamber, the carbon monoxide changes to
carbon dioxide,&leasing a significant amount of heat. This heat can be used to preheat the
input material or to treat waste dust that is rich in elements such as zinc and lead.
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Total input energy
(100% - 920 kWh't)
Electricial energy Chemical energy
51-65% (380-600 kWh/t) 35-49% (320-450 kWh't)
(80% is delivered in the form of (90-98% Oxygen + Carbon,
radiation, 18% directly to the steel, 2-10% Natural gas)
2% is absorbed by the electrode)
Other,up to 3%(45 KWh/
Molten steel Slag, 5-10% (45-185 kWh/t)
40-60% (370-550 KWhit) i -

Waste gas and dust
20-30% (185-280 kWh/t)

Figure 1. Energy and material flows in an electric arc furnace

The input material for the electric arc furnace is a mixture of steel scraps of different
qualities, bulk densities and surface/volume ratios. The shape and composition of the waste
affects the heat transfer inside the furnace and thus the total consumipgtectricity.

Waste is batched in baskets by placing waste of relatively high bulk density (eg. cast scrap)
on the bottom to accelerate heat transfer from the hot bath to the waste. Waste of relatively
low bulk density (eg. tin) is placed on top of thesket, so that this waste comes directly

into contact with the electric arc, absorbs the radiant energy and melts quickly. After
melting the waste, the liquid steel is discharged and leaves ali®3 Bf the liquid metal

from the total capacity of theifnace due to the easier melting of new waste, thus reducing
the total energy consumption. The charging baskets are from 10 to 30 tons, the charging
time per basket is about five minutes. Two to three baskets are batched. The time from
pouring to pourings about 50 minutes. A typical strategy for a single smelter is as follows:
charging the scrap to the furnace, where the liquid metal from the previous smelting is left,
melting, second charging, melting, third charging, melting, refining, temperaturénaeijis

and reduction and pouring. The waste melting strategy also affects energy consumption, and
the losses are most often related to work interruptions, which can occur due to various
factors such as the preparation of the spout, refractory materidiéemeowith batching.

Coke and lime are added as additional materials in the furnace, which affect the
composition and foaming of the slag. Sparkling slag has multiple contributions to the
melting process in an electric arc furnace, such as: control oatmadand reduction of

iron, carbon, impurities, protection of refractory material from electric arc radiation and
improvement of energy transfer from electric arc to steel.

The data used for this example was collected over five years (from 2015 to 24R0),
approximately 14,800 melts (inputs), with 42 process parameters monitored. Data quality is
one of the basic criteria for improving the performance of machine learning models. The
algorithm for quality improvement and data management is given in R2gure
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Improving DATA quality (new
bensors, improved measurements

Data visualization
(raw data analysis
all features are included)

Data cleaning
(limit setting)

Refusing parameters or Clean data Keeping the parameter,
setting new boundaries continuing with the next one
Normalization of data, division

into training and test set

Model training

‘end of
iteration

Detection
of weak points

Figure 2. Algorithm for improving data quality and machine learning model performance

After the initially obtained performance of the model, according to the algorithm in Figure

2, the iteration procedure is repeated for further improvement: meits lare set or
parameters that entered the model are discarded. If it turns out that better performance of the
model is obtained, the examined parameter is saved with the set limits and moved to the
next one. At the end of the iterations, 24 influenti@cess parameters were selected for
training the machine learning model, the training set contains 10521 and the test set 1169
inputs (melting).

The goal of the model is to predict the consumption of electricity per ton of steel produced,
the consumption fomanganese and silicon, the distribution of certain elements and
impurities in steel (such as copper and tin) depending on the change of the selected process
parameters. It is also possible to select other model prediction targets, such as arc furnace
opeaating time or steel utilization (the percentage ratio of the mass of steel obtained to the
metal batch). Since the objective depends on many interrelated parameters, PDP and SHAP
have been used to visualize and find quantitative relationships betweesgpacameters

and model objectives [4].
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Results and discussion

Solving the optimization problem of the melting process in an electric arc furnace can
generally be divided into simulation and optimization using physicaimical models and

using statistial models. Physicalhemical models rely on phenomena that are described by
physical laws and chemical reactions that are well studied and clearly defined. However, the
disadvantage of these models is the influence of various factors that occur imdaabs,

So it is necessary to set numerous limitations, simplifications and assumptions. On the other
hand, statistical models use data from real conditions, which makes it possible to avoid
assumptions and simplifications in the extremely complex amdudic conditions that

occur when melting waste in electric arc furnaces. The main advantage of statistical models
is the comprehensive analysis of all process parameters. The main drawback is the quality
of the data used for these models. The quality ®fiita depends primarily on the accuracy

and number of sensors used to measure the process parameter. In addition, in the literature
statistical methods are said to be superficial and vague, because they do not take into
account physicathemical processgeso they are compared to a black box. However, for an
engineer who knows the process well, by obtaining the correlation between individual
parameters of the process using statistical methods, a deeper analysis can be obtained and
the influence of individal parameters can be quantified.

The data management process begins with the analysis and visualization of raw data. In this
way, they are identified, and by setting limits for each parameter, irregularities and
deviations in the raw data are removed (Fegl). Electricity consumption ranged from 320

to 550 kWh/t of produced steel. The RF and XGBoost methods were shown to have the best
metrics on the training set when predicting electricity consumption. However, when the
models are checked on the test S&tM shows the best performance (Table 1).

Example of data display and parameter correlation after cleaning and setting limits on the
raw data is given in Figure 3.

Table 1 Comparison of the results of different machine learning methods

[ tsdel [jtrics

srening MAE R? RMSE MAX MAPE
SVM rbf 6,17 0,904 8,37 61,0 0,0150
RF 2,51 0,984 3,39 33,5 0,0061
XGBoost 1,89 0,991 2,55 13,8 0,0046
ANN 5,73 0,921 7,60 56,3 0,0152
ujst MAE R? RMSE MAX MAPE
SVMT rbf 6,37 0,901 8,36 48,2 0,0155
RF 6,83 0,888 8,94 39,3 0,0165
XGBoost 6,63 0,894 8,64 42,0 0,0161
ANN 6,62 0,897 8,60 46,4 0,0160
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Figure 3. Example of data display and parameter correlation after cleaning and setting
limits on the raw data

The integration of predictive machidearning methods in electric arc furnaces is an
example of the transition from traditional steel making methods to intelligentddaten
operations. By enabling retime adjustment of process parameters based on predictive
analytic, these models sigitiéntly increase energy efficiency. For example, the rational
use of input materials and fiiening of operational parameters, based on predictive
models, not only reduces energy consumption but also maintains the quality of produced
steel. Such precisioim the management of electricity consumption directly contributes to
reducing the environmental footprint of the steel industry, aligning with the principles of
the circular economy of minimizing waste and environmental impact.
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In the steel making processspecially in electric arc furnaces (EAF), managing material
degradation is as important as saving electricity. The transfer of elements, such as
manganese, to the slag during the steel production process is an example of the degradation
of an importantand valuable raw material (ferromanganese is used for alloying and
deoxidation of steel). Insights from the machine learning analysis, in Figure 4, show that
the use of coke, ferrsiliconrmanganese (FeSiMn), as well as elements of iron (Fe) and
silicon (89) has a significant effect on the transition of Mn in the slag, as well as as
expected. On the other hand, the influence of zirconium (Zr), whose contribution to the
transition of manganese is less studied in the literature, is also significant. Thete res
indicate the complex interaction of various parameters in the steel making process,
improving our understanding of such complex processes.

The presence and behavior of valuable elements such as Mn and Si are crucial to
maintaining the quality anohtegrity of the final steel product. In contrast, the increasing
presence of impurities such as copper (Cu) and tin (Sn) in the recycling chain presents a
significant challenge to the circular economy model in steel production. These elements,
when presenin higher concentrations, can degrade the mechanical properties of steel,
thereby reducing its quality and utility value. This trend of accumulation of impurities
during successive recycling cycles threatens the sustainability and efficiency achieved by
the circular economy.

Solving these challenges requires a deeper approach that goes beyond the scope of this
work, with the aim of balancing between retaining valuable elements in steel (Mn, Si) with
the simultaneous removal of harmful impurities (Cu, Sn).

FeSiMn. kg
Fe
Si
Zr

Coke 3-8,kg

Melting process parameter

E2/E6/E8

Ce
Number of billets
Cu

Ni

FeSi, kg

0‘60 0.b5 0.‘10 0.’15 0.’20 O.l25
Parameter significance

Figure 4. Process parameters in the electric arc furnace that affect the transition of
manganese to slag
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Conclusion

The concept of a smart city must take into accdbatindustries located in or near the
cities, that is why the concept of smart metallurgy is very important.

The application of machine learning in the optimization of electric arc furnace processes,
especially within the principles of Industry 4.0, regents a significant advance in
sustainable steel production. From the results presented in this paper, the complex
relationship between the parameters of the steel production process and their influence on
the consumption of electricity and on the trapsitof elements such as manganese and
silicon to slag has been demonstrated. By analyzing and predicting the behavior of
different parameters in different process conditions, it is possible to optimize the
simultaneous use of materials and the removahpiirities.

This approach is in line with the objectives of the circular economy, but also ensures the
production of quality steel, thus maintaining the value of the material in the production
cycle. As the steel industry continues to evolve under theeindel of Industry 4.0
technologies, analytic methods of processing process data are becoming increasingly
important in achieving environmental sustainability and economic efficiency. Technologies
of the Industry 4.0 create fundamentally new infrastructtitbeo"smart city".
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POSSIBILITIES OF APPLYING IOT IN THE MUNICIPALITY OF
GRALANI CA

Nebojs¥ Demstiadi nka Jetl @jnafi &vtiolj anovi i
Abstract

The purpose of the research of this work is to investigate the possibilities of applying modern
technologies in solving current problems in rapidly growing environments such as the
municipality of Gral ani ca. Basederature, te st ud
concrete contribution to the understanding of the role and importance of loT will be
investigated and thus increase its use for the needs -gchllsd smart cities, i.e.
municipalities, and at the same time answer the question of whethenwlefoze I0T as one

of the key elements of smart cities, municipalities or cities that use digital and information
communication technologies (hereinafter ICT) for more efficient operation of traditional
networks, services and systems for the benefitoflemts and the economy are called smart
cities or communities. Smart cities and municipalities are a growing paradigm that has
emerged from the convergence of many technologies such as the Internet of Things, big data
and reaftime systems. The purpose srhart cities and municipalities is to better coordinate
resources and processes for quick response and efficient work. One of the most important
priorities of the neighbouring countries is the digital transformation of public administration
and society ingeneral. It is about combining the innovative use of digital technologies,
activities and processes. The digital transformation of municipalities and cities is the most
pervasive step and includes broad changes, the result of which is the use of nessbusin
models through the implementation of smart services with the aim of creating and achieving
greater added value. The result of the digital transformation of cities and communities are
smart cities and municipalities. Many areas in a city or municipedity become "smarter"

with the help of 10T, that is, they offer opportunities for automatic-tiegd monitoring to

obtain data and turn it into meaningful and useful information. Research results indicate that
this could significantly improve the effecévcontrol and management of vital functions in
cities, for example property, education, traffic and smart parking management, water
management, public health, environmental monitoring, energy efficiency, waste management
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and utility services in order to k@ more efficient use of resources. and improving the lives
of citizens of the municipal administration

Keywords: 10T, smatrt cities, digitization

THEORETICAL BACKGROUND

The position of the municipality is determined by tlmmstitution or legislation of each country. The role and
position of the municipality therefore depends on the normative regulation in a particular country. This
determines the relationship that local sgdfvernment has with the state and vice versaeAralemarcation of

tasks between the state and municipalities is particularly important here. The autonomy of the local self
government, that is, the municipality, is manifested in the independent regulation and resolution of certain local
issues of pubti importance. The amount of data produced globally is increasing rapidly: it was 33 zettabytes in
2018 and is expected to grow to 175 zettabytes by 2025 (European Commission, 2018). Each new wave of EU
data brings significant opportunities for it to becomorld leader in this field. The way data is stored and
processed is expected to change significantly in the near future. In 2018, 80% of data processing and analysis
takes place in data centers and centralized computing facilities, and 20% in smartgted objects such as

cars, home appliances or manufacturing robots and in computing facilities close to the user ("edge computing"
).In the future, the relationship is likely to be reversed. In addition to economic and sustainable benefits, this
developnent also brings additional opportunities for companies and the public sector to develop tools that
would give data producers more control over their data (European Commission, 2018).

Figure 1 shows the main components of digital transformation in srtieg @hd municipalities.

Figure 1. Components of digital transformation in smart cities and municipalities

Digital
technology

Human The dat:
Resources

Source:Anthony Jn(2021).
2.1 Municipality of Gracanica

The municipality ofGr al ani ca is rich in ancient and medieval
environment with a developed economy and infrastructure.

The multiethnic population of this municipality, made up of Serbs, Albanians, Roma, Ashkali and Egyptians,
reacheghe number of 25,000 inhabitants, of which88% are youth who contribute to the improvement and
development of their local seffovernment in the direction of digitalization, transforming their municipality into

a smart municipality .

The result of thedigital transformation of cities and municipalities is smart cities and municipalities (CB
Insights, 2021). The digital transformation of cities and municipalities has gone through several phases over
time (Figure 2):
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[J digitization, which isdefined as the process of converting analog contents or tasks into digital ones.
Digitization is generally the process of converting information from analog to digital form. In other words,
digitalization takes an analog process and turns it into a dfgital without any other changes in the process

itself (Gartner, 2021);

[J digitization implies the use of digital technologies to change the business model and income and new
opportunities to increase value. According to Gartner, the process of trangitiondigital business. In the
digitization of municipalities, the emphasis is on optimizing existing processes in the municipality with the aim
of developing smart city services. Changes affect urban processes such as transport, health, education,
governage, energy, waste management, etc. (Anthony Jnr (2021)., 2021). Digitization enables better
coordination between smart services and creates additional security for residents by improving their services.
Digitization is not only focused on costs, but also the development of services that improve the user
experience of residents;

[] the digital transformation of municipalities and cities is the most pervasive step and includes broad changes,
the result of which is the use of new business models througmgiementation of smart services with the aim

of creating and achieving value. Digital transformation affects the entire city (residents and other stakeholders)
and goes beyond digitization that changes processes and tasks. The entire business logiy of a ¢
municipality changes by reorganizing the value creation process (Anthony Jnr (2021)., 2021).

Figure 2: Stages of digital transformation in smart cities and municipalities

digitization digitization digital transformation

Source:AnthonyJnr (2021).
An example of digital transformation is participatory budgeting, which is an almost completely digitally
transformed concept of municipal budget implementation. Citizens submit budget proposals through a digital
platform, vote for thenand monitor their implementation through an online or mobile application.
Based on the set goals and measures, the goal is to ensure greater transparency and efficiency in the
management of the municipality's budget funds. At the same time, the intredo€téo unique information
solution would significantly contribute to greater transparency of the municipality. The implementation is part
of the municipality's longerm digitization strategy, which will facilitate the municipality's adaptation to market
fluctuations, globalization processes, social changes, technological progress and similar processes. By
implementing the solution, the municipality will ensure the creation of a solid and stable institutional
environment for successful social developmetticty will reduce lagging behind the private sector based on the
use of innovative digital tools, approaches, principles and technologies.

2.2 From eadministration to digital administration

According to the digital government maturity model, establislaingegovernment model is only the first step
towards public administration becoming a mature organization for digital services. The first thing to understand
is that while egovernment is measured by the number of services available to citizens, diggahgent will

be measured by reducing the number of services in favor of a comprehensive experience (Di Maio, 2016).

Another point is that digital government is not an end goal, but a means to achieve affordable and sustainable
government services. Itag situation that Di Maio, executive vice president of Gartner, described as smart
government (governance). Gartner's Digital Government Maturity Model describes five key stages on the road
to smart government (Di Maio, 2016):

[J Today there are many offiseon the first level and this corresponds to a more traditional model of e
government. Here, the main focus is on the digitization of existing services, such as vehicle registration and
taxation or applications for state benefits. Success is measurednis ¢ increasing the number of online
services to increase efficiency and save costs. To move forward, ClIOs need to move from simply digitizing
services to collecting and using data generated during service delivery.
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[J Open data. Many government organiaas have open data programs in place and have established an open
data platform that is heavily focused on the use of open public government data by citizens and businesses
through the development of mobile applications and dashboards. To move forwandigitél transformation,

ClOs should transform their agencies from mere suppliers of data to consumers of open data coming from other
government and negovernmental organizations. In addition, they should plan how to expand the open data
initiative beyom public data.

[J Focus on data. This level represents a real turning point in the transformation of digital government. Data
becomes a key focus. Treating all data as open (which does not necessarily mean that it is public, but accessible
through asingle interface) opens up countless opportunities for innovation. New ways of aggregating and
analyzing data within and across agency boundaries will lead to new services and new service delivery models,
likely to involve nongovernmental entities as imeediaries.

[1 Completely digital. At this level, the organization has fully recognized the importance of -aedéta
approach to transformation and regularly seeks opportunities for innovation based on open data principles. Data
is more often used out of the office, leading to easier interactions based on understanding the context and
situation of the participants. Privacy will remain a primary concern and will determine the extent to which data
can be used to transform the service. New vallded ervices are created using data. This could include tax
advice from agencies that have réale insight into a taxpayer's situation or childcare services based on
contextual information about applicants' foster families. Traditional and new service® wilidlable through

various channels, including nagovernmental ones, and data will be shared not only between agencies, but also
with external partners such as banks, employers, merchants, where possible and in full compliance with privacy
laws.

[] Digital transformation is now the norm, and the innovation process is predictable and repeatable. The CIO is
taking on a larger and renewed role as an information and data steward, charged with prioritizing and managing
the portfolio of transformational opportities presented. Challenges will remain, however, including
maintaining a sustainable digital transformation and preparing for the arrival of smart machines in key business
processes.

2.3 Smart municipalities

The world population is constantly increasiagd by 2050 there will be 9.7 billion people on Earth (United
Nations, 2019). Resource consumption per capita is expected to grow further due to the shift from the lower
class to the middle class. There are many challenges in all areas. One of theissatutibe upcoming
challenges is a smart community (Figure 6), such as a municipality or city, which is capable of coordinating
resources and processes for quick response and efficient operation (IBM, 2009).

The Digital Slovenia 2030 strategy states thatart communities become the starting point for the digital
transformation of the entire society. A smart community is able to effectively manage resources to meet social,
economic and environmental needs for vizing

Citizens. Dealing with these areaissures the sustainable viability of municipalities. People are at the center of
digital transformation. Digitization of cities and communities leads through a demanding transformation, which
includes social, economic, urban, mobile, educational, techicalognd cultural changes (Government of RS,
2023a).

Smart cities and municipalities are defined by three elements that enable sustainable development (IBM, 2009):
[] data analytics for better decisions,

[] the ability to anticipate problemgroactively solve them and minimize the consequences,
[ coordinating resources and processes for quick response and efficient work.
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Figure 6: Smart communities strategy
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Izvor IBM Visionof smartercities (2009).
Smart cities and municipalities must beleato effectively manage resources to meet social, economic and
environmental needs for the benefit of citizens, which is far from an easy task, as municipalities are often
organized in separate areas and rarely managed as integrated entities, usuatly hdesion makers also do
not have insight into what is happening in the municipality in real time, nor quality aggregated data on the basis
of which they could make decisions.
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Abstract

This paper presents innovative technologies that should enable broadband data transmission
necessary for the implementation of new services and functions in smatrt cities. The
technologies that we expect to be applied in 5G and B5G (6G) mobile networkselesave
analysed in particular. Given that these networks imply a significantly higher density of base
stations, it is expected that drones will be largely used for their implementation as aerial base
stations (ABS). Drones can be used as carriers of apgi®pintenna systems, which by their
nature are complex active devices and have significant energy consumption. Another variant
is to install the saalled intelligent reflective surfaces (IRS), by their nature passive devices
and therefore more energyiefént. The principles of functioning, advantages and
disadvantages of the IRSs are presented in more details.

Keywords: smart city, drones, Internet of Drones (IoBRG, 6G,intelligent reflecting
surface (IRS)

Introduction

Smart cities are an urban development concept that focuses on the integration of information
and communication technologies (ICT) in order to improve the efficiency, sustainability and
quality of life of citizens [1]. These cities use ICT infrastructurd aensors to collect data

from various sources, such as public transport, energy networks, weather conditions and
waste management. Smart cities use this data to better manage city resources and services.
For example, they can be used to optimize traficluce energy consumption, improve
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public safety and provide better services to citizens. They can also be applied to improve air
guality, water management, smart parking and more [2].

Smart cities also promote citizen involvement and interaction betwitigens and city
administration. This is achieved through digital platforms and applications that allow citizens
to provide feedback, report problems and participate in deemsaking processes. This
concept aims to create more sustainable, efficientiramalative cities that can improve the
quality of life of its citizens. Smart cities have several advantages over traditional cities.
Some of key benefits are:

1 Resource efficiency: Smart cities use information and communication technologies
(ICT) to manag resources more efficiently. For example, they can use sensors to
monitor energy and water consumption, optimize traffic flows to reduce congestion
and fuel consumption, or manage lighting and waste more efficiently. This leads to a
reduction in the consaoption of resources and costs, as well as a reduction in the
negative impact on the environment.

1 Improved traffic efficiency: Smart cities use technology to improve traffic flows and
reduce congestion. For example, they can use sensors and traffic gatavitte
information to drivers about optimal routes, available parking spaces or available
transportation. This leads to reduced travel times, less congestion and less emissions.
Better public safety: Smart cities use technology to improve public safsnsy.

For example, they may use video surveillance, sound sensors or data analysis to

identify potential threats or irregularities. This helps to respond more quickly to

incidents, reduce crime and increase the sense of security among citizens.

1 Better sevices to citizens: Smart cities use digital platforms and applications to
improve communication and provide better services to citizens. For example, citizens
can use mobile applications to report problems in the city, access information about
city events,or use electronic services to pay bills or obtain permits. This makes it
easier for citizens to interact with city administrations, get faster answers and
participate in decisioimaking processes.

E

Information and Communication Technology (ICT) forms the&sis of a smart city. It
includes physical infrastructure such as hspleed Internet connection, data centers,
communication networks and sensors that collect data from various sources in the city. Smart
cities rely on data collection through sensorsjiaks and systems deployed throughout the
urban environment. This data is processed, analyzed and transformed into useful information,
enabling evidencbased decisiemaking and efficient resource management. The broadband
data transmission is necessagy the implementation of these new services. It is expected
that5G and B5G (6G) will be widely used for this purpose.

New Technologies for Smart Cities

Different technologies are often used in smart cities to improve efficiency, sustainability and
quality of life for citizens. Some of the key technologies expected to be the basis for the
development of smart cities are [1]:
1 Internet of Things (IoT): IoT is a technology that enables the connection and
exchange of data between physical devices and systenthie Internet. In smart
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cities, sensors and devices are used to collect data on traffic, air quality, waste
management, energy efficiency and other aspects of city life.

1 Networks and communications: Advanced communication networks, such as high
speed broadband networks (such as 5G, B5G) and wireless networks, enable the
connection of various devices and systems in a smart city. These networks enable fast
and reliable dataxchange between sensors, devices, infrastructure and central control
systems.

1 Atrtificial Intelligence (Artificial Intelligence- Al): Artificial intelligence is used to
analyze large amounts of data collected in a smart city. Al algorithms are applied to
predict traffic jams, optimize public transport routes, manage the energy grid, monitor
security and process data for more efficient decisiaking.

1 Big data and analytics: Large amounts of data (big data) collected from various
sources are analyzed inder to obtain useful information about city processes. Data
analytics help identify patterns, uncover trends, predict citizen needs, and optimize
city resources and services.

1 Smart Energy Grid: The Smart Grid uses technologies and communication systems to
enable efficient management of electricity production, distribution and consumption.
This technology enables better monitoring and management of energy consumption,
integration of renewable energy sources and reduction of network losses.

The Role of Drones inSmart City Infrastructure Integration

Drones (unmanned aerial vehicles) will have a special role in smart cities, and in particular
the Internet of Drones (loD) technglp additionally contributes to their integration and
connection within smart city infrastructures [3]. Some of the ways drones and IoD are
contributing to connectivity in smatrt cities are:

1 Inspection and monitoring of infrastructure: Drones are used peéhsgnd monitor
infrastructure in the city, such as bridges, buildings, roads, power grids and water
pipes. Drones can quickly and efficiently collect visual data and-reigbiution
footage, enabling the rapid identification of damage, faults or probleatgequire
intervention.

9 Traffic and Transportation: Drones can be used to monitor traffic in real time, identify
congestion and road irregularities.

1 Security and surveillance: Drones can be used to monitor and secure public spaces,
parks, stadiums anather city facilities. The ability to fly drones makes it possible to
cover large areas and quickly identify potential security threats.

1 Air quality and environmental monitoring: Drones can be equipped with sensors to
measure air quality, noise, temperatand other environmental factors.

1 Emergencies and Response: Drones can quickly arrive at the scene of an accident or
emergency and provide rei@ine information about the situation.

1 Monitoring of city works: Drones are used to monitor and documentatis, such
as the construction, renovation and maintenance of roads, buildings and parks.

loD technology contributes to connecting drones in smart cities by enabling their integration
into existing networks and systems. This includes exchanging datadredrones, central
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control systems and other smart devices in the city. loD enables the coordination and
management of drone flight, data analysis and automation of certain tasks, which contributes
to the efficiency and reliability of drones in the aaxttof smart citiesThe combination of

flying height, precise positioning, drone network, dynamic adjustment and emergency
network setup allows drones to provide better network coverage in dense urban areas. This
technology can improve signal quality, ve@ interruptions, increase network capacity and
enable reliable connectivity in urban areas where traditional base stations may be limited by
obstacles.

loD technology can also be used to support 5G and B5G data transmission in smart cities by
expandingnetwork coverage and capacity, rapid network setup in emergency situations,
forming a network for connecting drones, improving network management and network
maintenance [4]. This integration of drones into the network infrastructure of smart cities can
contribute to the faster spread and improvement of wireless communications in urban
environments.

Broadband Transmission Over 5G and B5G Networks

Broadband transmission, 5G (fifth generation mobile network) and B5G (Beyond 5G) are of
great importance foruture smart city services for several reasons. Broadband transmission,
5G and B5G technologies enable extremely high data transfer rates [5]. It is vital for smart
cities as it supports the transfer of large amounts of data in real time. Fast transspissids
enable advanced services such as-glity video streaming, virtual and augmented reality,
smart cameras and IoT (Internet of Things) devices that require high bandwidth. 5G and B5G
technologies are characterized by extremely low latency, whithei time from sending a
request to receiving a response. This is crucial for smart cities as it supports applications with
high demands for redime responsiveness. For example, autonomous vehicles, smart traffic
management, emergency systems and indlsvT require minimum latency to ensure fast

and reliable communication. 5G and B5G networks can support a huge number of connected
devices. This is crucial for smart cities as loT devices are expected to be ubiquitous,
connecting all aspects of theyGifrom infrastructure, traffic and energy to public safety and
waste management. Greater device connectivity enables data exchange and communication
between different systems, leading to more efficient and intelligent city management.

Smart cities genetalarge amounts of data from various sources, including sensors, cameras,
smart devices and other IoT devices. 5G and B5G technologies enable fast and reliable
processing of that data in real time. It enables cities to apply advanced data analytics to
optimize traffic, energy efficiency, waste management, public safety and other aspects of city
life. 5G and B5G technologies enable the development of new advanced technologies and
services that will shape the smart cities of the future. These include awemom@hicles,

smart grids, smart infrastructure, smart homes, virtual and augmented reality, robotics and
other innovative technologies. These technologies will improve efficiency, sustainability,
comfort and quality of life in smart cities.

In Table 1.the evolution of mobilewireless communications is shown usintpe most
important technological characteristics from 1G to the recently proposed 6G networks.
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Tablel: Evolution of mobile communications

Network
1G 2G 3G 4G 5G 6G
Features
Start 1970 1980 1998 2000 2010 2020
Deployment 1984 1999 2001 2010 2019 2030
Tachnology AMPS, GSM, GPRS, WCDMA, LTE, WIMAX MIMO, mm THz
NMT, EDGE UMTS Waves communications,
TACS VLC
Frequency 30 KHz 1.8 GHz 1.6 -2 GHz 2-8 GHz 3-30 GHz 95 GHz -3 THz
Multiplexing FDMA TDMA/CDMA CDMA OFDMA OFDM OFDM
Switching Circuit Circuit, packet Packet All packet All packet All packet
Core network PSTN PSTN Packet Internet Internet Internet
Network
Primary Voice International Video Mobile web Machine Tactile and
services(in calls roaming, voice conferencing, access, IP vision, haptic internet,
addition to calls, SMS, GPS telephony, connected connected
previous MMS, WAP, 3D videos, cars, snart autonomous
generations) WWW, and HD mobile homes, AR systems,
emails TV holographic
society
Peak data NA 50 21 Mbps 100 Mb/s 20 GB/s 01 Thb/ s
rate Kbps(GPRS),
1 Mbps
(EDGE)
Mobility NA NA NA 350 km/h 500 km/h 01000 km/
support
Latency NA 300 ms 100 ms 10 ms 1ms 10 -100 ps

Some additional benefits of 5G and B5G technologies, such as higher energy efficiency,
better scalability, multiple connectivity, better network management, and greater security and
privacy, contribute to the development of intelligent and sustainables.ciffhese
technologies enable cities to provide advanced services, optimize resources and improve the
guality of life of their citizens. In short, broadband, 5G and B5G technologies are key to the
development of smart cities. They enable high data trasgieeds, low latency, greater
connectivity of devices, mass data analytics in real time and support the development of
advanced technologies and services. These technologies will improve the efficiency,
sustainability and quality of life in the smart c#tief the future.

Intelligent Reflective Surfaces for B5G Networks

One of the most important new technologies foreseen for smart cities are-thfedo
Intelligent reflective surfaces IRS [6]. Intelligent reflective surfaces have a potential role in
B5G networks, as a technology that can improve network coverage, capacity and efficiency.
These surfaces are also called reflective metasurfaces or intelligent surfaces.

The physical principles underlying intelligent reflective surfaces include wave gatpa,
reflection, and interference. Wireless communication relies on the transmission of
electromagnetic waves. These waves propagate through air or other media and carry
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information. In the case of 6G networks, these waves typically operate in theneteli
wavelength and terahertz range, allowing for higher data throughput and transmission speed.
When an electromagnetic wave encounters a surface, such as an intelligent reflective surface,
it can be reflected. Ordinary surfaces, such as walls or bgddireflect the waves in a
diffuse manner, scattering them in different directions. In contrast, intelligent reflective
surfaces can manipulate wave reflection in a controlled and precise manner. Individual
elements or units that make up an intelligenkertive surface can dynamically adjust their
electromagnetic properties, such as phase or amplitude. By changing these properties, the
surface can control the direction, phase and amplitude of the reflected waves. Intelligent
reflective surfaces aim to aptize the propagation of wireless signals. They achieve this by
intelligently adjusting the reflection properties of the elements to direct the waves to the
desired locations or receivers. By manipulating the reflected waves, the surface can improve
signal strength, extend coverage, increase capacity and reduce interference. Intelligent
reflective surfaces can also be used to manage interference in wireless networks. They can
adjust the reflected waves to remove or reduce unwanted interference, theretyingpr
signal quality and overall network performance. By placing intelligent reflective surfaces in
strategic positions, 6G networks aim to achieve more efficient and reliable wireless
communication. These surfaces can help overcome challenges such adasignsignal
blocking, and multiple bounce by shaping and optimizing the propagation environment to
improve signal strength and quality at the receiver.

IRS can contribute to B5G networks in smart cities in the different ways. Intelligent reflective
sufaces can be used to direct and focus electromagnetic waves. This means that they can be
placed in strategic locations in the city to improve network coverage in certain areas that are
otherwise poorly covered or have poor signal quality. In this walgctafe surfaces can help
eliminate "dead zones" and provide reliable connectivity in all parts of a smaiftoitycan

be used to increase network capacity by placing reflective elements in optimal locations to
increase signal speed and throughput. &rsesfaces can direct signals towards points where

a higher network load is required, such as public places, stadiums, squares or business zones.
This improves network capacity and provides a better experience for users in those areas.
They alsocan be us# to reduce interference between different cells in a network. For
example, reflective surfaces can be placed between adjacent base stations to reduce
interference and increase network efficiency. This is important in densely populated urban
areas where #dre are many overlapping cells.

Intelligent reflective surfaces can be used to optimize the energy efficiency of the network.
For example, reflective surfaces can direct the signal to desired areas, reducing the need for a
strong signal that would otherwise be required. This reducesnirgy consumption of base
stations and improves the energy efficiency of the netwbhky can be programmed and
adjusted according to the needs of the network. They can be optimized for different
frequencies, bandwidths and signal propagation conditibms. enables the flexibility and
adaptability of the smart city network to meet the changing needs of users and applications.

When IoD is used as a carrier of IRS for Aerial Base Stations, some interesting possibilities
can be realized [7]. Aerial Basda8ons (ABS) are drones used as mobile base stations to
provide wireless connectivity. The integration of IRS on ABSs allows for improved
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connectivity by allowing drones to adjust the reflective properties of the surface to direct or
amplify wireless sigals to specific areas or users. ABSs with IRS can be used to extend the
coverage of wireless networks. Drones with IRS can be deployed in strategic locations to
bridge coverage gaps or provide temporary infrastructure for situations where
communications rexl to be established urgently. Through the use of IRS, ABSs can
dynamically manage network capacity. Based on information about network load or data
traffic, ABSs can adjust reflective properties to optimize quality of service, balance the load,
or provide priority connections where needed most. IRS on ABSs can be used to reduce
interference between base stations in dense urban areas. A reflective surface can be used to
direct or block signals to reduce mutual interference between ABSs and improve wireless
communication quality. Integrating IRS on ABSs can provide additional layers of security
and privacy. A reflective surface can be used to mask or hide signals from unauthorized
access or protect communications from eavesdropping.

Closely related to IRS imassive MIMO (Multiple Input Multiple Output) technology [8].
These two technologies are used in wireless communications, but they have different
functionalities and applications. As already said, reflective surfaces of the IRS can be placed
on walls, suiaces or devices, such as drones, to direct signals towards specific users or areas.
On the other hand, massive MIMO is a technology that uses a large number of antennas on
base stations to simultaneously communicate with multiple users at the samehime. T
technology enables increasing capacity, improving performance and reducing interference in
wireless networks. Massive MIMO base stations can have dozens or even hundreds of
antennas capable of processing and transmitting signals on parallel pathisigle msers.

IRS and massive MIMO can be combined to achieve even better performance of wireless
networks. IRS can be used in addition to base stations equipped with massive MIMO
technology. IRS reflective surfaces can be placed near base stationsaeeimgverage and

signal directionality to users. Also, IRS can help reduce interference and increase capacity by
reflecting signals towards specific users or areas. The joint use of IRS and massive MIMO
can have a synergistic effect and bring additionalathges in the performance, capacity

and coverage of wireless networks. These technologies represent promising research areas in
the development of future generations of wireless communications such as 5G and B5G.

The application of intelligent reflecvsurfaces (IRS) brings numerous advantages, but there
are also several open problems related to their application. Some such problems are:

1 Management Complexity: Effectively managing a large number of IRSs can be
challenging. It is necessary to develaplsisticated algorithms for the management,
scheduling and optimization of IRSs in real time. This includes monitoring changes in
the environment as well as coordinating between different IRSs to ensure optimal
network coverage and capacity.

1 Need for prede positioning: Effective use of IRSs requires precise positioning to
achieve the desired directivity and signal gain. Precise positioning of drones with IRS
can be challenging, especially in dynamic environments with lots of movement.

1 Interference and cadination: When a large number of IRSs are used in the same
area, interference between the reflected signals can occur. Also, it is necessary to
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ensure coordination between IRSs in order to avoid conflicts and ensure optimal
“signal delivery.

1 Energy Efficency: IRSs require power to operate. It is necessary to find ways to
efficiently manage the energy consumption of IRSs in order to extend the battery life
of drones or other platforms on which they are installed.

1 Security and Privacy: Using IRS can pressstturity and privacy challenges. There is
a risk of unauthorized access and manipulation of IRS, which may affect the integrity
and confidentiality of communication networks.

It is important to note that these problems are currently an area of actescresand
development. As IRS technology continues to develop, many of these challenges are
expected to be overcome through innovation and advancements in wireless communications
and dronesThese are just some of the possibilities of using loD, IRBarcontext of Aerial

Base Stations. Advances in drone technology, wireless networks, and reflective materials are
paving the way for innovation in this area and can bring significant benefits to the provision
of communication services in a variety of eoviments.
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Abstract

The escalating demand for privacy is promptly reshaping enterprise IT security in accordance
with industry best practices. While smaities advocate privacy as a core concern from both
ethical and economical perspectives, authors of the paper, working as IT security consultants,
have been witnessing outdated, insecure and impractical trends in using VPN as a primary
security factor. Th@aper aims to outline the key weaknesses of the VPN approach as well as
to propose an alternative perspective based on the current best practices and researches.
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Introduction

Enterprise IT Security represents the best balance between highly secure systems and
personal accounts.Traditional piecemeal, singlayer, singledimensional security
approaches are no longer adequai®.organizations with the highest security requieeis,
userfriendly concept is highly disregarded in order to protect sensitive data. The system
enables account access only from highly secure locations/ devices and protected networks. In
the era of cloud computing, this scenario may appear as a regrassihe users are limited

by security regulations which affect productivity. Even in these kinds of systems, security
breaches are possible and can happen from time to @areexperience has shown that the

ideal solution does not exisut based on thbest practices, Enterprise IT Security is the
closest to the ideal one.
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On the opposite side, we have private users using different SaaS applications, globally
available from the internet, protected merely by a weak password. Some services are
enforcingcomplex password rules or an additional authentication factor, but it can negatively
affect the demand of the application so it:¢
requirements. As most of the users are not educated on IT Security topicsy en h and, it
required to offer new security solutions, both fast and user friendly, while on the other hand,

it has to enhance the security level. As the -batinced system, modern Enterprise IT
Security offers highly effective and ender friendly seurity solutions which can combine

user friendly processes with the optimal security requirements. The experience can help
utilize the best practices from the industry and incorporate it to wide variety of end users
(both private and corporate) in order ashieve optimal security towards user friendly
environment ratio. New malicious attacks and breaches enforces Enterprise IT to keep up
with the challenging market, bringing innovative solutions and changes which creates new

best practices and new approagh

Using VPN as a reliable security factor can cause damage and the tendencies in the industry
should lead towards different approaches. Looking from this perspective, we should
acknowledge that the best practices applied in Enterprise industry sleoalddbbecome a

new standard for personal account too.

Historical perspective

Before entering the Cloud era, access to enterprise apps was mainly network based (local).
While being a part of a network, client got assigned specific access permissionswetach
based on | ocal | P addresses/ | ocal domai ns
be externally accessed, managing who can be a part of the internal structure was efficient
enough in keeping unwanted players out of the picture. New reaqnteniike higher

availability influenced demand for VPN solutions where the end user could utilize the
benefits of being a part of a local network from any physical location. Additional benefit was

in fact that VPN is encrypting traffic which means tha dhances of getting data intersected

were lower.

New tendencies

With commercialization of cloud technologies, the Enterprise IT Security focus moves from
securing environment to strengthening of identiyM plays an important role in the case of

accesing important data The new concept is insisting on secure Authentication and
Authorization by utilizing a set of signals like device status, IP or physical location, to

aut henticate the validity of the i aclhmuagr ds
behavior which can be helpful in understanding the situation, for example, if the same
account logsn from two distanced places in a short period of time, the system will recognize

it as a potential risky sigim (impossible travel). Based et of signals, the system will

make a decision whether to let the user sigrreject or append additional authentication
methods.
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A robust authentication method is needed to protect online user accounts and data from
cyberattacks.In authenticatiorcontext,there are various factorfor verifying an identity
and it is based on three main groups:

1 Something you know mainly alphanumerical password. This is not the strongest
security method and new tendencies are going towards passwordless authenticati
Still, even if any sort of password is still in use, the complexity of itself should be
configured.

1 Somethingyouhavei t 6s usually a hardware token or
carry security certificate (mainly PKI). New tendency is one of the authentication
apps which simultaneously check something you have and you are.

1 Somethingyouarelnmost of the cases, wedbdre talkin
recognition.

The goal is to use these factors based on the situation complexity in order to reconfirm the
identity securely with the fastest anntd easi
mention that a significant number of industry leaders are still using VPN in this context. The
most common method is to follow I P address
whitelist of IP addresses which can access an app. If thaipagians whitelist only the VPN

IP address, only sigim attempts from VPN will be considered safe and be passed through.

This state can be considered as a hybrid in
environment s, t o wa ntdosstreBscthabtiuedend. solutian dvisere iwengreo r t a
having pure cloud environment, should not rely on VPN. Zero Thrust model is highlighting

this in one of the main principlési Never trust, always verifyo

As stated, new security tendencies are moving away tonsidering VPN to be used in
order to upgrade safety and cloud services are less and less dependent on network/server
infrastructure. Apart from the security aspect, cloud is offering additional advantages:

T From t he r edundan cegsy tp set asditienal instanees whichtcans v e r
offer continues availability of the services. For example, Microsoft is offering-Zone
redundant storage with availability at least 99.9999999999% per year. This
percentage can hardly be reproduced with privatérigpef data centers, especially in
network environment.

91 Additional flexibility can be found in form of scalability. Unlike in case of hosting
hardware infrastructure, cloud infrastructure can easily be changed and adapted to the
latest needs. For exampliemand of a web service can vary based on the time of day
so additional instances can be added or removed and even set to scale automatically.
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With the facts that cost efficiency is usually a way better and deployment is quite easier, we
can concludéhat in most cases, cloud environment represents better choice comparing to on
prem network infrastructure.

Enterprise context example

Enterprises need to foresee and account for possible risks, threats, vulnerabilities, and
mitigation strategies befonesing cloud computingrhe main goal of IT security is to protect
access to sensitive data. The complete infrastructure typically relies on applications to
provide connectivity. To be able to communicate with the database, application will send
different HTTP requests to get, change or delete existing or add new information. This
connection is relatively static and therefore easy to protect. Moving backward towards the
end user, application also receives HTTP requests from the client. In case of web
applications, the client is usually browser based and can be access via internet.

When considering IT identity, the key part is in authenticating end user to the app. In order
to make the process easy, enterprises will usually use different identity proVidergoal is

to reconfirm user authenticity by authentication process and for the next step, issue the token
which will be attached to the request and used to confirm authenticity of the user to the
application.Through the use of a message token and an authentication key, verification of the
token ensures the authentication of the sender and the integrity of the message

. IAM provider
: \\O\'\
sutnente
. oxen
Client L
HTTP r
GQUGSt Wit —
h tokep, Application

Figure 1- Token flow

Apart from authentication process, the identity provider can also work on authorization.
When the identity is confirmed, the provider is deciding on which changes the account can
do. For example, upon authentication, an end user will be able only toheedatta, but if

authenticating as an admin, the rights will be given for both read and write. This is the
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simplest example and on the enterprise level, we have a lot of different permission levels
based on the requirements, for example: access toetiffapps, option to update internal
infrastructure settings, etc. This refers to a security question which is an important zero trust
related topici Least privilege access. The idea is that the accounts are having the lowest
privileges to perform the dgi tasks. Together with Least privilege access, Zero trust is
proposing Just in time concept which is widely accepted in the modern enterprises. Applied
to the example of administrators, the accounts will be able to ask for admin privileges for a
certain riod of time. Upon acquiring the approval, the user will be able to perform admin
tasks.

Least privilege access and Just in time concept are the most important part of Attack surface
reductioni the strategy to minimize exposed vulnerable points.

Safesigni device based example

Upon sending the request, identity provider will check the device status. In case the device is
trusted, authentication will be confirmed. Based on the action, the user will be allowed to
access for the low risk actions or proted for additional authentication factor to complete
sign in process. In case of not trusted devices, additional authentication factor will be
prompted for the end user actions while, due to the device status, the attempt will be rejected
for high risk (@min) operations.

High risk action Force
(admin) MFA

Low risk action 4
(end user)
High risk action &
(admin)

Low risk action Force
(end user) MFA

Trusted device

Sign in request

Unknown device

Figure 2- Sign in flow
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Applying best practices to personal accounts

Personal accounts in smart cities should be related to one identity object on one side and
multiple services on the other. Due to the high number of diffesentices, grouped in

different security categories, we can easily apply the same practices from the enterprise
environments. I n the context of services, Wwe
related to fun and entertainment like gym accesspabtic transport. For these apps, security
requirements are low as not a big damage can be produced in case of unauthorized access. On
the other side, apps likelbmnking, access to the account information settings or health
applications containing sensi health related information requires additional protection

level.

VPN role

Considering smart cities will utilize cloud environment along with cloud security practices,
VPN role is losing on its importance. The key VPN roles will be listed below along with how
Aicl oudd can address t hem:

1 Tunneling: Two instances communicating opeablic network using tunneling
protocols and encryption. Cloud is offering several encryption forms including Data at
rest, Data in transit and Ent to end encryption which is the most suitable for this case.

1 Remote access: Internal network functionagditgessible globally. Instead of using
net work accessible apps, Acloudo approach
offering services like web apps in order to enable global access to the resources.

9 Access policies: The policies can determine who caesascwhich resources. With
cloud Identity and Access Management, this can be achieved with same or better
granularity level.

Based on the listed cases, cloud environment can successfully address majority of VPN roles
by using cloud based solutions andtecto | ogi es i f wedre referring

In a personal account context, access situation is even less suitable for VPN use. It can even
be counterproductive. For example, if we want to follow the IP based location signals in case
of high security applications like-lganking, using VPN would prewt us to track the real
source IP address of the user.
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Conclusion

Historically speaking, VPN has a major role in gaining secure remote access to the internal
enterprise applications and services. Before the cloud era, network based environment was a
common choice for work and, using VPN can be considered as an early form of remote
workspace solutions.

In the Smart City context, cloud can be characterized as the core of the IT infrastructures.

The most common VPN roles from both security and functiynpérspectives can be easily
addressed by other modern services and functions in the enterprise context. From the personal
usage perspective, thereds even | ess space |
of network requirement and related remaiinctionality servers, the conclusion is that Smart

Cities should direct IT development towards cloud solutions and strong identity in order to
achieve higher functionality and security level.

References:

[1] Liu, S.; Sullivan, J.; Ormaner, J., A priaet approach to enterprise IT security. IT
Professional (2001), 3(5), B82. doi:10.1109/6294.952979

[2] Fumy W., Sauerbrey J., Kornprobst S., Pillmaier R., Wildgruber R., Hribernig G.,
Weinzier| P. ., € O6Reilly S. E rConeeptp, Practical S e c u
Experiences, Technologies, Siemens, Berlin and Munich, Germany (2013).

[3] Singh, C., Thakkar, R. and Warraich, J. IAM Identity Access Managémiemntortance
in Maintaining Security Systems within Organizations. European Journal aidemgg and
Technology Research. 8, 4 (Aug. 2023), i 3B
DOl:https://doi.org/10.24018/ejeng.2023.8.4.3074.

[4] Nader Abdel Karim, Hasan Kanaker, Waleed K. Abdulraheem, Majdi Ali Ghaith, Essam
Alhroob, Abdulla Mousa Falah Alali, Choosing the right MFA huet for online systems: A
comparative analysis, International Journal of Data and Network Science (2024)

[5] Shakir Ullah Shah, Faad-Hadi, Abid Ali Minhas, New Factor of Authentication:
Something You Process, International Conference on Future Conmapadt€ommunication
(2009)

[6] Steve Turner, David Holmes, Chase Cunningham, Jinan Budge, Paul McKay, Andras
Cser, Heidi Shey, and Merritt Maxim, A Practical Guide To A Zero Trust Implementation
Roadmap: The Zero Trust Security Playbook, Forrester (2021)

156
ISBN: 978-86-6461:-074-2



ALFA BK UNIVERSITY

FACULTY OF INFORMATION AND COMMUNICATION TECHNOLOGY B K @
FACULTY O F COMPUTER SCIENCE &/
Proceedings of Conference Alfa BK Univerzitet

[7] Mina Nabia, Maria Toeroeb, Ferhat Khendekc, Availability in the Cloud: State of the Art,
Journal of Network and Computer Applications (2015),
http://dx.doi.org/10.1016/j.jnca.2015.11.014, 2.

[8] https://learn.microsoft.com/ems/azure/storage/common/sigeaedundancy#zone
redundanistorage, 20.02.2024.

[9] Arjun Reddy Kunduru, Security Concerns and Solutions for Enterprise Cloud Computing

Applications, Asian Journal of Research in Computer Science (2023), DOI:
10.9734/AJRCOS/2023/v15i4327

[10] Chai K. Toh Security for smart cities, IET Smart Cities (2020), 10.1049/iet
smc.2020.0001

[11] X. Chen, W. Feng, N. Ge and Y. Zhang, Zero Trust Architecture for 6G Security in
IEEE Network (2023), 10.1109/MNET.2023.3326356.

[12] Steve Turner, David Holmes, Chase @umgham, Jinan Budge, Paul McKay, Andras
Cser, Heidi Shey, and Merritt Maxim, A Practical Guide To A Zero Trust Implementation
Roadmap: The Zero Trust Security Playbook, Forrester (2021)

[13] Valentin Mulder, Alain Mermoud, Vincent Lenders, Bernhard Télgam, Trends in
Data Protection and Encryption Technologies, Springer (2022), https://doi.org/10.1007/978
3-031-333866

[14] N. Enomoto, H. Yoshimi, Chinryu Sai, Y. Hidaka, K. Takagi, A. lwata, A secure and
easy remote access technology, 6th A%aaific Symposium on Information and
Telecommunication Technologies (2005), 10.1109/APSITT.2005.203686

[15] Hamed, H.; AlShaer, E.; Marrero, W.,Modeling and Verification of IPSec and VPN
Security Policies. , IEEE 13TH IEEE International Conference on Networlodaist
(ICNP'05)- Boston, MA, USA (0609 Nov. 2005) 13TH IEEE International Conference on
Network Protocols (ICNP'05 (), 2b278. doi:10.1109/ICNP.2005.25

157
ISBN: 978-86-6461:-074-2



ALFA BK UNIVERSITY
FACULTY OF INFORMATION AND COMMUNICATION TECHNOLOGY B K @
FACULTY O F COMPUTER SCIENCE d

Proceedings of Conference Alfa BK Univerzitet

UDK: 351.777.81:[711.45:004.7
COBISS.SR-ID 148901385
DOI: 10.5281/zenodo.12614831
Review paper
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Abstract

Smart cities represent an innovative approach to urban planning and general infrastructure
management. Adanced technologies are used to improve the quality of life of all citizens.
Regardless of the promising aspects, implementations of smart cities, and even the very
meaning of the phrase MfAsmart cityo, face
consicerations. This paper gives some ideas about the weaknesses of smart cities. We
consider the subject of privacy, risks arising from security issues, digital divide (i.e., the types
of permanent distributions of people it can cause), dependences causedtéghtiology,
additional costs and necessary financing, the necessary regulations that do not exist, and
some standards that are in the process of implementation but are not mature enough. By
analyzing all the known aspects, we will emphasize the neeanfapproach that includes
authorities, industries, academic communities, and, of course, all other citizens. We will try
to disclose some suggestions that can serve as an initial strategy or initial guidelines for a
better tomorrow. Without such effortsmart cities would not be able to become
technologically advanced and at the same time to be sustainable and resistant to the
challenges of the future.

Keywords: smart cities, challenges, weaknesses, security approaches.

Introduction

With the development of technology, digitalization, the growth of the Internet of Things
(IoT) and big data, smart cities have started to develop. All this development has happened in
the last few decades. Big cities began to use smart solutions as the techihelogimes more
available and affordable.
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The development of smart cities began in Los Angeles in the late sixties and early
seventies of the last century [1]. The data were collected on traffic density, pollution levels,
and social tensions throughouethity, and in order to make people's lives easier, projects
were initiated to improve public transport and reduce air pollution. This project is called Los
Angeles Cluster Analysis [2], [5]. That was probably the first time the idea of a smart city
wasde el oped, although the term ASmart Cityo h

In 1994, Amsterdam was the first to create a virtual city. Inspired by those events in Los
Angeles and Amsterdam, the idea of creating smart cities came about. The idea of smart
cities hen continued to develop, technologies developed at a high speed and ideas just kept
coming.

AThere are five main components that are es
information and communication technologies, buildings, utilitiesd anfrastructure,
transportation and traffic management, and the city itself. A technically smart city refers to
the cooperation between management institutes and public and private foundations for the
implementation and application of loigrm computeried platforms that are imposed using
modern technologies, electronic facilities, networks and intelligent degisiding
met hodol ogy. o [ 3].

Important aspects to consider

When considering smart cities, although they offer many advantages, there asertaso
weaknesses and challenges to consider:

1. Data privacy. Smart cities generate large amounts of data through sensors, smart devices,
and network infrastructure. Protection of data privacy becomes crucial, and insufficient
protection can lead to mise or unauthorized access to sensitive information of citizens.

2. Security. Given the interconnectedness of many systems in smart cities, there is an
increased risk of cyber attacks. In particular, such attacks, e.g. hacking traffic systems, energy
infragructure or communication networks, can have serious consequences.

3. Digital divide: Smart cities can widen the gap between those who have access to
technology and digital resources and those who do not. This can lead to an increase in social
inequalitiesif digital innovations are not implemented in a way that is accessible to all
citizens.

4. Dependence on technologyDependence on technology in smart cities can lead to
problems if there is a malfunction or interruption in the network. For example doreak in
public transport systems or energy networks can have serious consequences for citizens.
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5. Costs and Financing Implementing smart technologies can be expensive, and cities can
face the challenge of securing sufficient funds to finance thesectwoleack of financial
resources can limit cities' ability to realize their smart visions.

6. Regulation and standardization The lack of clear regulation and standardization can
hinder interoperability between different systems and technologies in strest This can
create problems in managing and integrating different aspects of smart infrastructure.

7. Disaster resilience Smart cities should be resilient to natural disasters and crisis
situations. Lack of adequate emergency planning can lead tuseronsequences in the
event of floods, hurricanes, earthquakes, or other unforeseen events.

Data privacy

In everyday life, people living in a certain city have certain opportunities to take advantage of
smart cities. There are solutions that cover more than one city and village and there are
solutions that cover only certain territories. With each such peimaft system, there is also

a circle of users who are able to use the system. As an illustrative example, we can take the
system of electronic verification of electricity consumption.

The whole of Serbia can have access, but, of course, with geetsional data limitations.
In order for a user to be generated and later to use the system, they need to expose their
personal data to the threat that someone else finds out their personal information, such as
information about the address of the housglaold the unique personal number in which the
household is registered. All these data are kept in the same database. If someone were to get
access to those databases, they would have a very large database of consumers throughout
Serbia. Such systems andherts that require the user to be identified using personal data must
be very careful to protect the privacy of the data. The entire system is exposed, and used via a
desktop/laptop computer, and also on smartphones and tablet devices. Keeping that data
private is of great importance. Any leakage of information from their system may cause the
privacy of its users to be compromised. The lack of seriousness in the understanding of
privacy protection can lead to misuse of data. The next place is occupieddysyisat are
specific to cities, such as administrations that keep a database about companies, about taxes,
about insurance, or basses connected to certain services.

In addition to the mentioned systems, which have been built and are planned tbeuse,
infrastructures used for inspection and control of the city are also planned. These include
various sensors, for example to turn on street lights, street cameras, traffic lights that are
controlled and connected to the internet, and many other exanipksall generate a lot of
data about people moving around the city, and in addition to digital traces, they also leave
space for tracking individuals. It is important to note that any unauthorized use or abuse of
these systems directly causes a threatrte's privacy. We refer the reader to [6] for more
details on this topic.
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Security

In addition to compromising privacy, it is also important to consider security. The security of

a system guarantees us users, or observers, that we feel safer andaiteahoteafraid at all

times that are privacy will be breached. The whole background of safety and security of smart
cities is observed in a wethown principle. It could be said that the security of smart cities is

only as strong as the weakest secucitynponent contained in the whole concept. In other
words, regardless of the higgvel security coverage, the architects of such systems must
provide and map cases that are possible due to access to the system by external factors. One
of the strategies tbreak into various systems used by practitioners is to bypass system
security using security cameras.

Safety must be taken seriously, so that it is mapped so as not to allow many omissions in
construction [7]. This proved practical when we look atgtevious period. There have been
a couple of intrusions of infrastructure systems by hackers into some of our infrastructure
networks, state systems and also some cities were attacked, as well as in other countries [4].
If there is room for manipulationhére is an increasing chance that hackers will use it. One
of the examples of such an attack is the used system component, which was subject to
manipulation. They took advantage of the vulnerability of a component in the system and
used it to make a bacl@ind/undetected access, as well as to gain unauthorized access to
some data. Another approach that was very significant is when the workers inside a company
decided to connect to the network differently (by moving the LAN cables from the router to
the conmction in the company wall), so as to bypass the controlled network and expose the
internal system to the outside world. It is for the same reason that human beings are often
considered the weakest link. It is very important to hold security trainingcim isgportant
companies, in order to prevent steps that could threaten the data security of all citizens or
citizens within a local community.

The digital divide

Weak points of smart cities can occur for various reasons, one of them being the digital
divide [8], which can be present on several levels. It is not a division caused by direct
selection, but by the possibility that exists in the current moment. As a parallel example, we
can cite cities where the infrastructure is still expanding, so some haessato
gas/sewerage, and some are still waiting for their part of the city to be built.

At the first level, the digital divide can refer to the lack of access to technologies and
digital services among the population. This can create inequalitiex@ssato information,
education, health services and other key resources. These inequalities are also shown due to
the territorial coverage of the city's infrastructure. Some parts of the city have more health
facilities than others, so in one place pasenill be able to choose which location they go to,
while others will be forced to go to a specific facility and be on the waiting list for a much
longer time.
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At another level, the digital divide can refer to inequalities in the quality of digital
infrastructure between different parts of the city. For example, some parts of the city may
have faster and more stable internet access, while others may suffer from slower connections
or even no access at all. This can happen with cable television, evgh gmueone wants
the services and to watch what's happening on some specific channels, but they don't have the
opportunity due to infrastructural barriers. Due to geographical destinations, the signal of
telecommunication operators also forces the usespieaific operator and does not give the
possibility of choice.

Lack of digital literacy can also be a weak point, especially among the older population or
among those less trained in the use of digital technologies. This can limit citizens' ability to
take advantage of smart city solutions and services. Sometimes some services are available
only through web presentations, but without knowledge about it or sufficient digital literacy
and boldness to use the same, individuals are not able to take gdvahtae good sides of
the technology.

Let us take as an example the more frequent frauds that happen on the internet. Someone
who is not trained well enough can compromise their privacy, even their security, if they
share too much information on thhaernet. This is how they can suffer financially, send
details that lead to additional charges for services at banks, mobile operators, and also pay for
services they don't even use.

Addressing the digital divide requires comprehensive strategiesnitiatie improving
access to technologies and digital services, infrastructure development, as well as education
and awareness of digital tools and resources. These efforts can help build more inclusive and
sustainable smart cities.

Dependence on technolyy

The concept of smart cities has attracted great minds, who organize competitions with smart
city ideas called "Smart city challenge”. There are various articles comparing their introduced
innovations [9]. Do all these technologies help or harm?

By introducing new technologies into any aspect of our lives, we must be prepared to learn
something new, to adapt to new details and to accept them. Is it a difficult step to perform? Is
it a benefit to a certain city that there is automation of some protass®@ay of functioning
of a city includes various other factors and how it will turn out later is not known in advance.
In the article [10], smart works are mentioned as modern experiments.

Large projects in cities mostly require changes in infrasire. In this aspect, this
includes technological difficulties. To begin with, is it sustainable to develop and maintain a
ready system. If it is subject to some vulnerabilities, it must be reacted quickly. In the later
period, large unnoticed risks magpeear due to the fact that introduced innovations or a new
solution may bring unforeseen additional problems. In addition to all this, cities need to know
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how to react to such problems in a timely manner, which can drain the budget, human
resources, or ifust happens that there are simply no capacities to cover these technological
deficiencies. Projects in development fail due to wrong or insufficiently detailed planning,
some such "l want to be a smatrt city" cities can fall victim to it.

Costs andfinancing

We have already touched on the question of financing in the previous part, but now we will
go into a little more detail. As much as it is necessary to find qualified personnel for the
construction of smart infrastructure, it is also necessadgtiermine in advance how much is
needed or how much can be allocated financially. Some projects require even up to 50
million dollars [10]. Google has predicted more than 10 trillion US dollars in US cities by
2032. Justified or not, it does not change fie that the price and costs are determined by
how smart they want the solution to look, how much geographical area it must cover, whether
there is already a stable connection that can be use or should create a new infrastructure for
the same. The finamg calculation can be evenly expanded due to territorial coverage, but it
can also be exponentially increased if the requirements in the plans are too difficult to
achieve.

The value of investments at the moment is expressed, at the world levdlipimspthere
are data from 2023 that say that the investment is worth over 190 billion. The period of covid
dictated the introduction of new innovations around the world, and thus the breakthrough of
large realizations of investments in smart cities juthp®hen we look at the whole situation
of progress, we can use a few words like super computer and artificial intelligence. Super
computers would allow us to develop technology even faster, but certainly, the pace at which
people can adapt to it will slodown. When we look at the prospect of artificial intelligence
combining into smart cities, the current knowledge around artificial intelligence does not
inspire confidence that we can let artificial intelligence make its way into everyday lives,
even thouy the ultimate goal is to achieve such solutions. We believe that there are no
experts who could, with a small deviation threshold, even estimate the costs and predict the
financing planning for projects of this type.

Very interesting statistics [11fkicovered and collected on the internet, we often come
across contradictory data among various articles.

Regulation and standardization

At this stage of development, there is no industry standard-calleml best practice of what

and how to introduce grerform processes in smart cities. It would not be difficult to draw a
parallel in general and draw a conclusion from the IT sphere/area, but this still requires the
engagement of experts who are capable of establishing the same.

Various open source ots can be applied, but maybe that's what brings privacy or data
security into the system. Data collection must be developed in a transparent but secure
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manner. This includes anonymization, data encryption and privacy protection [12]. In order
to preserveeompatibility between different systems that are connected, standards help us to
connect these parts [13]. Systems often require specific setup even though their purpose of
existence is universal. Concepts such as nature conservation, energy efficiesy, wa
management and transport are included through standards and regulations. All in all, they
have to indicate and coordinate in accordance with the needs of the residents and the
community.

Disaster resilience

This aspect seems like a rsmimportant iem, but in reality it is very important. Plans for

the same can be different and mostly depend on territorial threats and risks of natural
disasters [14]. Cities that are exposed to such risks must have a system that enables quick
recovery and a subsystethat knows how to react in case the main system encounters
problems. Let us just imagine situations when hard disk warehouses in Japan were destroyed
due to the tsunami and the supply of them stagnated for a while, because the factory was not
ready to reten products in such cases. Smart cities can spread important information, so they
must not allow a blockage or a major break of the smart city to happen [15]. They have to
come up with a strategy that will be activated when some natural calamity or rdisaste
progress, if only to save the data before it is lost forever.

Conclusion

We are facing an era in which we will witness great technological discoveries, but we must
also be aware that some discoveries do not serve humanity positively. Smart city systems
help us improve the quality of life, improve the efficiency of public sessionanage
resources more efficiently, and preserve our environment more successfully. Without the
support of the smart city system, all urban environments would not be able to function and
the entire city system would collapse.

It is very important tgpay attention to the weak points of smart cities in order to avoid
some risky situations when the entire system may break. The privacy of citizens, data security
must be respected, the necessary expertise must be introduced with detailed planning, the
standards of the IT sphere must be established and monitored, and the future of the same
must be projected/planned. With a lot of attention and effort, all these necessary items can be
done and complied with, and also prepared for future challenges.

New inventions have always been needed, this is how humanity has always been built and
this is how nature and evolution dictate.
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INTRODUCTION OF THE USE OF ARTIFICIAL INTELLIGENCE IN
THE PRODUCTION OF CHICKEN MEAT AS A NECESSARY NEED
OF THE INDUSTRY SURROUNDING THE SMART CITY
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Abstract

The use of artificial intelligence (Al) in the production industry can be extremely useful in
several ways, starting from primary production itself, through fattening broilers, and at the
end of the meat production process itself, which includes slauggpterooling, cut ups,
measuring and packaging, transportation. Artificial intelligence can contribute the most
through optimization of the production process, control of the production process, quality
control, predictive maintenance, robotization, impraeat of supply chain management as
well as product personalization. When it comes to the complete cycle of chicken meat
production, nowadays complete robotic solutions are available for each of the mentioned
processes. Man only has the role of operatauith solutions. | am of the opinion that with

the help of Al the human as an operator can be replaced and, in that way, get a far more
efficient system and use a fully automated production process. In short, artificial intelligence
has the potential to impve various aspects of operations in the meat industry, from
production and product quality to supply chain management and customer satisfaction.

Keywords: Optimization of production processes, Robotization, Quality control, Predictive
maintenance, Imprement of supply chain management, Personalized products

A smart city is an urban development concept that uses information and communication
technologies (ICT) and the Internet of Things (IoT) to improve citizens' quality of life,
resource efficiency,ustainability and interaction with city infrastructure systems.

The main goal of smart cities is to use digital technologies to improve various aspects of city
infrastructure and services, including.
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Transportation

Smart cities use technologies such amrs traffic lights, traffic and public transportation
sensors, and smart travel planning applications to improve transportation efficiency, reduce
congestion, and reduce emissions.

Energy efficiency

By implementing smart grids for electricity distributiosystems for managing energy
consumption in buildings and using renewable energy sources, smart cities aim to reduce
energy consumption and increase sustainability.

Resource use

Smart cities use technologies to monitor and manage water consumptien maastgement

and recycling to reduce the amount of waste they produce and use natural resources more
efficiently.

Management of public services

The use of digital platforms and applications allows citizens easier access to public services
such as healthare, education, waste management and security.

Smart buildings and infrastructure

The integration of sensors, devices and control systems enables smart management of
buildings, lighting, water systems and other infrastructure to increase the efficieticy an
comfort of citizens' lives.

Smart cities use data and analytics to make informed decisions and improve the experience of
their citizens. This concept aims to create sustainable, innovative and inclusive urban
environments that can adapt to the needbeif tnhabitants and future challenges.

AUTOMATION OF BROILER FARMING
Broiler breeding is a complex process that requires precise management in order to achieve
high efficiency and product quality. Artificial intelligence is increasingly being used in this
sector to automate various processes and improve production performance.

Nutrition management

One of the key elements of successful broiler breeding is optimal nutrition. Artificial
intelligence systems analyze large amounts of data on nutrition, bpilglity and
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environment to generate customized diets for each turn. This enables more efficient use of
feed and improves the growth and health of broilers, as well as uniformity in the average
weight of broilers, more precisely, the occurrence of stcatifin as little as possible.

Broiler health monitoring

The use of sensors and cameras in combination with artificial intelligence algorithms enables
constant monitoring of broiler health. Systems can detect signs of disease, stress or other
problems in broilers based on their behavior, body temperature or piiysiological
parameters. Such early detection enables quick intervention by veterinary experts and
prevents the spread of disease among the flock.

Optimization of environment management

Artificial intelligence is used to precisely manage environmentaiditions in broiler
breeding facilities. This includes controlling temperature, humidity, lighting and ventilation.
Artificial intelligence algorithms analyze data on external conditions, broiler condition and
system energy efficiency to automatically wslj environmental parameters and ensure
optimal conditions for broiler growth and wleing.

Advantages

Increased productivity. Automation of broiler farming with the help of artificial intelligence
leads to increased productivity and redupsatiuction costs.

Better quality control. Artificial intelligence enables precise monitoring and control of
various parameters that affect the quality of broiler meat.

Reducing the risk of disease. Bird health monitoring enables early disease detectmpicand
response, which reduces the risk of epidemics and improves flock welfare.

Challenges

Technical challenges. Developing reliable artificial intelligence systems for analyzing and
interpreting complex reakorld data is a technical challenge.

Ethics anl Morality. The use of artificial intelligence in animal farming raises questions of
ethics and morality, particularly in relation to animal welfare and consumer rights.

High implementation costs. Implementing Al systems can require significant invesiments
technology, staff training, and farm infrastructure changes.

Selection of genetic lines. Using artificial intelligence to analyze genetic data can help
breeders select genetic lines that have the best characteristics in terms of rapid growth, feed
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to-meat conversion and disease resistance. This can lead to the breeding of broilers with
improved genetic characteristics and better meat quality.

ROBOTIZATION AND AUTOMATION OF
THE PRODUCTION PROCESS

Artificial intelligence can be used to manage autoch&aughter systems. Algorithms can
control slaughtering and meat processing machines to ensure precise and efficient operations,
minimizing errors and meat damage.

Artificial intelligence can manage the following production lines.

- slaughter line

- line of evisceration

- cooling line

- cutting and boning line
- packaging line

Slaughter line

By constantly adjusting the equipment such as the stunner, the killer machine, the scalder, the
plucker, better meat quality can be achieved due to faster and more efficieasging.
Bleeding time, as well as steam/water temperatures during scalding are one of the main
elements when it comes to product shelf life.

Evisceration line

Depending on the size of the poultry carcasses, each of the machineswistbeation line

can be adjusted so that processing is as efficient as possible. The quality and cleanliness of
the inside of poultry carcasses is also one of the key factors when it comes to the length of
shelf life of chicken meat.

Cooling line

By adjuging the operation of the evaporator depending on the size of the poultry carcasses
and external ambient conditions, higher energy efficiency can be achieved. By using thermal
cameras, the fan on the evaporators can be accelerated or slowed down orrectoffu
depending on the temperature of the poultry carcasses that are in the cooling process, for the
sake of greater energy efficiency.

Cutting and deboning line
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With scanner cameras, the knives on the cutting line and the deboning line can bd &aljuste
the anatomy of each poultry carcass individually. In this way, a higher quality product is
obtained, and a greater yield is also achieved.

Packaging line

1. Automatic Sorting and Packaging. Al can operate automatic sorting and packaging systems
for meat based on various criteria such as size, weight, shape and quality. Machine vision
algorithms analyze the visual characteristics of the meat and automatically sort it into the

appropriate categories, increasing the efficiency of the packaging process.

2. Optimization of packing layout. Al can use optimization algorithms to determine the
optimal packing layout in boxes, containers or transport pallets. This includes maximizing
packing capacity, minimizing waste of space and ensuring even weight distribufirevent
damage during transport.

3. Monitoring the quality of packaging. Al can use sensors and cameras to monitor the
quality of meat packaging. For example, algorithms can analyze the integrity of packaging,
the presence of damage or irregulariiiepackaging, as well as the correctness of product
information labels. This enables automatic detection and correction of packaging problems
before products reach the market.

4. Inventory monitoring and management. Al can analyze data on demand, invamdor
consumption trends to generate accurate forecasts and recommendations for inventory
management. Based on these analyses, manufacturers can optimize inventory levels, reduce
storage costs, and reduce the risk of shortages or overstocks.

5. Determiningthe right packages for each customer. Al can use personalized algorithms to

determine the right packages of meat for each customer based on their preferences,
requirements and purchase history. This allows manufacturers to provide a personalized
experiene to customers and increase shopping satisfaction.

QUALITY CONTROL

Visual inspection of meat

Al algorithms can analyze visual characteristics of meat, such as color, texture, presence of
damage or irregularities, to automatically identify products tbatal meet quality standards.
Machine learning allows these algorithms to be trained on a large number of meat samples,
improving accuracy in identifying undesirable characteristics.
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Sensor quality monitoring

The use of sensors to measure various meataciegistics, such as temperature, pH value,
moisture content or the presence of microorganisms, enables continuous monitoring of meat
quality throughout the entire production and distribution process. Artificial intelligence can
then be used to analyze shdata and identify potential problems or deviations from
standards.

Automatic identification of defects

Artificial intelligence algorithms can analyze data obtained during the meat production
process to identify the causes of defects or irregularitieseXample, the processes that lead

to the appearance of bacteria or the oxidation of meat can be identified , thus enabling
preventive measures to be taken to prevent further problems.

Determining the categorization of meat

Artificial intelligence can be sed to automatically determine the categorization of meat
based on various parameters, such as parts of the carcass, the presence of gravy, insufficient
quality processing/cutting, etc. This facilitates the sorting of meat and ensures that the
products areorrectly categorized before they reach the market.

Regulatory compliance monitoring

Artificial intelligence can be used to monitor compliance with regulations and standards

related to meat quality. Algorithms can analyze data on the composition, safety and

nutritional value of meat to ensure that products meet all legal requirementualitg g

standards. Also, using Al, traceability from the farm to the final product can be followed.
EQUIPMENT MAINTENANCE

When it comes to the use of artificial intelligence for equipment maintenance in a poultry

slaughterhouse, it is crucial to highlighe following.

Predictive maintenance

Artificial intelligence can analyze equipment performance data to predict potential failures

before they happen. This enables preventive maintenance that reduces downtime and repair

costs.

Optimizing maintenance schedles
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Artificial intelligence algorithms can analyzata on maintenance history and equipment
performance to generate optimal maintenance schedules. This ensures that maintenance is
carried out at the right time, minimizing production interruptions.

Automation of fault diagnosis

Artificial intelligence cananalyze sensor data and visual information to identify potential
problems or irregularities in the operation of equipment. This allows for quick fault diagnosis
and more efficient troubleshooting.

Suggestions for optimizing equipment performance

Based ondata analysis, artificial intelligence can generate suggestions for improving
equipment performance or optimizing work processes. This enables continuous improvement
of efficiency and productivity.

Integration with monitoring and management systems

Artificial intelligence can be integrated with equipment monitoring and management systems
to automate maintenance processes and enabigmeainonitoring of equipment conditions.

Using artificial intelligence to maintain equipment in a poultry slaughterhcuseesult in
more efficient, reliable and economical operations, which contributes to the improvement of
the overall business.

SUPPLY CHAIN IMPROVEMENT

Artificial intelligence (Al) plays an increasingly important role in the supply chain, as it
enables prcess automation, optimization of operations and informed degisadimg. Here
are some ways that Al can be used in the supply chain.

Predictive planning and inventory management

Al can analyze large amounts of data on demand, sales trends, seasotiahyaal other

factors to predict future demand and generate optimal inventory management plans. This
enables businesses to optimize inventory levels, reduce storage costs and reduce the risk of
shortages or overstocks.

Route optimization
Al can use optinzation algorithms to determine the most efficient routes for transporting

goods. Based on factors such as distance, time, fuel costs, and traffic conditions, Al can
generate optimal routes that minimize transportation costs and delivery times.
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Quality Controls in the Supply Chain

Al can use sensors, cameras and data analysis algorithms to monitor product quality
throughout the supply chain. For example, Al can detect damage to products, monitor
compliance with quality standards, and identify potential jgrab that may affect product
quality.

Automation of storage and handling of goods

Al can manage automated storage and handling of goods systems to increase efficiency and
reduce labor costs. For example, Al can operate robotic vehicles for warehousimgiemd
preparation, thereby speeding up the process of preparing and delivering goods.

Supply chain risk analysis

Al can use advanced data analysis techniques to identify potential risks and recognize points
of weakness in the supply chain. Based on thislyars, businesses can take proactive
measures to reduce the risk of supply chain disruptions and ensure business continuity.

In short, artificial intelligence has wide applications in the supply chain, enabling businesses
to optimize operations, reducest® and improve service quality. This trend is likely to
continue as Al technology continues to develop and be applied in increasingly complex
applications

CONCLUSION
Improving efficiency
The application of artificial intelligence in a poultry slaughted®can significantly improve
process efficiency, reduce costs and increase productivity. Automating certain processes,
such as sorting, packaging and inspection, can speed up production and reduce the need for
human labor.
Quality improvement
Artificial i ntelligence enables more precise inspection and quality control of poultry meat.
Camera vision systems and data analysis can identify defects, damage or disease in poultry,
ensuring that only higlquality meat enters the supply chain.

Increasing safety

Automating and monitoring the poultry slaughtering process with the help of artificial
intelligence can improve worker safety and reduce the risk of workplace injuries or accidents.
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Technologies such as poultry handling robots can reduce the neglay&ical contact with
animals, thereby reducing the risk of injury.

Sustainability

Artificial intelligence can contribute to the sustainability of the poultry slaughtering process
through more efficient use of resources, reduction of waste and bettagenaent of energy
consumption. For example, optimizing meat cooling and storage processes can reduce energy
and resource consumption.

Innovation

The application of artificial intelligence in the poultry slaughterhouse opens the door to
innovation and pro@ss in the industry. Continuous research and development of new
technologies can lead to further improvements in the efficiency, quality and sustainability of
the poultry slaughtering process.

In conclusion, artificial intelligence has significant potent@ improve all aspects of the
poultry slaughtering process, from efficiency and quality to safety and sustainability. Its
comprehensive contribution to the poultry slaughter industry can lead to improved overall
operational excellence and market compaditess.
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Abstract

The potential application of smart technologies in libraries shouldebeeived first as a
strategy and, secondly as a software solution. The emphasis should be on improving services
and strengthening the library's and target groups' relationships. Also, smart technologies
should provide better working conditions and optenizusiness processes. Implementing
smart technologies represents a strategic approach to improving library operations, and the
main goal is to improve the quality of services provided. The new approach should encourage
activities such as promotion of lilsras, communication with existing and potential users and
maintenance of good business relations with associates and business partners. The
implementation of smart technologies shortens the time required for searching and locating
publications, monitoringhe book collection, and the movement of users through the library.

To improve efficiency, it is necessary to carry out a strategic implementation of smart
infrastructure in the library environment. Thus, the modern way of communicating with
library servie users involves using information systems, and technologies and integrating
computer and mobile applications.

The paper will present smart technologies that can significantly optimize business processes
within the library and improve communication ancenaiction with users of library services.

Keywords: smart technologies, library services, integrated library systems (ILS),
optimization of business processes

Introduction

Public libraries play an important role in providing equal access to informationmation
literacy and lifelong learning for all citizens. Modern trends and technologies are widely
present in library activity, and services, such as library web presentation, electronic
catalogue, database or access to the digitized library cofiecsioould not represent
modernization but should be an integral part of library busiri@ss.to major changes in
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lifestyle and habits, users of library services have less and less time to search the library
collection in the library building, so it is nessary to ensure adequate access to the library
collection and online resources. The best and most efficient way to enable this is through the
library's web presentation and online catalogue for searching the book colldotitims

regard, one of the mbsmportant processes in the automation of every library is keeping
adequate records of the needs and habits of users of library services. In addition, librarians
must accept the modernization of the library business not as a danger and threat tdytheir dai
activities, but as a necessary way to improve library activity.

Due to the complexity of applying modern technologies, many public libraries have not fully
utilized the advantages of library business automation and other technologies offered on the
market, primarily due to the costs incurred in the process of implementing and maintaining
modern information systems. On the other hand, libraries have the opportunity to take
advantage of advanced technologies thanks to the development of mobile and smart
technologies. Current technological trends represent great potential for libraries that can
optimize library operations by applying smart technologies. By implementing smart
technologies in integrated library systems, operations can be significantly impesed

with limited financial resources. The loigrm success of the library is only possible if the
users are satisfied with the quality of the services provided, and it is necessary to collect
information from different sources in ref@ine and store #m in a single database in order to
form a unique picture of the users' needs and their habits. It is necessary to use modern
technologies and tools such as mobile and smart technologies to obtain relevant information
about users to improve communicatioithithem.

Libraries as knowledge hubs

By following international standards and official guidelines, libraries are obliged to provide
users of library services with unhindered access to information and to actively participate in
the improvement of the services they provide, and they can onigvacthis based on their
habits and needs. One of the ways to improve the quality of library services is by applying
smart technologies in libraries. In particular, to enable users to access the resources and
services provided by the library in digitalrfo. Libraries are moving to a new way of
executing business processes thanks to the benefits offered by modern technologies.
Activities of librarians are now less based on the use of physical objects, such as books,
magazines and long library materialscéese the focus is increasingly directed towards
virtual ones, i.e. digital resources, such dmeks, digital materials, online courses, digital
journals, and more [1]. The main operating principle of modern libraries is based on the
paradigm that informtion circulates from the library to the user, but also from the user to the
library [2]. Modern libraries become places where librarians and users of library services
acquire modern knowledge and skills, formal or informal [3].

Electronic business in libraries

Improving existing and developing new technologies opens up opportunities for libraries of
all types and sizes to get closer to users of library services and to improve business processes
by implementing these technologies [4]. Op#img business processes is very important in

the process of improving the functioning of modern libraries. To provide better services, the
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library must first take into account the characteristics of users' needs that change over time,
and then, using avable tools, find the best way to satisfy their needs [5]. The modernization

of library information systems has undergone several transformations in the last few decades,
from systems that could only be used within the institution, through systems tleatisest

via the Internet, to today's systems that are used on mobile devices and those that are used in
the "cloud" [6]. Some of these systems are commercial and some are available for. free use
With the development of various technologies and the increaseedia capacity, the
technique of organizing and searching library material has changed and accelerated. In the
last few decades, libraries have been using computers to optimize storage, searching,
exchanging catalogue information about library unitadifig library materials in remote
locations, inventorying, interlibrary loan services, procurement, as well as other actions
necessary for thawlessfunctioning of library services [7]. The interest of libraries in the
application of computer technol@gi stems primarily from the need to improve the process of
circulation of library materials, which until the advent of computer systems was based on
manual data entry, which resulted in letegm and erreprone record keeping of issued and
returned publiations [8].

In the second half of the twentieth century, the global network became the basis for the
functioning of library services. A library information system has appeared that integrates all
the services provided by the library and unites them in®iotegrated library system. The
importance and role of these systems are reflected not only in increasing the efficiency of the
work of librarians but also in the establishment of standards that have a significant impact on
the further development of liary activities [9]. Afterwards, online databases emerged that
made it much easier for users to search the book collection [10]. In addition to the
aforementioned changes, there were also changes that, thanks to technological progress,
greatly facilitated e performance of daily activities, such as acquisition planning, sorting of
book materials, digitization, classification of the library collection and others. The newest
trend is the i mplementation of "Big datao te

Implementation of smart technologies in library business

The library business, together with information and communication technologies, is in a
period of rapid changes and constant development. The application of models based on smart
technologies in brary business requires changes in organizational processes, but also a
change in business strategy [12]. Smart libraries represent a concept that is inspired by the
research of suitable spaces and is a smart space developed in a library environment.
Regadless of the wide distribution in the professional literature, the difference between the
terms smart and intelligent buildings is still not clearly defined [13]. Smart spaces are defined
as environments that support stationary and mobile infrastructatecéim connect to the
Internet [14]. Smart libraries can also be defined as intelligent environments equipped with a
wide range of hardware and software equipment: readers, sensors, cameras, motion detectors
and other equipment [15].
In addition to the ws of sensors used to regulate temperature, humidity, lighting and other
living conditions inside the building, today many examples of the implementation of smart
technologies can be found in libraries such as [16] [17]:

A smart cards,

A smart shelves,
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A Ifsservice stations,

A systems for automatic sorting of publicat
A monitoring of the book c o Ddntficaton)on usi ng
A digitization of written material,

A systems for audio/video conferences,

A library virtualization,

A omational activities etc.

The main goal of implementing smart technologies in libraries is to increase efficiency in
working with users, improve services, reduce business costs, and more. Automation and the
use of seHservice stations can greatly helpanhieving the stated goals in libraries of all
types and sizes with the involvement of adequate financial resources [18]. In combination
with RFID technologies, these services offer additional security in the preservation of
publications and other type$ media found in the library collection, and at the same time
improve circulation and inventory processes, which opens up the possibility of allocation of
financial and human resources [19] [20].

This means that librarians get more time to carry out opnefessional tasks. The key
guestion here is whether the library provides adequate resources to its users. One way to
examine this is to compare the number of users who visit the library with the number of
publications issued. However, the problem is howecord those publications that are not
allowed to be taken out of the library, and no record is kept of their use. That problem can be
solved by implementing smart shelf sensors that will register the use of each publication and
thus provide more preasinsight into the needs of users of library services [21]. Smart
technologies can also be applied in other business segments, such as monitoring the
movement of users within the library to gain a better insight into the use of space, controlling
access tospecial departments such as special collections and conservation and restoration
departments, or controlling free seats in reading rooms.

RFID technologies

Currently, RFID technologies represent the standard in the field of application of information
and communication technologies in business, and they find practical application in transport
and logistics activities, improvement of productivity and saf2g}. In the initial stages of
implementation, RFID technology was primarily used in libraries &vemt the theft of
books and noiook materials. Unlike electromechanical and barcode systems, the RFID
system does not focus exclusively on the security aspect but is a tracking system that
combines security with more efficient tracking of library matetimoughout the library,
including easier and faster loading and unloading of shelves, and management of inventory
and other book and ndwvook materiald23]. It is a combination of technologies based on
radio frequencies and microchips. Information comd on microchips in RFID tags
attached to library materials is read using radio frequency technology, regardless of the
position or alignment of the object (the technology does not require visual contact between
the tag and the reader as with barcodbarietogy) and the distance from the tag to the reader

is not a critical factor. Security gates at the exit of the building can be up to two meters wide,
as the tags can be read at a distance of up to one meter on e§2#]side

The RFID system consists thiree subsystems (Figure 4):
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A An RF subsystem that performs identification and transactions via wireless
communication,

A a library subsystem consisting of computers that host applications that store, process
and analyze data collected by the RF subsystem (so that this data can be applied in the
decisionmaking process).

A library intranet, which connects all subsystems @& tiiganization for information
sharing purpos€4].

LIBRARY

SUBSYSTEM
RF SUBSYSTEM ‘L LIBRARY
SUBSYSTEM

Data processing
applications

i=

Web server

RF SUBSYSTEM ¢——————t—p Middleware Data base

Analytical system —

Library intranet

Figurel: Architecture of the RFID system

In most RFID systems, the RF subsystem is supported by the library subsystem if it consists
of middleware, analytical systems and network ser{2Bf The library subsystem consists

of a computer system and programs used to read the data stored omQhadRh addition

to the components that manage the readers and antennas, there are intermediary programs that
forward the data to the servers that host the databases and applications for their processing
[26].

The advantages and features of the RFIOesgsthat are characteristic of library business

are:

A Automatic checkin/check-out. The use of RFID reduces the time required to
perform operations in the process of circulation of library materials. The most
significant time savings can be attributed te tact that information can be read from
RFID tags much faster than from barcodes and that multiple items from the shelf can
be read at the same time. Enables multiple publications to be checked in/checked out
with a single scafR4].

A Easy login/log-out. Users are allowed to log in or out of the system themselves and
to charge or return one or more publications at a time, which significantly shortens the
entire process.

A High level of reliability. RFID tag readers are extremely reliable. Library RFID
systens in practice show a high degree of reliability when reading tags. With well
adjusted RFID systems, there are no false warnings, as was the case witkdebar
technology, because the system records the publication status on the RFID tag itself.
This is acleved by assigning the "theft" bit and depending on the publication status it
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Is activated and deactivated on the tag itself. If a publication is not properly borrowed
or attempted to be stolen, the sensor will register a "theft" bit at the output and
activate an alarm to alert the library staff.

A Quick inventory. A specific advantage of the RFID system is its reliability when
scanning publications on the shelves, without the need to physically touch or move
them. A haneheld tag reader can be moved quitéckly along the shelves and thus
collect data on all the publications on the shelves. Using wireless technologies, it is
possible not only to inventory the publications on the shelves but also to identify
publications that do not belong in that locationdeynparing the current location with
the actual location where the publication should be located.

A Automatic sorting of book material. Another feature of the RFID system that has
proven to be useful in the library business is the ability to automaticafty so
publications into categories, which makes it much easier to place returned
publications on the shelves. This operation requires a sorter that, based on the RFID
tag, sends the publication to a specific basket so that employees spend less time on
individual placement of publications and finding the appropriate E:glf

A Longevity of tags RFID tags last significantly longer than barcodes because they do
not need to be touched when scanned, nor do they need to be on the cover of a
publication when read.

( E@ SMART SHELVES /
SELF SERVICE \ I D

KIOSK
/ Book processmgl
w Inventory
1"

RFID .))))) RETURN 80X
SECURITY GATES READER e a\ mn-an)

Figure 2: Library services developed using smart technologies

RFID nﬂ]}) /

QR technologies

Although the implementation of QR codes is still underutilized in public libraries, their use is
increasing as librarians become aware of the potential that QR codes propidenoting

library services and connecting with users. Libraries can use QR codes when creating
materials for promotional and marketing activities. Their advantage is that they can be
generated in electronic and printed form, and the result is thatitited material acquires a
digital dimension. Users who find that the information generated by the QR code may be
important to others can share it with friends via mobile device, social media, email or print.
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However, one should be careful when choosingtrategy for implementing QR codes
because excessive use can lead to users losing interest in using them if the generated content
does not meet their expectations or takes too much[#8je The application of QR codes
can contribute to the improvement elations with clients, but before introducing these
technologies into the library environment, it is necessary to check the attitude of users
towards new technologies and familiarize them with the possibilities they provide so that the
strategy can bedapted to their needs and expectations in {28
Some of the advantages of this technology compared todola@rtechnology are:

A A QR code occupies a smaller area,

A more information can be placed on the QR code,

A it is compatible with smadevices,

A simple way to create and read content,

A can be read when a piece of code is damaged,

A it can be used for different purposes and on different types of materials (paper, plastic,

fabrics or in digital form).

Op40
I

[=]

Figure 3: The QR code example

Due to th& functionality and mobility, QR codes provide the possibility of connecting
physical spaces with electronic resources, facilitating communication and access to
information for those who use mobile devices. It can be as simple as using a QR code to
connet the user to a specific library service, resource, or information or placing a QR code
that connects them to a form for booking seats in the reading[&8&}m

NFC technologies

This technology represents a form of sharige radiofrequency technologiewireless
communication and contactless smart card technologies. They provide an active reading of
data from a distance or close proximf80]. Communication between two devices can be
realized by their mutual contact or by bringing them near each other.

The advantage of NFC technology over QR technology is that QR codes can only be read,
while devices that support NFC technologies can receive and send data. NFC devices can
operate in three different modes:

A Reader/Writer mode - An NFC device can functioas both a reader and a transmitter.
This mode of operation refers to communication between an active NFC device and a
passive NFC tag.

A Peerto-peer mode- in this mode, the devices are connected wirelessly to exchange
information in a controlled manndn addition, the NFC device can be connected to an
external resource via the Internet.
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A Emulation mode - in this mode, a smartphone equipped with NFC technology
functions as a contactless smart card. This mode of operation allows the mobile device
to be used for identification, payment or access control.

To effectively and innovatively promote library siees to users inside and outside the
library, it is necessary to apply modern marketing trends. A smart poster stands out as a
suitable solution for the realization of the mentioned activities. The smart poster represents a
new generation of media for digging promotional materials. Physically, it still has the
visual appearance of a traditional poster, but due to the integrated technologies inside the
poster, it has the possibility of interactivity that connects it to the virtual world. Multiple
places an be marked on the poster and each one generates different content. Whenever an
individual brings an NFC device near the smart poster, the NFC tag transmits data and/or
launches an application on the device. In addition to NFC tags, QR codes can beoplaced
the poster so that users have more ways to access the content. The advantage of using NFC
tags is that devices equipped with NFC technology do not require additional software, while a
special application needs to be installed to read QR codes. Sinak ploones are equipped

with NFC technology, a combination of these technologies is recommended.

()
(? HERE
/)
&/ ScaN
/4 EZE C)
/4 SMART
(——) POSTER
ID & URL
REQUEST
| —
NFC DEVICES

Figure 4:A simplified representation of the smart poster architecture

The smart poster is connected to software and tracks every user interactiarQMtbode or

NFC tag. Every time the user scans the code or brings the phone closer to the place where the
NFC tag is located, the device receives feedback in the form of an identification number and
a web address (Figure 4) and then redirects them tptwfied web address, after which the

web page is opened or service. In addition, the software identifies which poster the user has
scanned each time. If the posters are in multiple locations, the library will have a clear insight
into the locations and iWreceive precise data based on which it can measure the success of
the campaign in each location and make the necessary corrections.

Mobile technologies
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In order toachieve the highest possible quality of library operations, it is necessary to provide
systems that will provide users of library services with the requested information and other
available resources at any time. By introducing mobile applications iet@ghrations of
libraries, they can significantly improve their services and show users, especially younger
groups, that they are ready to follow modern trends. Libraries that plan to offer and adapt
services for mobile devices must develop applicatiorsigded specifically for mobile
platforms[31]. First of all, this results from the fact that mobile platforms offer a positive
user experience and access to information through fast mobile networks and wireless internet.
The marketing value brought by mtgbapplications for institutions that decide to offer their
services through mobile platforms is also not negligible. Libraries should, in cooperation with
institutions dealing with the development of mobile applications, investigate their potential
application in the library business. Mobile devices can serve as an interface or intermediary
in the provision of library services to people who take advantage of them, and this number is
not insignificant[32]. Users who want to access library resources argr srvices from a
remote location can be of particular benefit.

Mobile applications can be used to display basic information, such as opening hours, address,
phone number, new headlines, news, and most read publications for example. To provide
more complg services, say: access to the user account, searching the electronic catalogue
and downloading digital content, the integration of mobile technologies with the integrated
library system must be carried out. The mobile concept enables communication kbwveen
library and clients, from any location and different mobile devices and platff88js
Interaction with users via mobile technologies is achieved by using adaptive design when
creating the library's web presentation so that the content is display@etdtly on users'
mobile devices. Mobile applications developed for different platforms (Android, iOS,
Windows, etc.) allow libraries to connect with users who are not physically located in the
library. By explaining different practical examples of howttansfer business philosophy

into a library King gave an example of the sales policy of a bookstore [35]. Management
encouraged employees to take customers to the appropriate section of the bookstore and
physically place the book in their hands, thus destrating highquality service. Almost

thirty years later, the same philosophy can still be applied, but instead of putting a book in the
customer's hands, we could put the book or information in their smart device, since most
library patrons use it nowday

Conclusion

To provide longterm support, libraries should continuously create and provide services that
meet the expectations and realistic needs of users of library services. Instead of measuring the
number of visits or the number of publicationsuss, public libraries should focus on
measuring user satisfaction, examining the quality of the services they provide and the impact
these services have on the community. These activities can only be achieved through the
effective implementation of advarteéechnologies in the daily operations of the librdy
automating certain or most daily library activities, librarians would have more time to devote
to the needs of users, and users would in return receive complete information and better
quality servie. In order to achieve this, libraries should apply new business models, which
are mostly based on the use of modern business strategies and information technologies.
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Trends indicate that the new generation of integrated library systems, based on SaaS
(Sottware as a service) technologies, will initiate a new migration of ILS systems and experts
call them "platforms for library services". In essence, the predictions are that in the future,
libraries will lease integrated library systems over the Interneihcan asheeded basis, in

which case they will not need expensive infrastructure or technical staff. In the future, smart
technologies will be an indispensable part of public libraries day to day operations.
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Abstract

As an especially important part of the chemical industry, the pharmacy industry provides the
production of pharmacy resources, medicaments, and a lot of other things that serve human
health protection. The importance of this kind of industryrigial for human health and,
related to that fact; products of this industry are under strict and detailed national and
international regulations. The quality system must be established and functioning at an
exceedingly high level. That demands strictadet, and precise synchronization of many
production processes and procedures with principles from production practice. As can be
seen, there are almost unlimited fields for appliances of modern technologies that Industry
4.0 brings to the service of hunsmand human health. Realized changes are so great that
future functioning cannot be imagined without basic principles of Industry 4.0, such-as real
time monitoring, smart factories, smart manufacturing, medicament robotization production,
the influence othe Internet of Things, etc. All of the notes have brought a new concept in
pharmacy the Pharma 4.0 concept. This paper was written to show the influence of Industry
4.0 in the pharmacy field, achieved benefits, innovative solutions, different smart
marufacturing, transferring and storing of huge amounts of data, and data integrity and
quality management in the form of one total new principle and con&arma 4.0.
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THE HISTORY CONCEPT O F PHARMA 4.0

At the first degree of industrial manufacturing (model industry 1.0) related to the
pharmaceutical industry, resources were strictly mechanics. The classic informational system
di dndét exi st. Compl et e manuf.detorganizatian levela s b a
of the manufacturing, processes, and similar was at the level of craft shop and to adaptive
behavior (Pharma 1.0). The next degree of industrial manufacturing (model industry 2.0)
related to the pharmaceutical industry purportegttelcal resources. The manufacturing
processes were developed and under constant improvement. The organization level of the
manufacturing, processes, and similar was at the level of the base principles of scientific
management and the beginning of usingemsce for industrial and manufacturing
management (Pharma 2.0). The next degree of industrial manufacturing (model industry 3.0)
related to the pharmaceutical industry purported digitalization and computerization. The main
characteristics of this degreeeme connection with stable behavior (Pharma 3.0).
Automatization also has appeared. Complete new degree purported new method of
organization and realization. The most important thing is the visibility and transparency of
data (Pharma 4.0). Complete new E@eh purported predictive behavior, with all necessary
possibilities of adoption. Modern new technologies, the-filate virtual reality (VR),
augmented reality (AR), Internet of things (loT), and artificial intelligence (Al) present a base
for completetransfer to the Pharma 4.0 concept [1, 2].

The Organisation Concept of Pharma 4.0
Industry 4.0 had a great influence in many society and industry spheres. One of these spheres
is Pharmacy. The influence of Industry 4.0 was and is so enormous that the new term for
pharmacy can be adopt&harma 4.0. Essentially, the terms Industry 4d Rimarma 4.0 are
the same. Every production organization in Pharmacy must: plan and track orders in real
time; manage materials supplies and pharmacy production resources; realize online quality
research; realize online resources and materials reseastizerenline management of
pharmacy plants; aline tracking of different and enormous data and their management etc.
Terms such as digital pharmaceutical manufacturing, Pharma 4.0, smart pharmaceutical
manufacturing, intelligent pharmaceutical manufaairiand similar today present the same
concept. It is obvious that in many different spheres, so as in the Pharmacy, separate
automatic processes, procedures, robots, machines, computers, and similar are integrated into
the unique digital system of the phwaceutical industry.
This system is managed with artificial intelligence (Al) techniques, principles and methods.
New systems can be presented and observed as moderrphybigal systems (CPS), with
the presence of the Internet of Things (IoT), mach&aening (ML), and cloud computing
(CC). These systems are capable of multiple production and increase the quality of the
products with very few bad effects, almost negligible, such as scrap production, losses, and
similar. Modern ways of connections amwtworking provide redime tracking and
monitoring of all aspects and elements of manufacturing. The speed and efficiency of testing,
examination, and obtaining results is almost unimaginable in comparison with the same speed
a few years ago. The mainrapt of Industry 4.0 in the pharmaceutical industry is presented
in Figure 1.
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Figure 1: The main concept of Industry 4.0 in pharmaceutical industry

This system is managed with artificial intelligence techniques, principles, and methods.
Production, mtelligence, communication, and networking enable the appliance of Industry 4.0

in pharmacy. The main difference between the pharmacy production model and the model
presented as the Industry 4.0 concept is in the transformation from automatic proce$s contr
and reactive reporting about events to events prediction and their analysis through the whole
supply and delivery chain. The automatic management system in the old concept determines
what is wrong, while the Pharma 4.0 concept predicts what will begnaiod how to avoid

it. Also, the management of production processes in pharmacy presents one of the main and
most important differences. Reactive action and reporting present the features of today's
automotive processes. The process is tracked, with @ giarameters, where any kind of
mistake or failure can be noticed by humans, in the sense of human reaction. Pharma 4.0
presents a completely new approach in the sense of scraps, failures, mistakes, and other bad
possibilities elimination. Related toelpowerful and sensitive sensor systems, huge amounts

of data from any kind of process can be collected. This data can be detailed and
systematically processed and as a result, the whole processes or events can be predicted. This
approach enables any kidl bad effects can be prevented in advance. In the framework of
automated management, production planning, production and assembly, quality assurance,
and packing with logistics are tracked and monitored, where any kind of mistake can be
noticed, and aftethat, any reaction can be realized. In the framework of Pharma 4.0,
production planning, production and assembly, quality assurance, and packing with logistics
can be predicted, with precise manuals and directions on how, where, and when any kind of
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mist&ke can be avoided. The main differences between the present model of the
pharmaceutical industry and the model represented as the concept of Industry 4.0 in

Pharmacy are presented in Figure 2 [2,3].
ANALYZE BASED PREDICTION

(CPS, IoT, AUML, CCo 0

Figure 2: The main differences between today sehofipharmaceutical production and
model presented as concept of Industry 4.0 in Pharmacy

PHARMA 4.0 - Main Elements and Aims
As presented in Figure 2, the main elements of Pharma 4.0 areptysécal systems (CPS),
the Internet of things (l1oT), andoeid computing (CC) with a hard boost of machine learning
(ML) and artificial intelligence (Al) techniques, principles and methods. These elements must
be connected and unified in one unique system. So, one of the most important aims is the
creation of, soso-called, smart pharmaceutical factory. This factory should present one
intelligent manufacturing ambient, where manufacturing resources, additional, and logistic
systems are organized and supervised without human assistance or action. Modern and
powerfu conditions of networking enable smart, developed, and profitable manufacturing.
The preparation of manufacturing is arranged at a new and high level. Factory processes and
procedures are analyzed, tracked, and monitored intine@lto the smallest leveland
details, such as, for example, manufacturing lines, machines, robots, regulations, regular
standards, etc. Generally, a smart networked factory is characterized by: online tracking and
monitoring of procedures, processes, robots, machines, andrsimtie sense of regulation
and potential rightimed changes; smart manufacturing without scrap, garbage, or errors; a
significant increase of market; significant increasing of profit; maximal elimination of jams
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and stops thanks to the help of smartntenance and prediction; unification of all complex
parameters and their tracking, monitoring, and prediction; realization of automotive
operations related to analyse of huge information with complete elimination of all manual
operations. Generally, theskements are presented in Figure 3.

COMPLEX BUSINESS KEY
PERFORMANCE INDICATOR

Figure 3: The most important elements of Pharma 4.0 in appliance

Compliance with regulations and standards purports tracking and monitoring with bar codes,
increasing incomes, and increasing market. Design ansy&ie tracking and predicting
complex business KPIs, analyzing large amounts of data to ultimately increase income.
Elimination of unplanned occurrences purports the elimination of jams, stops, in generally,
all potential unwanted situations that can emganthe system functioning; predictive
maintenance; management with active and passive property; increasing of incomes and costs
reduction. Elimination of manual processes purports automatic activities based on predictive
and reactive information and casduction [2,4]

Data Integrity
Data presents crucial parameters for smart manufacturing in any industrial sphere, so as in
Pharmacy. Of course, data must be transformed into a concrete informational context,
understandable for users. The complete peasforbllecting, transferring, storing, processing,
analyzing, visualization, and appliance of data presents their life cycle. One of the very
important problems, not only in the Pharmacy, is the data integrity. Patients' data integrity
was always complex dnaccessible to malversation. Data are generated with huge speed, in
reattime, and in different formats. Their quantities are enormous and they must have the
ability to be filtered and analyzed (with proper method or algorithm appliance). Many
differenta gani zati ons and institutions dondét have
directions. Pharma 4.0 purported data transfer in all directions with complete transparency
and clear process flow related to data. Data integrity is very complex andtpurpbonly
the precise traceability of organization processes but also appropriate data quality, adequate
data contents, and acceptance of the ALCOA (attributable, legible, contemporaneous,
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original, accurate) principle. The processes must be precisgh@niaed, defined, and
flexible. Data integrity also demands strong and precise risk management with a strong
critical opinion. An effective and flexible manufacturing system with all of the accompanying
components and elements demands strong data flawhuige data availability but at the
same time strong potential for data protection. Data are transferred continually between
different information systems, cybphysical systems, and their users. Also, data storage
presents a very important and alwaysiatproblem; for example, during the life cycle of the
process, related data can increase significantly. Today, with the use of cloud computing (CC),
it is possible to store enormous amounts of data in a payable, flexible, highly available, and
effective way. Huge amounts of data, generated from different sources, their understanding
and manipulation in consultation with knowledge and experience present the most important
thing in optimal decision realization. Through data analysis, related to understariding
devel oped model , designers can Atransl ate
characteristics and quality characteristics [5, 6].

Quality Management in Pharma 4.0
Related to the known facts, today's quality management strategy in pharmacy is based on the
management of the individual processes that are key to providing the most important
conditions and characteristics for the quality of the product and the realiphtive designed
quality of the product.
This purports the strengthening of supply chain systems (SSCC) and strong control of quality
(critical quality attribute CQA). This approach has good sides and advantages, but it also
lacks. One of the most imparit lacks is the impossibility of management for different
activities and occurrences with huge importance fecaled processes dissipation. Many
processes have a lot of characteristics and parameters with a lot of known unknown and
unpredictable varians that can be of great importance to production flow and production
quality. These variations are numerous and hard to select and determine but also hard to
predict (different disturbances; the presence of different impurities, obstacles, obstructions,
perturbations, and similar; different influences, etc.). Many of them can be embedded in the
material, function, process, or/and they can occur during the entire life cycle of the product.
These variations are not the subject of consideration for theg8tesning supply chain
system. It is obvious that the strategy of quality management, arising from product
development, must be improved in the sense of appliance in manufacturing.
Quality management in Pharma 4.0 was based on the ICH Q10 (The Intern@tanall for
Harmonisation of Technical Requirements for Pharmaceuticals for Human Use) model. In
this model, the pharmaceutical quality system was integrated with four important elements:
resources, information system, system of processes, and cultbresunified model was
called as holistic model ICH Q10 for Pharma 4.0. The manager's responsibility, in the form
of ICH Q10, purports tracking, analyzing, and proper reaction at every phase: pharmaceutical
development, technology transfer, commercial potida, and eventual production stoppage.
Through the performance of processes and system of production quality tracking, elements or
parts of pharmacy quality scheme such as corrective action, a system of preventive actions,
management of changes, and ngement review are transformed in the qualified and
available manpower, the integrated net of holistic values, management of holistic strategy in
the lifecycle of the product and modern solutions of the communication and decision making
[7]. New elements we made available by digitalization. The noted model combines the
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production quality management strategy and production quality control strategy related to the
whole lifecycle of the product. With data integrity, the holistic strategy of quality control fo

the complete lifecycle of the product was formed. Related to this model, important
parameters were defined: critical quality attributes (CQA), critical parameters of the
processes (CPP), and important material characteristics (CMA). These noted paraneeter

the most important parameters for a product's design. On the other side, ICH Q12 identified
noted parameters as established conditions to be followed by pharmaceutical quality systems

and processes performance. Thecsal | e d Amodel oift ieosntsab( EGCh @

presented in Figure 4.

Manufacturing Process Parameters
(ICH Q12 step 2)

Management based risk ‘
(Product quality-processes performances) Report’s types
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* Else- downgrated to category
Notitification based on QRM

Figure 4: The model of established conditions (EC)
In the management sense, the holistic concept of the pharmacy provides integration of all
included models, processes, parts, units, and other elementafaithation technologies. In
that way, decisiormaking is significantly increased, with information integrity and needed
analyses. Also, the appliance of holistic strategy in the pharmaceutical industry in the sense
of realization and accommodation withlidaregulations and rules presents the crucial factor
for the lifecycle management of pharmaceutical products, an adequate approach based on
risk, and precisely defined business and pharmaceutical processes [8,9].

Conclusion
It is an obvious fact that ttustry 4.0 has been involved in pharmacy and created one new
model and concept Pharma 4.0. This model was defined from Industry 4.0 through the
special operative model for pharmaceutical productions. Of course, it purported involving
and use of the bestxamples related to health regulations; designing of totally new
connections between industry, law and regulations, healthcare, production, organization, a
new level of cultural cooperation, and all other important elements. The benefits of the
appliance bPharma 4.0 are numerous and huge, as it was noted in the previous text. It is a
fact that the level of Pharma 4.0 is not the same, from country to country and it demands
digital maturity and compliance between key elements, but also the prerequisite that
pharmacy quality schemes and controlled manufacturing systems, processes, and products are
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established. That new level purports and provides a holistic approach for designing and
management procedures, processes, business and manufacturing units, ramapotient

elements and parameters important for manufacturing process, production, and quality.

As the lack of Pharma 4.0, the business risk and staff employment were noted as real and
sensitive things. Generally, staff employment presents a potentisk fproblem for the

whole of Industry 4.0. Related to many studies, many professions will disappear or they will

be changed with robots, machines, and artificial intelligence. So, it is of course a present and
future Aburning @ p rcontinuausty andhatianallyjlost be sol ved
It is also important to note that many studies consider that Pharma 4.0 is not necessary and
that presents a concurrent advantage, related to digitalization, which is necessary.
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GENETIC ALGORITHMS AND MACHINE LEARNING AS THE BASIS
OF ALL IMPLEMENTED SOLUTIONS IN SMART CITIES

Stefan PopoVf® Sonja Djuki P o p &% Dejan Djuki®; Mi | an &l i gorij ev
Abstract

The significance offte development of genetic algorithms and machine learning is inevitable
today. All engineering solutions used in the construction of smart cities must contain an
artificial intelligence component in their software part. The work deals with the needs of
desgners during the development of smart cities and the current opportunities offered by the
market.

Keywords: genetic algorithms, machine learning, artificial intelligence, smart cities, neural
networks

Theoretical consideration

Geneticalgorithms and machine learning become the basis of all implemented solutions used
in the concept of smart cities. The development of algorithms conditions the development of
loT solutions that influence the faster development of living condititnsesmnse to the
ongoing urbanization trend seen around the world, a phenomenon known as smart cities has
emerged. In smart cities, new technologies are carefully woven into the fabric of urban life to
modify many aspects of daily life. This is done to makecttyemore sustainable.[1]

According to the authors [2] one of the most important aspects of their smart city is
sustainable development, because cities use 75 percent of global energy production and
produce 80 percent of CO2 emissions. The approach gedpo this paper is designed to
improve energy efficiency and harmonious use of supplies. Using PV integrated and energy
efficient built environment as well as smart grid technologies, the authors [3] investigated the
appropriate land use in the city saundings. They argued that the city's compact urban
structure reduces the electricity needs of city residences. As in the field of green and
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sustainable science and technology, the authors [4] characterized their smart city as an
environmentally responsibland resource efficient urban area. A sustainable community, the
article claims, must maximize the allocation of resources while still providing a good quality
of life. Therefore, they used simulation modeling to analyze the technological and political
implications of smart solutions. The authors [5] proposed a model of a city with a good road
network and cosgffective smart traffic lights and signals; they came up with a hybrid model,
which included cellular automata and neural network models. Havingeotrated on
computational theories within theoretical computer science, this paper was published in the
Journal of Computational and Applied Mathematics. Studies on smart city applications in the
context of economic growth, social connections and leaigershallenges have been
published in business and government publications [6] . One study [7] focused on
establishing a paradigm for regional and administrative cooperation. According to the study,
Ssmart cities must invest in resources providing wealth @edsure, as well as enabling
companies. In the end, intelligent residents must contribute to the city with their knowledge
and new ideas.

The number of definitions depending on the years is shown in Figure 7. From 2012 to 2021,
there is an increase in fdgtions, as illustrated in Figure 7. Furthermore, following the
definitions in Table 2, the idea afsmart city is moving away from energyconcerns about
sustainability and towards the integration of information technologies.

[op]

=Y

Number of Studies
LA

2 & & &
1
0
2010 2012 2014 2016 2018 2020 2022

Years

Figure 7Between 2012 and 2021, the number of smart city definitions in journal publications
in Q1 and Q2.

Machine learning (ML) is a field of study in artificial intelligence that deals with the
development and study of statistical algorithms that can learn diaten and generalize to
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unseen data and thus perform tasks without explicit instructions.[8] Recently, artificial neural
networks have been able to outperform many previous approaches in performance.[9]

ML finds application in many fields, including natutahguage processing, computer vision,
speech recognition, email filtering, agriculture, and medicine.[10][11] When applied to
business problems, it is known as predictive analytics. Although not all machine learning is
statistically based, computation#hsstics is an important source of methods in this field.

The mathematical foundations of ML are provided by mathematical optimization methods
(mathematical programming). Data mining is a related (parallel) field of study, which focuses
on exploratory d&a analysis (EDA) through unsupervised learning.[12][13].

From a theoretical point of view, probabilistically approximate (PAC) learning provides a
framework for describing machine learningenetic algorithms (GA) are adaptive heuristic
search algorithmghat belong to the majority of evolutionary algorithms. Genetic algorithms

are based on the ideas of natural selection and genetics. These are the intelligent exploitation
of random searches with historical data to direct the search to a region of bdtienpgnce

in the solution space. They are typically used to generate-guiglty solutions to
optimization problems and search problems.

Genetic algorithms simulate the process of natural selection, which means that those species
that can adapt to charge their environment can survive and reproduce and pass on to the
next generation. In simple terms, they simulate "survival of the fittest” among individuals of
successive generations to solve the problem. Each generation consists of a population of
individuals and each individual represents a point in the search space and a possible solution.
Each individual is represented as a character/integer/float/bit string. This sequence is
analogous to a chromosome.

Application in Smart Cities

Afundamental asm of smart cities is the implementation of intelligent transportation
systems, which optimize vehicle routing to minimize congestion, reduce travel time,
and enhance overall efficiency. Evolutionary algorithms have gained promineeifectise

tools for addressing complex optimization problems in smart transportation syistpr@sje

of the models for improving vehicle routing in smart cities using evolutionary algorithms,
with special emphasis on the Hybrid Harris algorithm of Ha®ksgimization (HHO)[B].

The HHO algorithm is a gradiemdependent optimization technique inspired by the
cooperative behavior and agile pursuit of Harris's hawks in nature, known as the "sudden
strike". [16]

Following the evolution of big data collectipstorage, and manipulation techniques, deep
learning has drawn the attention of numerous recent studies proposing solutions for smart
cities. These solutions were focusing especially on energy consumption, pollution levels,
public services, and traffic amagement issues. Predicting urban evolution and planning is
another recent concern for smart cities. According to the achieved simulations, deep learning
enhanced by evolutionary optimizers can be an effective and promising method for predicting
urban evdution of future smart cities. [

Development of neural models networks that will be applied for optimization control
parameters of boilers with automatic ignition can lead to a significant reduction in fuel
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consumption and increase in fuel level usg@8] This can also find application in smart
cities as one of the models that would reduce pollution and increase the standard of living
Genetic algorithm (GA) and Teachhhgarningbased Optimization (TLBO) are utilized for
each phase to create a seswtable timing scenarios. The Technique for Order of Preference
by Similarity to Ideal Solution (TOPSIS) method is used to identify the best scenario,
considering both waiting vehicles and traffic capacity as decision criteria. Its efficiency has
been deranstrated over three different traffic volumes. Also, in aweald implementation,

its practical capability has been approved at a crossroads in Mashhad, Iran. The simulations
indicate the improvement in the number of vehicles waiting behind the adsara the

traffic capacity by 10% and 6.76% compared to the existing signal timing of the studied
intersection, respectively. 91

In addition to these statements, examples of the use of Genetic Algorithms and Machine
Learning are numerous. Although theural network model was illustrated in the middle of

the twentieth century, it is experiencing its full expansion only today. Neural networks have a
very wide application, both in complex security systems, improving the quality of life
through applicatios used in everyday life, and in industrial plafi2§] All these applications

find increasing application in environmental protection and responsible living in modern
urban environments such as smart cities.

Conclusion

The development of urban areapnesents one of the most important spheres today, and the
development itself is impossible without the application of modern models of artificial
intelligence and machine learning. Today, when an increasing number of people live in cities
with a high rateof population, smart technologies are inevitable in order to ensure living and
working conditions that befit a person. Machine learning provides not only benefits through
predicting the parameters to be measured, but also models for the further development
smart cities. The number of papers written on this topic is growing and it is impossible to
guess how long it will last, since new algorithms are born almost on a daily basis, and
existing ones are improved.
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VETSOL - ENERGY ISLAND IN TRAFFIC
Emil Pei%® TZwkwlfj aAni gi |
Abstract

The application of sophisticated technical solutions makes it possible to increase security in
modern, smart cities. VETSOL reggents an energy island that should enable the
achievement of selustainability in the field of traffic and structures that enable the lighting

of intersections and road sections, support of light signaling, video surveillance of main
highways and theiintersections, as well as the distribution of information necessary for
optimizing traffic in smart cities. VETSOL is a hybrid, energy structure that should enable
the rational use of renewable and alternative energy sources, and is based on a wirat generat
that can drive the wind or the movement of air masses created by traffic, as well as a
photovoltaic panel that increases the efficiency of the wind generator, and at the same time
converts solar energy into electricity energy. The accumulated enethg ¥ETSOL plant
provides a backup for the traffic signal system, provides better visibility of road sections and
intersections by lighting them, powers video surveillance, which provides insight into the
dynamics of traffic on certain sections, and atgame time helps to shed light on the causes

of accidents. VETSOL is designed to support island operation as well as a networked global
surveillance system. VETSOL combines several technical solutions that have proven to be
successful in urban environments

Keywords: smart cities, traffic, green energy, solar panels, wind generators

Introduction

These Asmart citieso are designed to make it
access essential services, use energy efficiently and much more. Increasingly, technology
I snot j ust i mpacting owWrn twer dogedgen@ects eatimned per

cities to improve and enhance a variety of public services and functions. One promising
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smartcity technology is the integration of Internet of Things devices witldrMen traffic
management systems. These systems can significatiyce congestion, optimize transit
efficiency, and lower greenhouse gas emissions by analyzingimealtraffic data and
coordinating traffic signals [1].

Smart cities can only live up to their name if they employ smart grids for energy
sustainability. Smart grids can effectively rationalize the distribution of power in a grid,
personalize energy distribution according tc
detect anomalies that can foreshadow a potential outage. Supply and demand become
efficiently balanced and optimized.

One emerging smadity technology is the integration of distributed energy resources with
advanced cleaenergy gridmanagement systems such as solar panels and wind turbines. By
using these resources alongside advarmadagement systems, cities can facilitate more
efficient energy usage, avoid power outages and help citizens lead happy lives.

Nearly every aspect of human life has been digitized, yet bridges, tunnels, electrical and
water grids, sewers, and other rearld infrastructure has been largely untouched by digital
transformation due to the lack of a crucial element: {pawer, lowcost wireless sensors

that can act as a seamless link between machine learning and artificial intelligence and the
physical world.

Existing smart city traffic support systems rely on grid power, and in rare cases some of the
signalingis based on renewable energy sources as shown in the previous figure 1.

SMART SOLUTION FOR SMART CITIES

Rational use of each component within the energy island increases the efficiency of energy
use and reduces undesirable effects [2].

This solution mplies not only the lighting of road sections and intersections but also
individual monitoring of each lighting element. Usisigart lighting (Figure 2):

- Increase the visibility of people and objects,
- Increase the conspicuousness of signaling elements,
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- Increase the safety of drivers and pedestrians,

- Gains greater reliability and security due to permanent monitoring,

- The system is easy to maintain due to-defjnostics,

- Individual monitoring of groups of lighting components reduces operating costs

- Enableeriodic dimming of lighting intensity, which reduces energy consumption.

(i | C
< = /L- @ /&:I
bja < L /L

Figure 2. a) ZigBee node Ballast independent light sensor b) 3G modem light sensors
VETSOL AND ADVANTAGES OVER EXISTING SOLUTIONS

Realized models show how the geometry and structure of VETSOL affectgs¢hef
renewable and alternative energy sources (FigurA 8grtical axis wind generator converts
wind energy into electrical energy. The wind turbine is a base for applying ialdlex
photovoltaic panel and also represents a solar panel. Air deflectors increase the efficiency of
the wind generator directing the air towards the active side of the turbine. The air deflector is
a solar panel with two faces that can be fixed or adjusteentated) so that it helps the wind
generator as much as possible or orients the photovoltaic panel so that solar energy is used to
the maximum. The configuration of VETSOL is suitable for installation at intersections so
that it can use air masses age movement is initiated by the movement of the vehicle. On
top of VETSOLA, there can be an additional panel for power generation or a screen that
provides support in traffic regulation, or the same configuration can be placed in the place
where it represnts an informational advertising system. If the camera is placed on top of the
device that powers it, monitoring of dislocated sections of the road is ensured. Essential unit
is a microcomputer that enables the collection, processing and sending ofatidarrniVith

the presence of a wireless interface we complete the structure.

VETSOL introduced emerging smanity technology that integrate a distributed energy
resources with advanced cleanergy gridmanagement systems such as solar panels and
wind turbines. The use of Vetsol devices leads to the harmonious use of wind and solar
energy with a significant increase in the efficiency of the use of renewable energy sources
compared to typical solutions that consider only one type of energy conversion into
electricity. The possibilities of their parallel use with mutual support are considered here,
which will be recognizable in the offered solution.
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Figure 3. VETSOL device

Here, not only the possibility of using several forms of renewable enswgyces is
considered, but also the way of their mutual support and integration into one rational device.
VETSOL combines the possibility of using wind energy, solar energy and the energy of air
masses moved by traffic. It is realistic to expect that agtlene of the mentioned sources

will be available, which gives us stability in supplying energy to the environment in which
the device itself is installed, namely busy roads. Especially emphasize the advantages of the
dual energy generation system.

VETSOL supports multiple smart technologies that enable:

- Rational energy accumulatiéremart charger
- Full control of every lighting element in the environmesinart lighting

- Distribution of relevant traffic data to every vehicle in the argaart monitoring and
guidance

- Integration of distributed energy units with the standard-gsidart energy

VETSOL tends to achieve direct communication with the development of a communication
interface for the distribution of information to all vehicles suchSagnal Phase and Timing
Information. Emergency Vehicle Priority. Green Light Optimal Speed Advisory. Imminent
Signal Violation Warning. Traffic Light Prioritizationi, smart communication
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CONCLUSION

The VETSOL device has a wide range agplications, and we will mention only some
possibilities of its application in traffic:

As with the previous device, with the electricity generated on the mentioned device, we
enable:

Power supply for lighting roads and intersections, and it also hasARINLIGHT option

that ensures controlled lighting of each lighting fixture. Backup signaling system support in
case of power failure. Power supply support for auxiliary signaling devices (information
panels, warning signs, danger signs). Expansion wigwaaonnection with each vehicle for
easier monitoring of the situation at the intersection encountered (recommended speed for
passing through a green light without stopping, encountering a priority vehicle, conditions at
the intersection, dynamics of traff flow, other recommendations). Support for video
surveillance work, which enables insight into the flow of traffic, as well as the inspection of
vehicles that commit violations or have been involved in traffic accidents. Help with watering
the plants loated on the traffic island.

- Information system and communications support for future autonomous vehicles.

- Power supply of electric buses at the stop, especially at the end stations (turnpikes).

- Use for electrical power supply of lighting, with thectfahat the entire construction is
realized as a sound wall to protect the inhabited part from traffic noise.

- Power supply of advertising panels in the immediate vicinity of roads.
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MULTI -OBJECTIVE MATHEMATICAL OPTIMIZATION IN THE
SMART CITY SUPPLY PLANNING PROBLEM

Sonja Dju%ic Popovil
Abstract

The mathematical model of mutibjective decisiormaking is of key importance for e¢h
development of the smart city model. Today's accelerated development of information
technologies is closely related to the development of mathematical models. This paper deals
with the problem of smart city supply planning and a mathematical modebilidtaescribe

that supply.

Keywords: mathematical optimization, smart city, mathematical model, information
technology, supply

Introduction

Multi-objective optimization (MOO) is encountered in everyday life in fields such as
mathematicsengineering, automotive and many others. Different types of MOO problems go
along with alignment met hods, gl ofwans$traint r i t er
method, etc. Some of the I0C calculation methods show that complex solving methods and
difficult mathematical equations are used.

In response to the ongoing urbanization trend seen around the world, a phenomenon known
as smart cities has emerged. In smart cities, new technologies are carefully woven into the
fabric of urban life to modify manyspects of daily life. This is done to make the city more
sustainable. [1]JOne of the most significant obstacles that cities have to face is the
optimization of all segments of life. This need is gaining importance as the demand for
optimization solutions hiat are not only efficient but also comprehensively applicable
continues to grow. As the number of people living in urban areas increases, there is an
increasing need for living conditions that are carefully planned, adaptable and int§ljgent
What gives this imperative its importance is the multiple impact it has on the economic
vitality, health, environment and overall wélking of the urban population. This is what
makes mathematical optimization so applicable in this segment of urbanizationnbvére

ending quest for economic vitality, smart cities recognize the very important role played by
an optimized lifestyle and woifl8] Smart cities aim to minimize the amount of wasted time
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and stress associated with daily travel by streamlining procassasy its residents. In turn,

this leads to an urban economy that is not only more vibrant, but also more djflamic
Mathematical modeling, as a methodology used in various scientific fields, has a great impact
on the sustainable development of smaiiesgjtimproving living and working conditions.
Because of all its benefits, it continuously motivates scientists to develop and devise new
models that correspond to more realistic situations and the current state of society. In this
paper, attention is fosed on the presentation of the mathematical optimization model and its
possible application in the concept of smart cities.

Applied solutions

Since the birth of the idea smatrt cities, we have had a great race of science and technology.
Numerous quémns arise, especially which already existing solutions can be implemented
and which can be improved. There is a constant development of intelligent solutions that
imperceptibly creep into every pore of life. From the first smart house to the first@tpart
about a quarter of a century has passed. Today, we aspire to introduce smart solutions into the
existing infrastructure and improve all forms of life and business. Examples of mathematical
optimization are numerous and cannot be presented in onke.artere we will highlight a

few ubiquitous applications.

In smart cities, new technologies are carefully woven into the fabric of urban life to modify
many aspects of daily life. This is done to make the city more sustainable. One of the most
significantobstacles that city centers have to face is the optimization of the public transport
network. The demand for transport solutions that are not only efficient but also good for the
environment continues to grow. As the number of people living in urban esatisues to

grow, there is an increasing need for public transport that is carefully planned, adaptive and
intelligent.[2] In the neveending quest for economic vitality, smart cities recognize the very
important role played by an optimized public tyaoms infrastructure.[3] By promoting the

use of environmentally friendly vehicles, investing in alternative energy sources and strategic
planning of transit routes, the goal of smart cities is to reduce the negative impact that urban
mobility has on the efironment. The successful completion of this goal is achieved through
the implementation of smart city projects.[5] As a direct result of such improvements, people
living in the neighborhood will find that the air they breathe is cleaner and their living
conditions will improve.[1]

Basic concepts and principles of mudtiteria optimization methods and approaches to
multiple criteria decisiommaking are the basis of all solutions in the development of smart
cities. The algorithms used are classified basedhe role of the decision maker, and four
different classifications are made. Algorithms such as the weighting method, the epsilon
constraint method, the scalarization function method of achievement, and the normal cutoff
method. Basic concepts and pipies of multicriteria optimization methods and approaches

to multiple criteria decisioimaking are the basis of all solutions in the development of smart
cities. The algorithms used are classified based on the role of the decision maker, and four
different classifications are made. Algorithms such as the weighting method, the epsilon
constraint method, the scalarization function method of achievement, and the normal cutoff
method. The current trends of urbanization and growing economy bring with thexasimcy

levels of traffic congestion and city authorities have to come up with new strategies to solve
such problems. Muklievel distribution is already a wetihown strategy used by companies.
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An example of the application of optimization solutions irffizais two-echelon vehicle

routing (2EVRP) and reflects the perspective of one provider, regardless of the routing
decisions of other parties. The lack of coordination between providers executing their
individual schedules and, consequently, the lack bblistic approach to urban transport can
cause further problems. In addition, different stakeholders (government, businesses,
residents) may have conflicting goals. In the paper, Eitzen presents the firsolojedtive
formulation of a heterogeneousuh-provider (or multicommodity) vehicle 28/RP, from

the perspective of city administration in the context of the urban goods movement,
demonstrating with didactic examples the potential benefits of this approach to all involved
parties, while taking ito account potentially conflicting goals.[6]

Citizens are becoming more aware of the Internet of Things (IoT), which is a growing
network of digital sensors, smart gadgets, and smart home appliances, and prompt attention to
any of these technologies mayrieh people's quality of life. For instance, in the near future,
long-lasting batteries, which are now being developed, will be capable of a lot of work and
will be able to charge themselves using daylight, temperature, or mélidrm[s is a perfect
illustration of the solutions, which are now being developed for smart cities. Furthermore,
each city's smart city goals and major implementations are unique, and these smart gadgets
and systems will continue to be employed in the fut@ie. [

Given the growiag population in metropolitan areas, it is difficult to provide adequate
services and environmental requirements. As a result, mathematical optimization models
could not be applied without 10T technology. These technologies are considered a promising
tool for establishing a functional smart city [9, 10]. Despite the fact that designing an loT
architecture is a difficult endeavor, this information management technology is really widely
used in smart cities. In this platform, a wide range of gadgets, netak solutions and
applications, connected with mathematical models, must be[l&eé#&urthermore, those
solutions should be adaptable to different intelligent locationsflid#ting cities, which are

very common and range from cities and islands fhgatin water to those that would float in

the planet's atmosphere, and smart cities are emerging as a kind of smart environment on the
planet.

Pareto model
The problem of decisiemaking in the IOC enables a compromise (tradeoff) on some
contradictory issues. The I0C was introduced by Vilfredo Pareto. There is an objective
function vector in MOO. Each objective function vector is a function of the solution vector.
In IOC, there is not one best solution for all purposes, but several sslutio

Mathematically, the equations of the MOO problem can be written as fdi@js

min/max f(x),f2(x),...,f(x) (1)
subject to: xU,

where x is solution, n is the number of objective functions, U is feasible set, fn(x) is n th
objective funtion, and min/max is combined object operations.

209
ISBN: 978-86-6461:-074-2



ALFA BK UNIVERSITY
FACULTY OF INFORMATION AND COMMUNICATION TECHNOLOGY B K @
FACULTY O F COMPUTER SCIENCE

Proceedings of Conference Alfa BK Univerzitet

In the MOO, there is a muitlimensional space of the objective function vector and the
decision variable space of the solution vector. In every x solution in the decision variable
space there is a point dhe objective function space. The mapping between the solution
vector and the objective function vector can be seen in Figju] 1

Soluben Space Objective Function Space

\

Figure 1. Mapping solution space and objective function space.

Given this mapping, the convexity ofsalution space and an objective function space is
crucial in determining the problesolving algorithm. If the MOO problem is convex, then
there are many algorithms that can be used to solve the problem well. MOO problems are
said to be convex if all thebgective functions and solution area are also convex. Meanwhile,
the objective function is said to be convex if it satisfies the following equgtibh

F(0z + (1 — 0)y) < 6f(x) + (1—6)f(y), 2

with x, y domain f and value which is 01. To understand Equation (2) better, it is dnfieate
the line between (x,f(x)) and (y,f(y)) that runs between x to y is above the f graph. This can
be seen in Figure 2.

\ /)

-
(xfx) ~——"

Figure 2. Convex function.
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The solution of the MOO problem can be classified into two namely the Pareto method and
scalarization[16] The Pareto method and scalarization are different. The Pareto method is
used if the desired solutions and performance indicators are separate and produce a
compromise solution (tradeoff) and can be displayed in the form of Pareto optimal front
(POF). Meanwhile, the scalarization method is a performance indicators component that
forms a scalar function which is incorporated in the fitness fundtlah

Mathematically, the MOO problem using the Pareto method can be written as fdlRjws

f1,0pt=min f(x)f2,opt=min £(x)..f,,opt=max f(x). (3)

The Pareto method keeps the elements of the solution vectors separate (independent) during
optimization and the concept of dominance is there to differentiate the dominated and non
dominated solutionsThe dominance solution and optimal value in MOO are usually
achieved when one objective function cannot increase without reducing the other objective
function.

The scalarization method makes the malijective function create a single solution and the
weight is determined before the optimization process. The scalarization method incorporates
multi-objective functions into scalar fitness function as in the following equit&jn

FO)=wafa()+waf2( x ) + gt ()

The weight of an objective functiowill determine the solution of the fitness function and
show the performance priority

The selection of relays on ad hoc networks with MOO uses the Pareto rfiE2hddhe
problems to be optimized are the criteria used are throughput, load balancirgy, pow
consumption. The ad hoc network model that is used is a model outside the building and
inside the building.

The next application of the scalarization method is the creation of a simple antb-easy
understand cooperative protocol with muabjective citerion that takes into account the
*sourcé destination (BD) conditions with the amplify and forward methdd] In addition,

this cooperative diversity protocol guarantees full diversity based on three objective criteria.
These criteria are sigréd-noise ratio, power consumption, and load variance.

Conclusion

Problems in I0C are numerous and can be found in various areas of human life. Their
application to the concept of smart cities is incalculable. New applications are found every
day, but thequestion is whether with the development of computing, everything will come to
the fore or if it will be overcome after just a few hours. There are many methods to solve the
IOC problem. If we consider the generality of the application of the 10C, therdwar
conclusions. First, there are two MOO methods that do not require complex mathematical
equations so that the problem becomes simplified, namely Pareto and scalarization methods.
In the Pareto method, there are dominant solutions andioimmated saltions that can be
described in POF. A nedominated solution is obtained through a continuously updated
algorithm. The scalarization method creates multiple objective functions into a single
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solution, and the weights are determined first. The weightheoStalarization method are
equal weights, ROC weights, and RS weights. Second, the solution from the Pareto method is
a performance indicator that forms the MOO separately and produces a compromise solution
and can be displayed in the form of a POF.

Further research will lead to new possibilities of applying these and other IOC methods to all
concepts of life, in order to improve living conditions, preserve the environment and better
use all resources.

MOO or multiobjective optimization refers to findgnoptimal solution valuetr more than

one desired objective. The motivation for using MOO is that it does not require complicated
equations, thereby simplifying the problem. [19] Due to its convenience, this optimization
model can be approached notyohly engineers, but also by economists and lawyers who will
recognize the importance of investing in this segment of mathematics in their decisions.
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Abstract

The main goals of the development of smart cities are to improve the quality of life of
citizens, to improve energy efficiency and to reduce the emission of greenhouse gases. The
use of modern technologies, such as wireless networks and Idtesest applications, has
made smart cities a reality. The development of wireless communication technologies
enabled the application of the Internet of Things (IoT) concept. 10T technology is key for
development of smart cities because it has made it p@gsiltonnect all devices and city
infrastructure via the Internet. The goal of the research was to review wireless technologies in
Wireless Personal Area Networks (WPANSs) for IoT applications. The characteristics of
Bluetooth, ZigBee and-¥Vave technologis, their application in the IoT concept, advantages
and disadvantages are analyzed. The aim of the research was to compare these three
technologies in terms of speed, coverage, energy efficiency, accessibility, cost and network
capacity.

Keywords: Bluetodh, ZigBee, ZWave, WPAN, Internet of Things (IoT)

INTRODUCTION
In recent decades, cities have been facing numerous problems such as pollution, difficult
access tanfrastructure, traffic jams, poor mobility, endangered safety and health of residents.
It is known that today over 55% of the world's population lives in urban areas [1], and that by
2050 that percentage will increase to over 70% [1, 2]. Numerous scientists and researchers
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have been working intensively for years on the development of techeslibgit will change

the way cities function.

Smart cities can be viewed as ecosystems of smart solutions in which actors and stakeholders
dedicated to sustainable development are gathered and in which new technologies are used to
achieve sustainability @ds (economic, social and environmental aspects of development)
[1]. Smart cities imply the concept of a city that is completely connected and equipped with
technology with the aim of improving the lives of residents.

According to research, the implemeraatof the smart city concept can annually reduce the
emission of harmful gases with the greenhouse effect 5% as well as the amount of

solid waste per person by-1@0 kg [1]. Also, it is possible to achieve a lower crime rate of

up to 40%, to in@ase support for sick people bylB%, to save 280 liters of water per

person in one day and to achieve38% faster times emergency response [2]. In order to
achieve these results, it is necessary to have three levels of smart technologies that build o
the existing technical and social infrastructure. The first level is a network of connected
devices and sensors. The second level is represented by smart applications and data analysis
that are used to transform raw data into notifications, alerts,uaok and specific actions.

The third level implies the widely accepted use of applications in cities, the business sector
and among citizens, with efficient data management, which results in a quality decision
making process and changes in behavior paitfl]. The latest 10T Analytics report shows

that the number of global 10T connections grew by 18% in 2022 to 14.3 billion active loT
endpoints [3]. Research indicates that there will be at least 88 smart cities by 2025, because
those cities already hawrban development plans made until 2025 [2].

The key technology for the development of smart cities is the Internet of Things, which has
made it possible to connect all devices and city infrastructure via the Internet. The loT
concept implies the commuation of all devices that can be connected to the network,
which function based on the data they receive from each other, usingnbséhsors,
processors and communication hardware. The application of 10T enables the monitoring and
management of resags such as energy, water, traffic and waste in real time. In this way,
efficient use of resources is enabled.

The paper analyzed wireless communication technologies eseential for development of
wireless personal networks in smart buildings. A comparagveew of three technologies

was performed: Bluetooth, ZigBee and-Wave. Their characteristics, application,
advantages and disadvantages are analyzed. A comparison of these three technologies was
made regarding speed, coverage, energy efficiency, amtiggcost and network capacity.

THE IMPORTANCE OF WIRELESS COMMUNICATION TECHNOLOGIES IN THE
DEVELOPMENT OF THE loT CONCEPT

The development of smart cities sets very specific requirements for wireless communication
technologies in terms of connection stability, data transfer speed, effective use of the
frequency spectrum, low consumption, etc. Wireless technologies makeiltigpdssonnect
a large number of different 10T devices to the Internet without the need for physical cables.
loT implies the use of sensors and the application of wireless communication technologies in
all types of physical objects. 10T, among others|udes: traffic congestion sensors, water
level monitoring, parking space applications, waste management sensors, fire detection
sensors, energy monitoring, surveillance cameras, lighting control, etc.
Some of the basic roles of wireless communication w@olgies in the loT system are:
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1 Device connectivity Wireless technologies allow various I0T devices to connect to
the Internet. This way, the exchange of data between devices is enabled, as well as the
exchange between devices and central systems fopet@assing and analysis.

1 Mobility i Wireless technologies enable 10T devices to be mobile and communicate
across locations.

1 Low power consumptioii Some of the wireless technologies, such as ZigBee and
LoRaWAN, are optimized for low power consumption. gHeature makes them
suitable for 10T devices that run on battery power or in applications where battery life
is extremely important.

1 Scalability- The application of wireless technologies allows for easy addition of new
devices to the IoT network withouhe need for physical modifications to the
infrastructure. This way, the rapid growth and scalability of the loT system is enabled.

1 Flexibility - The application of wireless technologies does not require the installation
of cable infrastructure, which alks for great flexibility in the implementation of 1oT
systems. This facilitates the implementation of 10T solutions in various environments,
including urban and rural infrastructure.

1 Interoperability i The integration of different wireless technologies bies
interoperability between different devices in an loT system. This is of great
importance for the implementation of solutions that use a combination of different
sensors, devices and platforms.

INTEGRATION OF WIRELESS NETWORKS WITH loT DEVICES

In accordance with the division of smart city networks, which are divided into: WPAN
Wireless Personal Area Network, WLANWiIreless Local Area Network and WMAN
Wireless Metropolitan Area Network, wireless communication technologies can be classified.
In order for loT devices to function optimally, it is necessary to apply appropriate
communication technologies.

WMAN technologies are based on IEEE 802.16 standards. Technologies that are most in use
are WiMax, LTE, LTEA, LoRaWAN. In smart cities, theyr@ applied for wireless Internet
access in wider areas, for connecting remote sensors and devices, smart water supply
management, connecting mobile vehicles and devices, monitoring energy consumption, etc.
WLAN technologies are based on IEEE 802.11 stateddn smart cities, they are used to
monitor public spaces, monitor public transport, smart lighting, manage energy consumption,
etc.

WPAN is based on the IEEE 802.15 standard. WPAN networks play a significant role in the
management of various IoT devicéiseir control and automatic connection. They are used in
smart homes to control lighting, heating, air conditioning and security systems. It can also be
used in industry to monitor production processes, monitor inventory and manage logistics,
etc. Typich examples of WPAN technologies are Bluetooth, ZigBe&Yyave, which differ

the most in terms of complexity and degree of security. Some other WPAN technologies are:
WirelessHart, ISA100.11a, 6LOWPAN, Wibree, Insteon, Wavenis, ANT+, Enocean and
CSRMesh [4]

Figure 1 shows a graphic representation of the range of networks in smart cities with
associated technologies.
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Figure 1: Wireless access geographic coverage
Wireless technologies in WPAN networks support ptofpoint, star, and mesh topologies.
The simplest form of wireless network topology is a poapoint network in which nodes
communicate directly with a central node. In the star topology, which is shown in Figure 2a,
there is one gateway node to which all other nodes are connected. Nodesmlan
communicate with each other via the gateway. Node messages are relayed to a central server
via gateways. Each end node transmits the messages to one or multiple gateways. The
gateway forwards the messages to the network server, where redundamsyaad@ecurity
checks are performed [4]. The network implemented in this way is fast and reliable. Faulty
nodes in the network can be easily identified and replaced. However, in the event of a
gateway failure, all nodes connected to it are unavailabke elements of the mesh topology,
which is shown in Figure 2b, are sensor nodes, gateway nodes andcgensouting nodes
[4]. A gateway is a complex device that is the root of the network tree and enables connection
to other networks. In every networtketre is one gateway that stores network information. A
sensorsumrouting node is an optional element that routes traffic in the network. It has
routing tables and assigns addresses to end devices. When it successfully delivers a message
to an end devicat updates its begtath records to help route requests in the future. A sensor
node communicates with a parent node, routing node or gateway, but cannot communicate
with other devices. This type of device consumes less energy than the previous two types.
The advantages of this topology are availability of multiple routes for reachability,
simultaneous up/downstream transmissions, easy scalability of the network, and capability of
self-healing [4]. The disadvantages of this topology are an increase iori@exity of the
network, an additional latency due to the increased number of hops in the network, and an
increase in the cost of implementing this topology.
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Figure 2: (a) Star topology, (b) Mesh network topology

OVERWIEV OF WIRELESS TECHNOLOGIES IN WPAN
Basic Features Of Bluetooth

The most common standard in WPAN network is IEEE 802.15.1 with the commercial name
Bluetooth. Bluetooth is a technology used for sharnge wireless communication. Bluetooth
devices a& lowpower transceivers that operate in the ISM (Industrial, Scientific and
Medical) frequency range of 2.4GHz.
Given the nature of radio waves and the FHSS (Frequency Hopping Spread Spectrum)
transmission technique, these devices do not need to be iaflgight to communicate. The
available frequency range of 83.5 MHz is divided into 79 channels of 1 MHz width. Each
transmission lasts 625 ps, that is, channel change occurs 1600 times per second [5]. A classic
Bluetooth network consists of one mastevide and a maximum of seven slave devices. The
master device determines the frequency hopping scheme, while the other members of the pico
network use the same arrangement. Due to this feature, it is possible to have multiple
piconets at a small distanceiin each other because each uses a different form of frequency
hopping.
The transmission speed achieved by Bluetooth devices is sufficient fammeaboice and
data transmission. Due to their small dimensions, great functionality and flexibility, aaswell
low prices, Bluetooth devices are used in many modern telecommunications systems,
allowing users to exchange data in a simple way.
BR/EDR (Basic Rate/Enhanced Data Rate) Bluetooth provides a constant wireless connection
and uses a poittb-point topolay to establish a connection between two devices. BR/EDR
technology supports data transfer rates from 0.7 to 2.1Mbps and a range of up to 100m.
Therefore, it is applied where there is a need for faster data transfer.
Bluetooth LE (Low Energy) is a very logonsumption technology, it has twice the range and
data transfer speeds of up to 2Mb/s. In BLE mode, the available frequency range is divided
into 40 channels with a width of 2 MHz, thus achieving a higher transmission speed. The
main drawback of BR/EDRethnology was the inability to use it in applications that require
wide coverage and the limitation of 8 devices in a pico network. These problems were
overcomed within BLE with the introduction of mesh topology. Compared to the star
topology, mesh topolggcan suffer less damage when its nodes fail, increasing the reliability
of networks [6]. By introducing new functionalities, BLE technology is starting to be used
more in the loT concept where energy conservation is the primary task. Also, BLE

218
ISBN: 978-86-6461:-074-2



ALFA BK UNIVERSITY
FACULTY OF INFORMATION AND COMMUNICATION TECHNOLOGY B K @
FACULTY O F COMPUTER SCIENCE

Proceedings of Conference Alfa BK Univerzitet

technologyis very cheap to implement, which is of great importance when choosing the
technology to be implemented in smatrt cities.

The Bluetooth Special Interest Group (SIG) is responsible for creating the Bluetooth
standard. Until the development of Bluetooth vams#.1, the primary goal was to connect
devices with a lowpower radio signal, such as connecting a smartphone and headphones or a
television and a remote control [5]. The new features introduced in version 4.2 enabled
Bluetooth LE to become a promisingb@ology that contributes to the development of 0T

[5].

A significant advance in the development of this technology was achieved with version 5.0,
which achieved two times the transmission speed, four times the transmission range, and
eight times the brakasting capacity of Bluetooth 4.2 [6]. The latest version of the Bluetooth
standard is V5.4. Compared to previous versions, this version introduces improvements in
terms of lower power consumption, increased data transfer speed, improved privacy and
increased range [7, 8]. Bluetooth 5.4 adopts more efficient low power technology and thus
enables devices to save energy without any loss in performance. The maximum data transfer
speed is 2Mbps. Bluetooth 5.4 supports encryption algorithms where key sizel ®ntr
enabled. This means that it is now possible to choose whether the device uses longer keys or
faster encryption algorithms depending on the user's needs (speed vs. security). Bluetooth
devices encrypt data to protect it, and the security of this gi@nydepends in part on the
length of the key. The ability of the host to specify a minimum key size reduces the amount
of communication between transmitter and receiver.

In addition to numerous advantages such as low consumption, ease of use and wide
apdication, Bluetooth technology also has certain disadvantages. Due to the limited
bandwidth and maximum data transfer rate of 2Mbps, this technology is not suitable for high
speed data transfer [9].

Basic Features Of ZigBee
ZigBee is a wireless technology designed for remote control and sensor devices based on the
IEEE 802.15.4 standard. The standard was established under the auspices of the ZigBee
Alliance and introduced the new concept of LR (Low Rate) personal wirelegsrket This
technology is used in 10T applications that require wireless transmission of small amounts of
data over shorter distances. The communication distance is 10 to 20 meters with the
possibility of covering longer distances through mesh topologgBég enables simple,
cheap and efficient connection of devices in Wireless Sensor Networks (WSN). It operates in
one of three ISM bands: 868 MHz in Europe, 915 MHz in the USA and 2.4 GHz in the rest of
the world [10, 11]. In this way, the standard is klde to the whole world. ZigBee has three
types of different devices which are: the coordinator, the router and end device [12]. Zigbee
supports star, tree and cluster mesh topology [11, 12]. Mesh topology is the most flexible
topology of the three. Fleility is present because a message can take multiple paths from
source to destination. | f a -hpating mécbanismawill r out
allow the network to search for an alternate path for the message to be passed [13].
Operation m the range 86868.6 MHZ implies the use of one channel, in which BPSK
modulation is applied, and the maximum speed that can be achieved is 20kbps [10]. Higher
transmission rates (up to 250kbps) can be achieved in the 2.4GHz band, where 16 channels
and 1®PSK modulation are used [11]. The low data transfer rate satisfies dedicated
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applications within intelligent apartments, offices, infrastructure, AgBee networks can
contain up to 653356 devices, and these devices can be separated by 50m [12].

The sandard supports édit IEEE addresses as well as shortbit6addresses. 64 bit
addresses uniquely identify each device with each device's unique IP address in the same way
that devices have a unique IP address. Once a network is establisheédaddieses can be

used. It allows support an extremely large number of devices, as opposed to the 7 supported
by, for example, BLE 4.2.

ZigBee systems can work in environments where the degree of interference with other
devices is extremely high. This technolagyplies lowpower devices, which allows battery

life to be measured in years [10].

Basic Features Of -XVave
Z-Wave is a wireless technology developed by the Zensys community primarily intended for
the automation and monitoring of 10T devices within tbagehold. This technology has low
energy consumption and low data rate [14]. It achieves this by means of two types of signal
modulation, PSK at speeds of 9.6 and 40Kbps and GFSK modulation for speeds up to
100Kbps. Also, ZigBee uses CSMA/CA technologgtdve the problem of interference with
other devices, but it supports significantly fewer devices in the network, more precisely 232
[15]. It uses a frequency range of 900MHZ (USA), and in Europe 868.4MHz, which allows a
range of up to 30m indoors and 100man open space.
Z-Wave supports mesh topology. The network consists of one primary and one or more
secondary controllers that control other devices (slave devices). Control devices in the
network are nodes that initiate control commands and send thesthéo nodes. Slave
devices are nodes that execute or respond to received commands, but are also able to forward
commands to other nodes in the network. In this way, the main controller is enabled to
establish communication with nodes that are not ingrsas range.
It is necessary to define two more terms for thea&e network, namely the Home ID and
the Node ID. The Home ID is a 3fit identifier that is prgorogrammed into all home
controllers, and is required by a node if it wants to join the netw®ldve nodes are not
connected to the network and their HOME ID value is zero. If the slave node accepts the
Home ID of the master controller, it becomes part of the network. Master controllers can
exchange their Home ID with other controllers and thumeot them to the network and
enable them to manage the existing slave nodes in the network. Slave nodes have their own
8-bit identifier assigned to them by the master controller to identify each node [15].
The advantage of using\&ave technology in a WAN network is its reliability, low energy
consumption, and the ability to support a large number of devices in the same network. Also,
Z-Wave is designed to operate in a frequency range that is less susceptible to interference
which further improves itsetiability in a smart home environment.
The vulnerability of the Avave network is that the master controller must be constantly
connected to the Internet. A problem arises due to the possibility of a foreign controller
intruding into the network, which meains invisible to the rest of the network after the
intrusion, and thus has the ability to manage nodes [16].

COMPARISON OF WPAN WIRELESS TECHNOLOGIES
ZigBee and ANave technologies were primarily used for building and home automation
before the develapent of Bluetooth 5.0. Before Bluetooth technology replaces these two
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technologies in certain applications, it is necessary to examine the justification of this
replacement. Table $hows a comparison of BLE 4.2, BLE 5.0, ZigBee anilVdve
technologies [6] The technologies were compared in terms of speed, coverage, energy
efficiency, accessibility, cost and network capacity.

Table 1: Comparison of WPAN wireless technologies

Bluetooth .

Technology BLE42 |BLESO ZigBee |Z-Wave
Speed Maximum Data Rate 1Mbps 2Mbps  |250kbps [40kbps
Coverage Transmission Range (indo{10-20m 40m 10m 30m

Mesh Support No Yes Yes Yes
Epfi;?r/]cy Battery Life High High  |High  |High
Accessibility |Existence in Cell Phone |Yes Yes No No
Cost Module Price 1$5% 5$-10% [1$5% 1$-5%

Additional Router No No Yes Yes
network Maximum Number of Nodég 32767 |>65000 [232

apacity

Data transfer rate is a very important parameter when choosing communication technologies
because different transfer rates correspond to different levels of messages. For example, Z
Wave technology, which can achieve a maximum transmission speed of 4&kbps|ly be

used for the transmission of small data packets. In this comparison of technologies, it is
necessary to take into account that high transmission speed is not necessary for the
automation of buildings and houses. Also, a higher data rate ismi@mrequires a higher
bandwidth and a more complex modulation scheme, which leads to higher power
consumption and more expensive hardware.

The transmission speed of Bluetooth technology enables several times higher transmission
speeds compared to ZigBaed ZWave technologies. The transmission speed for BLE 5.0 is
doubled compared to BLE 4.2 [17, 18] and amounts to a theoretical 2Mbps.

When choosing the technology to be used in the 10T concept, it is necessary to pay attention
to the maximum range thaan be achieved. This is especially important with technologies
that have a star topology. With technologies that support mesh topology, greater coverage can
be achieved, but with an increase in signal transmission delay.

Compared to Bluetooth technolog¥igBee and ANave have a shorter signal range.
However, these two technologies achieve greater coverage by using a mesh topology. For
home automation, the application of Bluetooth technology before version 5.0 was not
appropriate because not only it cowdly transmit at a short range but also lacked mesh
functionality [6]. For the application of wireless technologies in WPAN, the support for the
network topology is extremely important in order to be able to open the coverage of large
areas. With the dewvabment of Bluetooth 5.0, this technology becomes competitive with
ZigBee and AVNave technologies.With Bluetooth 5.0, the range has been increased four
times. In fact, in the worst case, this range should be 200 meters outdoors and about 40
meters indoors1[9].

Energy efficiency has a big impact on the user experience when using IoT devices. It is
extremely important for devices that exclusively use battery power. With the development of
BLE and Bluetooth technology, it has become competitive with ZigBe& aifdve in terms
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of energy efficiency. BLE, ZigBee and\&ave are technologies with extremely low power
consumption and allow a battery life of one month to one year [17].

Today's mobile devices have a buntBluetooth module, so there is no need to pase an
additional controller for users of IoT systems that use Bluetooth for control and
communication. The existence of Bluetooth modules in mobile phones gives this technology
an advantage over ZigBee andWave because the application of Bluetooth nedbgy
represents a better choice in serving datadriven applications and applications requiring
massive deployment [6].

In 10T applications where there is an extremely large number of devices, it is necessary to
take into account the costs incurred duttimg implementation of a certain technical solution.
The total costs are affected by the price of the individual 10T device, such as whether an
additional router is necessary for implementation. As shown in Table 1, Bluetooth 5.0
modules are slightly morexpensive than other modules, but do not require the use of an
additional router [6].

Network capacity refers to the maximum number of devices that can work in the network.
With the development of BLE 5.0, the capacity of the network has been significantly
increased and tens of thousands of devices can be connected\{2a8yesechnology has the
smallest network capacity, with slightly more than 200 devices, but this capacity is also
satisfactory for many applications at the house/building level.

Based onhe previous comparisons, it can be concluded that the competing technologies in
WPAN networks are Bluetooth and ZigBee. Both technologies are low power, low cost and
support network topology. With the development of Bluetooth 5.0 technology, the
shortcomigs in terms of coverage and network capacity were compensated [20]. In relation
to data transfer rates, singdlek connection and availability, Bluetooth technology has an
advantage over ZigBee, while these technologies are similar in terms of enengyejfiand

price.

Future research on Bluetooth technology is focused on integration with artificial intelligence.
The combination of these technologies can have significant application in the advancement of
smart homes where it can improve the controhtéliigent home devices. The integration of
Bluetooth technology and Blockchain technology could potentially improve data security and
privacy. Some of the other challenges in the advancement of Bluetooth technology are related
to improving data securitygolving compatibility issues between multiple existing versions of
Bluetooth technology, as well as controlling energy consumption in cases where Bluetooth
technology is used in loAginning devices (such as smart homes) [8]. A more significant
applicationof the technologies defined in the latest versions of the Bluetooth standard is
expected. For example, angle positioning technology based on Bluetooth 5.1 can bring more
accurate and efficient location services to smart cities and smart homes [8]. WisimoB

LE audio technology based on Bluetooth 5.2 can support higher quality and lower power
audio transmission [8].

CONCLUSION

As the evolution of the network continues, smart cities must keep up with the changes and be
ready to increase network cajg to accommodate the expected exponential growth in data
traffic. WPAN networks play a key role in the development of the IoT concept because they
enable the connection of a large number of devices. With the development of artificial
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intelligence,machine learning, data analysis and Blockchain technologies, there is a huge
potential for the development of WPAN applications in all sectors of society.

The existence of several wireless technologies with different characteristics enables the
selection dthe optimal technology depending on the specific requirements of the application.
Further development of wireless technologies in WPAN networks will contribute to
expanding the possibilities of application in various loT scenarios and increasing thernumb

of 10T devices. Therefore, it is necessary to pay special attention and find adequate solutions
to the potential congestion of the frequency spectrum and increased interference between
devices.
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Abstract

In recent years, smart cities, as well as their development and management, have become a
popular study topic among researchers. Smart cities, through the use of different
technologies, produce vast amounts of data. Business intelligence (Bl) is aes#tnadues

and procedures used for collecting and analyzing data and turning it into useful insights that
can assist in decisiemaking. For these purposes, Bl employs various tools to process data
and display analytical findings with some kind of visudl@a such as reports, charts, or
different gauges. This paper aims to show how essential Bl can be for the development and
management of smart cities. The integration of smart cities and Bl technology can bring great
benefits for residents and city ofas since it may provide them with valuable information

that can address complex issues.

Keywords: Bussiness intelligence, Smart cities, Databases, Bl tools, Data mining

Introduction

Urban environments play a pivotal role in shaping social and ecoraspects on a global
scale. The infrastructure of these environments exudes attractiveness for individuals seeking
the benefits of urbanization in various contexts. Consequently, urban environments encounter
various challenges and strains on their inftagtire and resources. To overcome these
challenges and improve deficiencies, there's a growing trend of utilizing information and
communication technologies within accessible infrastructures to optimize resources [1]. This
marked the inception of the smhagities concept, aimed at ensuring that urban areas
worldwide evolve into sustainable environments capable of enhancing quality of life and
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fostering prosperity through soegzonomic development [2]. This topic has garnered
significant interest, prompt{nresearchers to concentrate on aspects that can contribute to
making urban environments fismartero. These
ecology, governance, technological infrastructure, and advanced technologies. Advancements
in moden technologies have facilitated the implementation of various tools within the
contexts of the mentioned segments of the smart city concept. Sensors [3], advanced
communication networks [4], and software [5] have all played crucial roles in overcoming the
challenges posed within each segment.

The deployment of modern technology necessitates substantial quantities -ofudiigi

data, a challenge less pronounced in the realm of smart cities due to the extensive coverage of
various topics and aspects. Toeetively process the generated data and extract valuable
insights, various analytical approaches incorporating techniques like artificial intelligence
(Al) [6] and business intelligence (Bl) [7] have become firmly established in this field. In our
paper, ve provide an overview of smart city aspects, the Bl concept, different Bl tools, and
features that Bl tools utilize. We also provide perspective on the integration of Bl and smart
cities and our viewpoint of what the main roles of Bl can be in smart.ditiglsis regard, the
following research questions are addressed:

1 RQL. What are the most prominent Bl tools on the market, and what are their main
features?

1 RQ2. What are the main roles of Bl in smart cities, and how can the integration of Bl
andsmart cities benefit residents and city officials?

The paper is structured in such a fashion that, after the introduction, the following section
describes the background of the mentioned concepts of smart cities and Bl. The next section
addresses and disses the results of the conducted survey and draws insights and
implications related to the research topic and proposed research questions. Finally, the last
section concludes the paper and provides suggestions for future work.

Background
Smatrt cities

As the population of urban areas continues to rise, there's a growing demand for fresh,
cuttingedge strategies to handle the intricate nature of city ecosystems. In recent years, the
smart city concept has surged in popularity, ultimately aiding urbsidergs in fulfilling

their needs regarding aspects such as infrastructure, transportation, energy, and housing. This
concept aims to ensure that the city evolves into a sustainable area capable of enhancing
quality of life and fostering prosperity withithe context of economic development [8].
Certainly, some of the primary objectives of modern smart cities are geared towards
optimizing the utilization of public resources and enhancing the quality of services offered to
residents, all while alleviating enomic strain and streamlining administration. The majority

of publications delving into the literature in their efforts to define the concept of smart cities
predominantly concentrate on technological aspects. Some define smart cities as urban
centers thta harness sets of advanced technologies like smartphones, wireless sensors,
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autonomous vehicles, and sophisticated communication networks [9]. Others argue that smart
cities are environments founded on the integration of information and communication
techrologies utilized to effectively manage city resources [10]. Although, in terms of political
and business discourse, smart cities represent the cities of the future, there are some obstacles
that make the implementation of this concept challenging. Theudifés faced relate to
excessively costly investments in advanced technologies, the deployment of these
technologies in complex scenarios, the lack of implemented solutions, and the development
of infrastructure [11]. In the realm of modern technologdies,concept of smart cities serves

as the foundation for the availability of a diverse array of data types. Analyzing this data can
aid in crafting effective strategies to benefit the city and facilitate the ongoing
implementation of new approaches.

Business inteligence

Bl is a set of techniques and procedures used for collecting and analyzing data and turning it
into useful insights that can assist in decisiaking [12]. For this purpose, companies are
collecting a vast amount of data from differestturces that needs to be transformed and
placed into a single database in order to enable Bl to run effectively. This process is known as
extract, transform, and load (ETL). Operating that single database only through some
database management system, sashSQL Server Management Studio or Oracle SQL
Developer [13], is insufficient; thus, Bl tools are required for further data analysis. Bl tools
can be successfully utilized for reporting, creating dashboards, and visualizing results [14].

Al has had a hugampact on Bl in recent years, automating many tasks and increasing the
efficiency of the BI process in general. Al assists in identifying various trends and patterns
that would otherwise be impossible to detect through traditional data analysis anhgeport
[15]. As a result, Adassisted Bl can process a large amount of data quickly, provide users
with intelligent insights and findings, and ensure accurate reports [16]. In this manner,
organizations can utilize Adssisted Bl capabilities to make informetecisions to
accomplish the intended objectives.

Results and discussion

This section is going to address and discuss the results of the survey and provide answers to
two research questions.

RQ1. What are the most prominent Bl tools omtiagket, and what are their main features?

Bl tools are used for the collection and analysis of data, with the goal of converting and
transforming unprocessed data into usable information [17]. They usually offer a rich user
interface with intuitive contis, as do many other applications [18]. The main goal of these
tools is to assist users in identifying trends and patterns in order to draw conclusions for
better decisiormaking.

227
ISBN: 978-86-6461:-074-2



ALFA BK UNIVERSITY N
FACULTY OF INFORMATION AND COMMUNICATION TECHNOLOGY B K @ ‘
FACULTY O F COMPUTER SCIENCE =

Proceedings of Conference Alfa BK Univerzitet

The most known Bl tools are:

. Power BIi developed by Microsoft, represerdse of the leading Bl tools on the

market.

Tableaui represents a sophisticated, powerful, and flexible Bl tool for data analysis
and visualization.

Looker Studioi formerly known as Data Studio, is a Bl tool owned by Google that
enables thentegration of different sources for the purpose of creating reports and
dashboards.

Domo i advanced BI tool that provides reports, dashboards, anderdrated
insights for users.

SQL Server Data Tools represents a Microsoft product that works withirsyél
Studio [19], offering reporting services, integration services, and analysis services.

There are six main features that can be incorporated and utilized in Bl tools, and those are:
reporting, OLAP (online analytical processing), dashboards, ETL, gireglianalytics, and

data mining. Bl tools with these features can help organizations achieve their goals and
desired outcomes. Table 1 presents a matrix table of the most prominent Bl tools and the
main features they support.

Table 1: Bl tools and maifeatures

Power BI Tableau | Looker Studio pomo Ot ?gg\fsr Dai

Reporting X X X ” x

OLAP X - »
Dashboards X X X »

ETL X X ” »
Predictive

analytics X X X

Data mining X » <

Bl tools can be available on three differgmatforms: as a desktop application, a mobile
application, or via the cloud. Table 2 presents a matrix table of the Bl tools and platforms
they are available on.

Table 2: Bl tools and platforms

Power Bl Tableau Looker Studio Domo SQL Server Dat
Tools
Desktop X X »
Mobile X X X
Cloud X X X ”

RQ2. What are the main roles of Bl in smart cities, and how can the integration of Bl and
smart cities benefit residents and city officials?
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Bl can have a significant role in the development and management of smart cities. Smart
cities, through the use of different technologies, produce vast amounts of data. In order to
function effectively, smart cities require some type of analytics, whiataBlenable [20]. Bl

can process and analyze smart city data to generate valuable insights for city officials to use
in order to make the right decisions and take appropriate actions.

The main roles of Bl in smart cities are:

Integration of data
Analysis of data
Predicting future trends
Supporting decisioimaking
Improving public services

agrwnE

The integration of data from different smart city devices can be a difficult and challenging
task [21]. That is why this is the most important role of Bl in $rogies, as they generate

huge amounts of data through 10T sensors and different electronic devices. Bl can be crucial
for the integration of this data through the ETL process into a single database.

Analysis, reporting, and visualizing data through dasint's can turn smart city data into
valuable information [22]. In this way, Bl can derive meaningful insights that can be used for
different purposes. For example, it is possible to optimize transportation routes, thus reducing
traffic, which can lead toditer air quality [23].

Predicting future trends can be crucial in smart city management. By discovering patterns and
trends in the data, it is possible to predict energy usage, maintenance needs, or traffic flow.
Analyzing patterns of energy usage, fomewple, can result in better energy distribution and
preservation approaches that are more practical and effective [24]. Having insight into this
kind of data can help city officials with resource optimization and allocation.

The BI can provide insights thhelp in decisiormaking. Based on information from reports,
predictive analytics, and data mining, city officials can make-dat@n decisions that are
essential for society [25]. Also, urban planners can make decisions on city development
initiatives with the assistance of Bl. By examining different kinds of patterns, they can
identify potential development sites, estimate future expansion, etc.

Bl can also be the key to improving public services. Citizens in smart cities often fill out
surveys, partipate in forums, or discuss various aspects on social networks. Interpreting
public opinions and citizen feedback using Bl can help in recognizing areas that need
enhancement. Based on those results, it is possible to provide customized solutions suited to
citizensd6 preferences and requirements [ 26]
authorities improve the lives of the residents [27].

Smart cities can solve the intricate problems of urbanization and improve the standard of
living for their resdents by exploiting data with Bl. Through the integration and analysis of
data, using predictive analytics and data mining to facilitate deeaisaking, Bl is seen as a
necessity for smart cities and their normal functioning [28]. That is why the integodtBI

and smart cities has become an essential need for urban planning, development, and
management.
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Conclusion and Future work

The utilization of the Bl concept and its tools represents a promising perspective aimed at
improving the development and management of smart cities. Through this research, the
potential of Bl tools for leveraging data from urban areas in order to optiespeirces and
decisionmaking processes has been highlighted. Through the integration of data from
different sources and the derivation of ddtaven insights, Bl can potentially enhance the
sustainability of smart city initiatives and foster better goaace transparency. Future
studies on this topic should focus on evaluating the effectiveness of this conceptlifie real
scenarios and assessing the impact of these analytical techniques on addressing challenges
such as technological infrastructure liations and limited resource scenarios. Such
endeavors not onl vy promise to deepen our
development but also hold the potential to inform the refinement of strategic imperatives
essential for navigating the evolvirgnidscape of urban living.
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DESIGN OF ALLPASS-BASED IIR FULLBAND DIFFERENTIATORS
USING LINEAR PROGRAMMING

| van Kr Soirfan® StMan lainil , a maurrl@dPa8Budi mi r
Abstract

5G technology is one of the main prerequisites for the Smart Cities paradigm. 5G transceivers
can notably benefit from the utilizatiaf sophisticated signal processing techniques such as
advanced digital differentiators due to the requirements for high data rates, low latency, and
efficient spectrum utilization. This paper investigates the design -gfaa#i based infinite
impulse respose full band differentiators using linear programming. Obtained
differentiators.

are optimal in the sense that relative error of the magnitude response is minimized in the
Chebyshev sense. Since the starting optimization problem iingam, it is diviced into
several sulproblems that can be easily solved. As compared to existinoasdl based
solutions, proposed differentiators have an additional design parameter that allows a further
decrease in the magnitude response error.

Keywords: allpass filter, fullband differentiators, linear programming, parallel allpass
structure, magnitude response error minimization

Introduction

In the design of 5G transceivers, the choice of implementing ALLPBeSSd IIR
differentiators would typically & made considering factors like specific performance
requirements, power consumption, implementation complexity, and cost. Digital
differentiators are required in various applications where time derivative of input signal needs
to be computed. These apptions include physiological signal processing, edge detection in
images, analysis of radar and sonar signals, and compensation in control systems. As other
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types of filters, digital differentiators can be also designed as infinite impulse response (lIR)
or finite impulse response filters. While IIR fullband differentiators cannot have linear
phases, they are preferred in many practical applications due to considerably lower filter
order and group delay values.

lIR fullband differentiators can be designbyg inverting the transfer function of the IIR
integrator, followed by stabilization of unstable poles [1, 2, 3]. Starting from the existing
transfer function, methods of the second approach tend to optimize some existing
differentiator transfer function4] 5, 6] using classical and metaheuristic optimization
methods. Method presented in [7] formulates the design problem as convex constrained
optimization problem in unknown zeros and poles locations such that its solution minimizes
the group delay deviatiounder the constraint that maximum relative magnitude response
error is below some prescribed value. Differentiators designed by minimization ok the L
norm of magnitude response error are discussed in [8, 9]. Finally, starting point of the allpass
baseddesign methods [10, 11, 12, 13] is assumption that digital differentiators can be
realized by parallel connection of two allpass filters.

In this paper, a new approach for the design of IIR fullbdigital differentiators using
parallel allpass structure, where one of the parallel allpass branches is pure delay, is
presented. While orders of allpass filter in parallel allpass branches differ by one, the case
which is already discussed in [10, 11],1the novelty of this study is the introduction of
additional design parameter that allows further decrease of the magnitude response error.
Further, design problem is formulated in a new way and the optimal solution is obtained by
solving several subprédms.

Problem formulation

Transfer function of considered allpaszsed IIR fullband differentiators is assumed to be of
the following form

H(z) = 22’_[2—(1\!—1) — AN(Z)]' y >0, (1)

where4n(2) is transfer function ¢ N-th order stable allpass filter

ay@ =2V P =143 a2, @

while the value oY equals the maximum magnitude respons« = T as will be shown
later. Notably, transfer function of fullband differentiators considered in [10] can be also
expressed in the form given by (1), however these differentiators have one degree of freedom

less a¥ is fixed and equal ti.

Substituting? = e“in (1), magnitude and phase responses of considered diassg IR
fullband differentiators can be expressed as
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; . —(N-Dw—¢(w)
Jo)| = I L) ol 4 ()
|H(e’“)| = y sin 5 , (3)
- Yy — %y 2@ -(-"Da
0(w) = arg{H(e/)} = > + > ) 4)

where®(®) is the phase response of allpass fAx(2),
¢(w) =— Nw — 2arg {P(e/*)}. (5)

As the phase response of stable allpass filter is monotonically decreas_ing function of
frequency fo® € [0, 7], while #(0) = 0 and¢ () =— N7 [14], it follows that|H(¢”)| =0,
0(0) = n/2, angH(e’™) = yexp{—j(N —1)7} Therefore, the maximum of the magnitude

response equal; and it occurs a@w =T, while the average group ldg of proposed
differentiators equals

L 8O- _

= ~2 (6)

regardless of the allpass filter coefficients.

-

Since 1IR fullband differentiators are usually designed such that relative error of the
magnitude response is minimized [7], in this paper, an algoritmudtermination of the
unknown coefficients vector

a= [al a ... aN]T (7)

and value of the parametyris derived such that relative error of the magnitude response
£(w) = 0 (H(E)| - w) (8)

is minimized in the Chebyshev sense. Note that (3), and consequently (8), isnglid
coefficients of the allpass filter are such that rigand side of this equation is positive for

w € (0' ”). Hence, the first set of constraints that needs to be imposed on@eactor

—(V-Dw—¢(w)

sin

for @ € (0, m)

DESIGN ALGORITHM
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In this section, a problemf aletermination 0@ and¥, such tha£(«) is minimized in the
Chebyshev sense, is solved by solving several subproblems. First a method to obtain the

allpass filter coefficient@ such tha€(@) satisfies

—6 < g(w) <6, (20)

for @ € [0, 7] and assumind andY known is discussed. As will be shown, this subproblem
can be formulated as the linear programming one. Then, assY rknogvn, determination of
the lowes®, i.e. the Chebyshev nordc = 6(¥), is considered. Finally is determined such
that obtainedc is minimd for the given filter order.

Assuming¥ andd known, allpassased IIR fullband differentiator design problem reduces to
determination of the allpass filter coefficients such that (10) is satisfied, i.e. such that

w(1-5) Ssin—(w—1)2w-¢(w) Sw(ly+6)‘ a

under the constraints @gn by (9). Obviously,6 should satisfyé=1—y/m as
e(m) =y/m— 1, regardless the coefficients values. Imposing additional constraint that
magnitude response has only one extremal value occurw’ = 7, i.e. that

—(W—DHo—¢(w)
=3 o0 (12)

Cco

for @ € (o, ”), previous equations can be formulated agdininequality constraints in
unknown coefficients vect@. Namely, as

sin =712 = sin (arg {¢//2P(e)}) = % (13)

vV

—(N-Dw—¢(w) . iw/2 w1\ _ Q(w)
cos—————— = cos (arg{e/“/2P(e)}) = N ZorEo) (14)
Where

— gin &N . i @
R(w) = sin =1 D=1 T 3111(2 kw) = sin—+ s(w)a, (15)
Q(w) = cos% + Zilzl a; cos (%—— kw) = cos%+ c(w)a, (16)

inequalities given by (9) and (12) can be expressed as

s(w)a >— sin%, (17)
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w
c(w)a >— cos=, (18)

respectively, while (11) can bermulated as

2 2 2 2
s(w) [1— w— c(w) i) I —wsin2 - 2t cos=,
¥e Y Y- 2 Y 2 (19)

forw =y/(1+6), and

2(1-6)2 1-6 2(1-6)% . 1-§
s(w) [1— M— c(w)i(-—) a=>-— |1 —-a#-sm&)--i-?)—(—)-cosﬂ,
¥ Y y* - Y - (20)

for @ € (0, ™)_ Therefore, the coefficients of the allpass fidn(2) that characterize the IIR
fullband differentiator with transfer function given by (1) should satisfy linear inequalities
given by (17), (18), (19) ah (20), and a linear programming techniques [15] can be
employed to determine whether such solution exist or not. Iframd/orY needs to be
altered.

To obtain the minimum value &ffor known? such that previous subproblem has a solution,
following optimization problem needs to be solved

minimize &
d.a

subject to: (17), (18), (19), (20) 1)

Since inequalities given by Egs. (17), (18), (19) and (20) are not lindasame of the one
dimensional search routines [16] can be used to determine the 6 = ¢ such that
previous subproblem hassalution for som¢.

Finally, to obtain the general optimal solution, the value of the paramigeanfa$ needs to
be determined such that solution to (21) is minimal for the given allpass filter\yrder

minimize &
y.a

subject to: (21) (22)

and as in the previousubproblem some of the caémensional search routines [16] can be
utilized.

DESIGN EXAMPLES
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In this section, design examples of the allgassed IIR fullband differentiators obtained
using the proposed design method are discusseéV =1 andN =2, Note that the order of

proposed differentiators equiZN — 1, while required number of multiplicationsN +1,
As compared to differentiators proposed in [10], proposed differentiators exhibit lower

magnitude response error due to existence of one additional desagnepaty. As already
mentioned, average group delays of proposed differentiators do not depend on the
coefficients values but only on the filter order, note (6). Using (6), phase response linearity
error function in degrees can be determined as

180 T

§(@) =—[6(@) ~ (5~ w1)], (23)

as well as the maximum phase linearity error
n = max |§(w)] (24)

Utilization of the proposed design method gives the following transfer function of the first
order fullband differentiators

>—1
H,(z) = 1.483614 (1 02221524z )

Tr0222155 T (25)

The maximum relative magnitude response and phasariin errors of the proposed first

order differentiator are equal 6 =5.55% andn = 12.84 deg. Obtained differentiator has
lower maximum relative magnitude response error compared to theotlied differentiator

from [2] (5-6%), but slightly worse phase linearit12.05 deg). On the other hand, proposed
differentiator outperforms existing firstrder allpas$ased solution [12] that hd = 9.03%

and” = 15.46 deg. Magnitude response(@) and$(@) of considered differentiator are
presented in Figure 1.
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Figure 1. Magnitude response, relatimagnitude response error and phase response linearity
error of proposed firsbrder IIR fullband differentiator

Transfer function of proposed thiatder IIR fullband differentiator is

= —0.038552+o.278184z-1+z-2)
1+0.278184z~1-0.038582z~2/’

H,(z) = 1.524331 (z—l (26)
and its magnitude response, relative magnitude and phase response linearity errors are
depicted in Figure 2. Maximum €(@) andé(@) of the proposed thirdrder differentiator

equald =2.96% andn = 17.31 deg.
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Figure 2. Magnitude response,wrelative magnitude respo éaed phase response linearity
error of proposed thirdrder IIR fullband differentiator

239
ISBN: 978-86-6461:-074-2



ALFA BK UNIVERSITY

FACULTY OF INFORMATION AND COMMUNICATION TECHNOLOGY B K @
FACULTY O F COMPUTER SCIENCE =/
ALFATECH
Proceedings of Conference Alfa BK Univerzitet
CONCLUSION

In this paper, design of allpabased IIR fullband differentiators using linear programming is
considered. As compared to previous allpaassed solubns, proposed differentiators have

an additional design parameter that can be used to further decrease the maximum of the
relative magnitude response error. Proposed differentiators have low group delays and
obtained firstorder differentiator comparesviaurably with existing higheorder solutions.

Higher order differentiators tend to have lower magnitude response errors, but they exhibit
higher phase response linearity errors. The future research can extend the proposed approach
to design of IR lowpasand midband differentiators. Given that 5G aims for high efficiency,
speed, and accuracy in signal processing, these components can provide significant
advantages in achieving these goals.
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Abstract

This paper provides a comprehensive exploration of an approach addressing the dynamic
challenges posed by modern cyber threats through the integration of neural networks into
intrusion detection systems. The given approach emphasizes the necessity fiwe adap
defences in the face of evevolving threats, which camouflage as normal network traffic.
The methodology, meticulously detailed in the paper, defines the importance of constructing
such a system that adeptly identifies underlying patterns in themetdata.

Keywords: Neural Networks, Intrusion Detection Systems, Cybersecurity, Machine
Learning, Adaptive Defence Mechanisms

Introduction

Traditional Al ntrusi on Detection Systemso o
nature of cyber threatand modern malicious software, which aims to disrupt selected
networks, resulting in critical errors or stolen information.

Malicious actors strategically disguise their activities within legitimate data transmissions.
Oftentimes, such activities occupging as normal network traffic, making their detection
chall enging for the traditional Al ntrusi on
ordinary network flow allows these threats to go unnoticed, due to their similarities with the
normal network dta, resulting in the risk of critical errors and potential exposure of sensitive
information.

Traditional Al ntrusion Detection Systemso r
conduct a series of operations in order to detect and prevent suchousalagtivities
exposing the net wor kos I nformati on and flo

differentiate between benign and malicious activities, when the latter adopts the disguise of
former. Dynamic nature of cyber threats demands an adaptivepraadtive, defensive
solution.

8 norlLe Karigil, University of Kragujevac, Faculty of
djordjeO0karisic@gmail.com
2 Mi |l an L abéer kmipvaer sity of Kragujevac, Faculty of E
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This paper explores the pressing need for a more sophisticated approach to network intrusion
detecti on, recommending the i ntegration o f
Systemso, ai ming t otoecognazepotential damamialies whiehpexpbse | i t i
the presence of malicious activities. By integrating neural networks, which are inspired by

human brainds ability to I earn and to adapt
to learn from and adapo the given network data, ensuring detection of deviations from the
norm and systemb6s evolution. Evol ution of ¢t}

enables systemds continuous progression of
behaviour and data flow.

Augmentation of the anomaly detection capabilities of detection systems, enables this
approach to seek to uncover and neutralize potential risks that lurk behind the cover of
normal network traffic, ensuring a robust, defensive meshaim realtime against the ever
evolving adversary.

This paper navigates through the steps of exploring and developing such approach, discussing
the architecture, neural network methodologies, and integration oftimeal threat
intelligence. Through accmpr ehensi ve exploration of the
world performance metrics, the provided methodology aims to showcase how this innovative
approach keeps pace with the dynamic nature of cyber threats, especially those that manifest
as seemingl normal network traffic. Neural networks [2] represent a paradigm shift in the
field of cybersecurity, as they offer a unique and adaptive solution to the intricate challenges
posed by modern cyber threats. This integrated approach marks a signifipatdvwsieds
fortification of digital defences against the eesolving cyber threats.

Materials and Methods

This section explores the steps involved in dataset exploration and preparation, feature
engineering and definition of tecommended approach for intrusion detection.

Dataset

The dataset which was employed in this studyNISToN-l0T dataset [3]. This dataset
consists of raw network traffic data, derived from diverse networked environments,
specifically curated for the ppose of advancing research in intrusion detection and network
security.NF-ToN-10T containsl,379,274data flows, of whict,108,99580.4%) are malign
and270,27919.6%) are benign.

Each instance of network traffic data listed in this dataset consists of features concisely
described inrable 1

Table 1: Features of each dataset instance

Feature Description
IPv4 Source Address [Source IP address from which the network traffic oritgaa
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Source Port Number |Source port number associated with the network traffic.

IPv4 Destination AddresgDestination IP address to which network traffic is directed.

Destination Port Number|Destination port number associated with the netviadfic.

Protocol Network protocol used for communication.

Layer 7 Protocol Application layer protocol.

Number of incoming bytegDefines the volume of data received.

Number of outgoing bytegDefines the volume of data transmitted.

Number ofincoming packetMeasures the count of received packets.
Number of outgoing packeMeasures the count of transmitted packets.
TCP flags Flags associated with TCP communication.
Duration of network flow |Duration of network flow in milliseconds.
Binary label indicating the nature of the network traffi¢ (O
benign, I malign)
Attack Categorical label specifying the type of attack (e.g., DDoS

Label

Each and everyeature, represented as a column in the dataset, exhibits complete data
integrity [3], meaning that there are no missing values describing the feature of an instance.
This ensures reliability and dataset completeness, resulting in seamless furthes.analysi

The set of features, as givenTiable 1 represented via columns, provides system with the
essential characteristics of each instance of data traffic, enabling it to evolve by finding
correlation between values of different features within the giegntlserefore learning the
importance of each feature and how to interpret their values intelligently.

Further dataset discussion includes statistical analysis of class distribution and visual
comparison. Each categorical value, such as type of thd attaclabel are used to provide

and process the distribution of instances. Visual comparison is given by histograms
represented blfigure 1andFigure 2

Count of Each Label Value (0 - benign, 1 - malign)

Figure 1: Distribution of instancesenign and malign
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Figure 2: Distribution of instancegypes of network attack

Examination of the histogram provided Wyigure 1 results in further insight into the
distribution of the instances, in this case, distribution of malign and benign data flows. This
histogram suggests that there lies a potenhiallenge posed by the class imbalance, which
may i mpact the neur al net work model 6s abil:i
instances (benign data flows).

Histogram represented bifigure 2 also suggests that class imbalance exists in the
distribution of the types of network attacks.

The context of this paper is exclusively focused on the binary classification of data flows as
either benign or malign.

The solution to the class imbalance lgem, as suggested by this paper, is to dynamically
adjust the learning process through the incorporation of class weights during model training.
By assigning appropriate weights to each class, the neural network becomes adept at
discerning subtle pattemvithin both benign and malign instances. This adjustment ensures
that the model allocates more significance to the underrepresented class (benign) without
compromising its ability to correctly classify instances from the majority class (malign).

As mentiored beforehand, correlation between each of the features proves to yield critical
information about the state of the dataset and its instances; therefore, must be analysed
comprehensively.

Figure 3is a visual representation of the correlation matrix meala the features in thHgF-

ToN-oT dataset. This correlation matrix represents the relationships between the features,
providing an overview of the interdependencies within the dataset.
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Correlation Matrix
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Figure 3: FeaturesCorrelation Matrix

Correlation matrix utilies a colour gradient, ranging from shades of black to beige, to
indicate the strength of correlation and it s
correlation between features. Ideally, these values should be close to zero, signifying a lack

of correlation.

Several conclusions could be derived from this correlation matrix:

1 Correlation betweersource portand Destination portnumbers features suggests a
somewhat strong negative correlation.

1 Correlation betweerLabel and Destination portnumber too, suggests somewhat
strong negative correlation.

1 Correlation coefficient 0f0.78 betweenProtocol and TCP Flagsfeatures indicates
that when the formerdéds value increases,
somewhat strong negative correlation.

Absence of strong correlations among all other features enforces the significance of each
f eat ur e 6 s ribution. Retadning ctlee nminority of somewhat strongly correlated
features enforces model to discern subtle differences between instances, ensuring it can adapt
to the dynamic nature of the cyber threats.
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Methodology

Methodology, as defined in this papeuytlines the synthesis of ideural Networkfor an

Al ntrusi on Detection Syst emo, preceded by
contributes to data preprocessing and preparation.

The goal is to develop an adaptive, robust system with a neural netintglcore, capable of
recognizing and reacting to subtle patterns found within the détasetributing to potential
enhancement of any networkés security agains
As mentioned previously, complete system architecture consists of mdtgteents and
operations, from which three main elements are singled out:

1 Input i set of instances described by their features, classified as either benign or
malicious data flow.

1 Systemi set of internal procedures, variables, methods and processeswésked
preparing, managing and processing given input data to ensure seamless, efficient and
precise training, validation and performance evaluation of the internal neural network.

1 Output i tuple of elements containing information regardiegformance evaluation
of the training phasesélidation accuracyand testing phaseléssification repornt

Methodology of this paper suggests a specific pipeline of operations to be constructed prior to
feeding the neural network data from the inpuig@sted pipeline consists of an ordered list

of operations and procedures which all connect given input to the neural network, conducting
required preprocessing. All operations within this pipeline are sequentially connected,
meaning thatoonpubpiesaanonber operationds in

1. Data Cleaning and Selection Operatiofi Ensures that input data is represented in
via specifically selected features, and that none of them have rows with missing
values, orcontain unsupported values.

2. Preprocessing IP Addresses Naturally, IP addresses are represented as a set of four
numbers, each in range from 0 to 255. As such, they cannot be processed correctly
and meaningfully by the neural network in the same for@iae way of
preprocessing them is to convert them to strip the dots and add leading zeros to ensure
each octet contains exactly three digits (e.g. an IP address represented in standard
format as 192.168.10.1. could be represented asb#t 6#yned integer
192,168,010,001). This way ensures that the relationships between IP addresses are
maintained, meaning that neural network model can potentially recognize adjacent
nodes, devices and networks.

3. Data Scalingi Previous item in this list suggested the apphnoafcconversion of IP
addresses so they can be represented-bg 6@yned integers. As the dataset defined
in this paper contains a large number of instances, of which each contains two IP
addressedJestination and Sourgeit is very important to conger the computational
demands of the neural network. One way of reducing the computational demands is to
apply a scaling technique. One such technique is calleemax scaling[4] (min-
max normalizatiopand is defined by equatidfh).
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Application of minmax scaling on each of the numerical features, ensures that the
computational demands of the neural network get optimized, as data values lie within
constant, smaller ranges [4].

4. Dataset Spliti To ensure proper training, validation aedting phases, dataset needs
to be split, effectively and intelligently, into three different subsets, for each phase.
Dataset is split using 70:15:15 ratio, which allocates 70% of data to the training set
and 15% to both validation and test sets. Stcatibn of the data ensures that each
subset maintains the same distribution of class labels, preserving the balance between
benign and malign instances.

5. Calculation of Class Weightsi Class weights are computed to assign different
weights to each clasgnsuring that the neural network appropriately adapts to
instances from the minority class. Calculated class weights are forwarded to the
neural network, to assist in calculation of the loss function [5].

The neural network architecture deployed with the task of classifyl@JoN-loT dataset
instances is carefully designed, as to capture the most intricate of details. The architecture
consists of a few key compon e tiesand adapamlulity. cont r

1. Input Layer i Used to predefine and essentially prepare the network to work with
specific shapes of input data.

2. Processing Layers Multiple dense layers, followed by batch normalization [6] and
dropout layers are incorporatedinthe c hi t ect ure, to enabl e ar
ability to learn and capture patterns, and reduce overfitting by introducing
regularization techniques.

3. Activation Functions i Rectified Linear UnitReLU) activation functions [7] are
included after each denkyer, increasing the complexity and adding4haearity
within the neural network. This enables neural network model to learn more complex
representations of the data.

4. Output Layer i Utilizes sigmoid activation function to produce a value in the range 0
to 1 representing binary classification. This value indicates the likelihood of an
instance being benign or malign data network flow.

5. Model Compilation i Model is compiled using the Adam optimizer [8] and binary
crossentropy loss function.

Visual represenat i on of the gi ven mo drguré4anddigwehi t ect
5.
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Figure 4: Neural Network Architecture ex. 1
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Figure 5: Neural Network Architecture ex. 2
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actvation function.

The neural network training phase incorporates several internal processes and elements,
which ensure proper handling and parametrization of the training phase.

1. Number of epochs’ Each epoch represents passing the entire dataset doavwar
backward through the neural network once. Number of epochs isl<#fiar the
purposes of the training outlines by this approach.

2. Batch Sizei Number of instances processed together before the update of neural
net wor kés par amsseeti256 dlie@ojthe lafBeanunsblr ofnetveoek
flow instances.

3. Callback for Learning Rate Reductioni Learning rate influences the size of
adjustments made to the model weights based on the calculated gradients. This
callback ensures dynamic reductidiearning rate, enhancing and speeding up
model 6s convergence.

4. Callback for Early Stopping 1 Callback which prevents unnecessary computations
and therefore overfitting. Aftef unsuccessful epochs, training phase is terminated
and wei ght s foestpenfortnihngeepochoark sdlebted and restored as they
encapsul ate model 6s opti mal state achieve
performance evaluation.

Complete system recommended and projected by the approach to the methodology given by
this paper is presented Bygure 6 encapsulating the entire approach for effective neural
network training.
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Figure 6: Complete methodology

The carefully designedhethodology integrates multiple components to ensure correct and
effective neur al net workoés training and eval
strategic combination of parameters such as the number of epochs, batch size and callbacks
ensue both effective and performanoéented training phase. Defined approach, outlined by

Figure 6 presents the complete systembs framew
adaptive neural network capable of addressing the given cyber threats.

After establishing the proposed framework for effective neural network training, it is advised

to shed some light on the achieved results and neural network performance evaluation.

Results Discussion

Proper evaluation of net workodéds performance
various aspects of its predictive capabilities, and generalization to new, unseen data. Such
predictive capabilities can be put to test by utilizing the test set.ricpttk deployed model

with test set data results in generation of predicted class labels, which will be subjected to
further analysis by comparing them with the original class labels using different evaluation
metrics.

Figure 5shows a confusion matrix [9representingirue NegativesFalse NegativesTrue
PositivesandFalse Positivesin a matrixlike structure, mapping each of them in a clockwise
manner.
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From the confusion matrix and its elements, giveRigure 5,multiple different evaluation
metrics arisePrecision Recall F1-ScoreandAccuracy[9]. Each of them is utilized to

performance at
Numericallyrepresented evaluation results are given for each of class labels or combined as

describe

average and weighted average results of each applied evaluation metric.

model 6s

predicting s

Table2pr esents a set of evalwuation factors, cal
Evaluation metric [9] Benign Mal i gn Average Weighted Average
Precision 99.52% 99.22% 99.37% 99.28%
Recall 96.76% 99.89% 98.33% 98.33%
F1-Score 98.12% 99.55% 98.84% 99.27%
Number of samples used 40542 166349 206891 206891
Accuracy(Overall) 99.27%
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Table 2: Evaluation metrics and values

Results suggest almost perfect model performance. Further analysis requires delving deeper
into the model 6s performance, analysing its
threshold is set to 0.5, but to conduct a more thorough analysisoftho d el 6 s behavi c
essential to explore its performance across a range of different thresholds. This analysis

provides insight into the trad&f between precision and recall, and stability and confidence

of the modelThreshold Sensitivity Analysso f t he mode |l 6msaligpdassf or manc
labelswill yield enough information to make an informed conclusion, provideidpyre 6.

Threshold Sensitivity Analysis

1.00 A
0.99 1
\
0.98 4
v
g 097
0.96 4
0.954 — Precision
— Recall
-==Fl:Score

T T T T T

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Threshold

Figure 8: Threshold Sensitivity Analysis of malign class labels

Several occurrences could be observed fronfripere 6.

1 Recall Decreasé As threshold increases, model becomes less sensitive in capturing
all instances. It is making more false negative predictions.

1 Precision Increasé’ As threshold rises, model becomes more selective in labelling
instances as malig It is making fewer false positive predictions.

1 Conclusioni Higher threshold increases precision at the expense of decreasing recall.

Conclusion

This paper presented a comprehensive exploration of a neural ngwweked approach to
solving the problem of network intrusion detection. The dynamic nature of cyber threats
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indicates a need for an adaptive approach to their elimination, thus thetiotegf neural

network offers a promising solution.

The examination of the given, developed approach, as listed in methodology section, defines
the importance of careful construction and synthesis of system that can precisely and
effectively address thenderlying patterns that occur in deyday network traffic and

threats that might appear. The recommended system exhibits robustness and adaptability, as it
features a neural network at its core, and a complete data preprocessing pipeline to address
anydata inconsistencies.

Results produced by the application of evaluation metrics have numerically, on a scale,
representing the performance and efficacy of the proposed methodology. The threshold
sensitivity analysis revealed tradéfs between precision drrecall and showcased visually

the stability and confidence of the given model, as well as its priorities (which elements the
mo d e | focuses on, such as fATrue Positiveso,
analysis proves that the model primés minimizing false malign instances, which is the
optimal and expected model behaviour.

Recall, precision, and F1 score prove to be of critical importance in revealing and defining
the model 6s performance. Thos e pmeose, adcwcase, S U g g
and stable when dealing with unseen data.

As network systems continue to evolve, so do the cyber threats. Such threats may hide in
plain sight, mimicking the normal data network flow, making them camouflaged to most
network intrusion sstems. Given approach suggests providing said systems with adaptability
and artificial intelligence, by incorporating, as mentioned, a neural network at their core. In
general networks, a larger flow of data is inevitable and can be put to use for méwmakn

tuning and learning.

This study contributes to the ongoing evolution of proactive and adaptive defence
mechanisms against cyber threats in networks. By leveraging neural networks and advanced
data analytics, those defence mechanisms prove to betelligent adversary to cyber
threats. This integration of neural networks offers a promising solution for further
fortification of digital defences and guarding against @xelving threats.
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Abstract
Popular phraséA Sma r t Citieshn i s i n use for SO
City whi ch i s environment friendly or

solutions. The usual approach to smart cities is tehnical.

Smart @y should allow every citizen to use all offered services, public and private |,
in the most convenient way. People with disabilities are part of the city and they
have to use completely the advantages of access taothets, urban equipment |,
services and information. People with disabilities are sometimes denied better
i nteraction wi t h t he city because ver.)
accessible.

Inclusive Smart City suggests broaden the vision of smart city so that people with
disabilities could be considered as users and potential users of urban technologies.
The aim of the work is, based on analysis of studies available, to show thpt aince
inclusive smart city and the way to improve the accessibility of transport and
managing life of disabled in urban spaces.

Keywords: inclusi, offered services, urban spaces, smart city

Introduction

Modern means of communication create an assumption for a more decentralized urban
development, but also for thinking about how the mechanical growth of a city in one moment
can create obstacles to its further development. In the past, cities were hufiesleavater
and on high ground, as it were, for safety. Today, only an inclusive city can provide security.
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Inclusive design of cities today has exactly the opposite goal, to make cities accessible to
people of different abilities and different needsa(lic, 2008).

Living in the 21st century has become unthinkable without traffic and all its benefits.
What is more, it is not possible to achieve further development of society without traffic as an
existential function of living space due to the savingsm® when traveling longer distances.

In recent times, the extent of barriers to mobility in the environment and in transport
services has been recognized. Until these barriers are removed, a significant part of the
population will continue to be disadviaged, that is, unable to travel as they wish and
consequently limited in the extent to which they can participate in society.

The number of people whose mobility is limited in this way is very significant. A study
conducted by Eurostat on the employmainpeople with disabilities in Europe estimates that
among people of working age (16 to 64 years), 44.6 million, i.e. one in six (15.7%) has a
long-term health problem or disability.

A February 2005 communication from the European Commission to the Buarope
Parliament and Council cited an earlier document (Towards a bfregeEurope for people
with disabilities, 2000) which estimated that around 10% of the European population had
reduced mobility. Two studies, one in Germany and the other in Franoeatesthat at any
given time between 20% and 30% of people who travel have mobility difficulties for one
reason (disability) or another (temporary impairment).

It's also important to remember that it's not just physical disabilities that can cause
problens for people when they travel. Sensory impairments, that is, the inability to see or
hear, can cause difficulties, as well as intellectual disabilities, mental health issues and
communication difficulties.

Whatever definition of reduced mobility or disatyilis used, it is clear that a very large
number of people are affected by barriers to movement.

The concept of an inclusive smatrt city

The popular phrase "smart cities" has been around for some time, and includes a
variety of overlappingneanings associated with the term:

- an environmentally friendly city or "green” city,

- a sustainable city,

- a city that implements innovative technical solutions.

The subject of smart cities is most often approached from a technical perspective.

When tte United Nations Development Program (UNDP) says "smatrt cities", it refers
to the use of new technologies to contribute to the provision of inclusive, sustainable urban
development, taking into account people, the economy and the environment.

The essentiajjoal of the Smart City ("Smart CitySC") is to ensure that all citizens
have the right and benefit from the adopted innovations and have a voice in deciding which
SC strategies to adopt and how to do it (Batty et al., 2012; Rebernik et al., 2019).
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To beinclusive, smart city development policy must take into account the specific
needs of women, the elderly and persons with special neealsd must provide
comprehensive solutions.

Access to the telecommunications infrastructure is also an important fiabis,
more than 52% of the global population still does not have access to the Internet, and in every
region of the world, the number of men using the Internet exceeds the number of women
using it. New technologies, if used strategically, could coueiio reducing inequalities,
exclusion or discrimination of marginalized groups.

Inclusive Smart City ISC) is a set of ubiquitous and digital urban assistive
technologies, enabling those citizens to move independently and perform their daily activities
autonomously, resulting in a better user experience in urban spaces.

ISC solutions use technology to provide people with disabilities with: additional
forms of interaction with cities, as well as additional alternatives to support people with
disabilitiesto effectively perform their activities in urban spad&is an integrated effort to
balance environmental deficiencies in communication and interaction with people with
disabilities (Soares, 2018).

ISCinitiatives primarily seek to strengthen the sbaspects of smart cities, for these
initiatives are capable of enabling the inclusion of a wider range of citizens as users of
innovative urban technologies and services.

Examining the results of the study, the features that cities would provide to amprov
the experience of people with disabilities in urban space are:

1) To adapt information and digital services available in urban spaces,
making them suitable for different formats;
2) To adapt urban technologies and mobility solutions according to the abilities of
different people;

3) To upgrade traditional assistive technologies with new functions;
4) To support navigation/exploration of the urban landscape;

5) Identification and dscription of objects and location;

6) Help people with disabilities to find city facilities and devices;

7) Anticipate unexpected events and/or dangerous situations;

8) Facilitate finding people who are willing to help;

9) Provide effective channels of comnication to enable interaction between
persons with disabilities and local authorities/public agents.

The concept of disability

People with disabilities are the largest minority group in the world. Currently, about
10% of the world's population, or approximately 650 million people, live with a disability
(World, D., 2020). According to the United Nations Convention on the RighBerfons
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with Disabilities (UN CRPD), persons with disabilities include those who havetérng
physical, mental, intellectual or sensory impairments which, in interaction with various
barriers, may hinder their full and effective participation in soomgtyan equal basis with
others.

People with disabilities (PWD) are one of the vulnerable sections of society that can
benefit from the advantages brought by SC technology (Townsend, 2013), especially because
they face different problems related to urbgrace (De Oliveira Neto & Kofuji, 2016).
Access to public spaces is such an important issue that promoting the development of
information and communication technology (ICT) services for people with disabilities is one
of the topics that make up the Smarti€3 Research Agenda proposed by the United Nations
University (Estevez, Lopes, & Janowski, 2016).

An inclusive smart city uses digital assistive technology in urban spaces to improve
the experience people with disabilities have in these spaces, extéraimgnefits envisioned
by SC initiatives to a significant number of citizens.

The adoption of the UN Convention on the Rights of Persons with Disabilities
recognizes persons with disabilities as holders of the right to participate fully and equally in
all aspects of society. This implies that inclusion is not only an obligation of states, but an
enforceable human right for all peopié.

According to the UN CRPD and the disability rights movement and for the
development of disability policy, the four graupf impairments listed in the UN CRPD
(physical, mental, intellectual and sensory, which include visual and hearing impairments)
will be used as a framework for analyzing the interaction between impairments and barriers.

According to statistics, the mostommon disability in the world is mobility
impairment or physical disability. Over 3.6 million people in the world use wheelchairs
because of a disability. There are about 30.6 million people with mobility impairments in the
world.

Another large part of tncommunity of people with disabilities (about 12 million) are
individuals who need help with everyday tasks. In addition, there are over 8.1 million who
are partially or totally visually impaired. Fewer people face hearing difficulties because they
are taally or partially deaf. Statistics also revealed that about 2.4 million people in the world
have Alzheimer's disease, senility or dementia (World, D., 2020).

Physical impairment

Physical impairments and disabilities are most often associated with peaplese
wheelchairs, crutches or other mobility aids. However, people with mobility impairments are
much larger and include people of short or tall stature, people with artificial or missing limbs
or people with physical disabilities.

87 United Nation Convention on the Rights of People with Disability (UN CRPD) (2006).6Awaliabl
from: https://www.un.org/development/desa/disabilities/conventiean-the-rights-of-personswith-disabilities.htmi
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People with physidadisabilities can face various obstacles when using public
transport. Platform infrastructure, such as gaps and/ctaveh access between platforms, is
pointed out as a common barrier for those with physical impairments, as wheelchairs cannot
access theehicle. People with low stamina or chronic pain may need seats or rest areas to
take a break from long walks in the station. Other obstacles in the built environment include
uneven floors, steps or gaps, making it difficult for people to move aroursfatien or get
in and out of a transport vehicle.

Also, transport users may encounter communication barriers due to an inaccessibly
built environment (e.g. information boards or counters that are too high to reach).

Lack of effectivecommunication with the staff, especially bus drivers, can also be a
problem. In Velho's (2016) study, many people with disabilities mentioned that drivers
simply did not stop for them to board the bus. Others noted instances where drivers did not
open theramp to get off, despite pressing the "Request Stop" button. This proves that
communication problems are also a potential barrier, which increases the stress felt by
wheelchair users when planning and executing their public transport journeys.

Short boardig times can be a barrier as people with physical impairments may need
more time to board or move around the transport vehicle. Moreover, even if the station itself
is very accessible, some people with mobility impairments may need an assistant to
accompawy them through the station or help with their luggage.

Inaccuracy or lack of information provided before and during the trip can also be an
organizational obstacle. It has been proven that wheelchair users often experience
dissatisfaction, frustration, aeagand other negative emotions when dealing with facilities
(e.g. stations) that are stated to be accessible but are not in practice. This finding emphasizes
the importance of reliable sources of accessibility information.

Visual impairments

"Visual imparment" is a general term that describes a wide range of visual functions,
from low vision to total blindness. Visual impairment is usually defined in two tetotsi
blindness and patrtial vision. Total blindness is a complete lack of light perceptidoram
perception. However, low vision refers to irreversible vision loss that interferes with daily
activities. Some people are "dddind", which means that they have severe vision
impairments, or severe vision and hearing impairments (World, D., 2020).

Since people who are blind or dddind cannot drive, they often rely on public
transportation as a form of travel. The use of public transport usually relies on visual cues
that are inaccessible to people who are blind, partially sighted obliledfPeople who are
blind or deafblind must rely on advance planning, training, and assistance from transit
drivers and other transportation users. A study by Azenkot et al. has identified that the main
challenges faced by visually impaired and dalaid peope are locating stops and getting off
the bus at the correct stop.

Path guidance with tactile markers of contrasting colors for accessible routes to
transport facilities and within transport facilities, especially clear indication of the position of
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bus ortrain stations, platforms, entrances and vehicles is necessary to improve transport
accessibility for visually impaired people (Sze, N. N., & Christensen, K.M., 2017).

It is vital for people with disabilities to have all of this travelated in an acceible
format, especially as audio. Moreover, it is very important that clear and large signage, audio
information for the arrival of public transport vehicles and timetables in large letters legible
for the visually impaired are available.

The entiretransportation system should be organized in such a way that visually
impaired people can move easily and safely, which means that all facilities (including ATMs,
toilets, etc.) should be accessible to these passengers as well. Also, if the person needs
assistance (e.g. to be guided through the station), it should be provided during all aspects of
the journey.

Many individuals who have very low vision or who are completely blind use a cane or
a guide dog. These travel aids also serve to indicate thas@npeas severe vision loss. The
details of traveling with service animals or other issues related to visual disabilities remain a
bit vague and have a lot to do with attitude.

Hearing impairment

This type of disability means that the person has diffichktaring, is partially or
completely deaf. The causes and degrees of deafness vary in the deaf and hard of hearing
community, as do sign languages and other means of communication and attitudes toward
deaf people.

The barriers faced by deaf and haifdhearing people are related to the fact that the
transport and station environment is not adapted to allow accessible information and
communication. Furthermore intercoms do not always allow video communication to enable
visual communication in sign languag@imilarly, fire and security alarms and evacuation
procedures do not always include visual signals (e.g. flashing lights) to alert deaf and hard of
hearing people (EUD., 2014). Also, sudden sounds, such as the sound of the station
announcement, cause hieg aids discomfort and do not help in station navigation (Caldwell
J., 2018).

Common skills for people who are deaf or hard of hearing include using sign
language, interpreters, live or video services, providing information in visual formats, speech
to-text technologies, subtitling, assistive listening devices, volume control phones, signaling
devices (e.g. a flashing light that alerts individuals to a knock on the door or a ringing phone),
captioned videos and the like.

Digital solutions and mobile apphtions for smartphones (e.g. GoBraille, Braille
based applications that provide information about buses and bus stops or Google Transcribe)
can also be useful for deaf or dddihd people, and support values of independence
(Azenkot, S. , et al., 2011).

Communication problems represent the main barrier for people with hearing
impairment, which happens due to unpreparedness and lack of knowledge about how to
communicate with hearing impaired people (Souza, M. F. N. S., etal, 2017).
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Written communication reains a popular format for communicating with people
who are deaf or hard of hearing. SMS naotification of all information in written formats on
station screens or in travel applications can be very useful, for it allows users to monitor the
status of theimode of transport in real time or receive specific route notifications.

For some deaf people, their disability may not be visible. This can make it more
difficult to access help services. And here it is important to note that all people have the right
to all the forms of assistance they need, regardless of the degree of disability.

Attitudinal changes can be shaped by positive experiences with deaf people, which
break down negative stereotypes. New communication skills can also be developed through
educatonal workshops, courses and staff training activities on communication.

Mental health issues

People with mental health issues (e.g. depression, bipolar disorder or schizophrenia)
may be overwhelmed by anxiety, claustrophobia or feelings of panic. Ussiadlly types of
damage are less visible to other people, and this can cause some barriers and problems for
these travelers during the journey.

According to Mackett (2016), one of the main problems of people with mental health
issues is overcrowding of buser stations. Additionally, trips that required changes in
transportation were particularly stressful for mentally impaired people, as their anxiety
increased. In many cases, travel planning is essential for this group of travelers, which is why
availablepretrip information or inclusive travel guides could be very helpful in removing
these barriers.

Digital technologies could be one of the solutions to improve accessibility. Mobile
phone applications can alert caregivers if a user leaves the planredwbigh can be useful
for people with dementia or similar conditions.

Sometimes public transport staff may feel insecure about their interaction and
communication with passengers with psychosocial disabilities. There are main 'rules' for
communicating wh people with mental health issues, such as being respectful and listening
patiently, especially if passengers are scared or .upset

Penfold et al. found that the selbnfidence of such a person is a key factor, and there
are three key aspects sficcessful transport of people with mental health issues, which can
be incorporated into organizational transport structures:

1) Routine and planning: knowledge of routes and ability to plan trips is
important;

2) Safety and control: Whitley and Prince conductad twoyear
qualitative study and found that people with mental health issues suffer
disproportionately from fear of crime, especially women and older people.

3) Accessibility and finances: the high travel cost can be a problem for
some people with mental Heaissues: only 41% of them had a preferential bus
ticket. (Mackett, R., 2016).
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To make transport accessible for people with mental health problems, all three aspects
need to be taken into account. Despite the fact that their disability is often nt,\psibple
with mental health problems are also entitled to all forms of help and support while
travelling.

Intellectual disabilities

Broadly speaking, intellectual disabilities are conditions that interfere with the
acquisition, storage, organization, and use of skills and knowledge. It can be identified by
deficits in academic functioning and in the processing of memory, auditorygl \asa
linguistic information. They may have difficulty understanding information and/or following
instructions. However, people with this type of disability can learn and they can do many
things, it just might take them more time and effort than othesswith other disabilities,
people with intellectual disabilities are far from being a homogenous group.

Problems with perception and understanding make it difficult to cope with changes
and new journeys. As one study found, nearly 50% of people witheittigl disabilities
were concerned about transferring between different transportation systems during their trip,
for fear of getting lost or confused (Wasfi, R. A., et al., 2006). Changing regular routes and
times can cause problems for people with latdlal disabilities. Another obstacle is
difficulty in understanding regulations and procedures during travel, e.g. for preferential
travel passes.

In order to remove such barriers, it is first necessary to improve the local
environment. An accessible \@ronment involves using sound design principles to provide
short, direct routes with, for example, adequate lighting and avoiding complicated pavement
patterns, and clear signage during special transportation services such-asddiathat
provide doeo-to-door journeys, can reduce the number of decisions that must be made for
such travelers (Mackett, R., 2016).

Another potential solution could be travel training for such travelers. This type of
training includes classroom exercises and trips withaglten a ondo-one basis to provide
experience and confidence for unaccompanied travel.

A study conducted in the US found that 46% of people with intellectual disabilities
indicated that they faced problems in reading timetables, while 49% indicatedeyh&hced
problems in understanding timetables. This is why it is very important for all travel
information, such as timetables, routes and stops, to be provided in a simple atodready
format. (Autism Europe, 2020).

Crowded and complex spaces can &dig obstacle for people with intellectual
disabilities. For this reason, experienced people should be involved in the design of new
stations to ensure a clear and legible station design.

The behavior of other passengers can cause concern for peoplénteikbctual
disabilities, including smoking, playing loud music, bullying and large groups of children
shouting and making noise on buses. The attitudes of other passengers were identified as a
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factor that discouraged people with intellectual disalslifi®om traveling and using public
transport (Mackett, R., 2017).

Improving the accessibility of transport and finding a way for people
with disabilities in urban areas

Technology is at the center of great changes. SC solutions promise to use outstanding
technological concepts to improve the quality of life of citizens and this has already been
achieved in the case of the invaluable use of digital maps for navigation in large cities.

In order to provide a better experience for people with disabilitiesbanuareas, a
two-step approach was adopted:

1. Identifying the problems and obstacles that people with disabilities
face when they move to the city, the strategies they use to solve these problems, as
well as understanding how state authorities deal withrég@ests of people with
disabilities;

2. Proposing a set of theoretical and technological tools to support public
agents, entrepreneurs, developers and designers to conceive and implement digitally
accessible urban solutions.

In order to offer a better urbaxperience to people with disabilities, first of all, one
must look at the bad and good situations that people with disabilities go through in their daily
routine. Second of all, public officials and professionals involved in such endeavors must
have a seof resources to help them in the initial steps, avoiding wasting time, and to guide
them in designing digitally accessible urban solutions, which can improve the quality of the
final products.

Respondents were asked to give more details about what Wwelgdthem solve
problems they might have in public spaces. Respondents' proposals were grouped into five
main categories of credible solutions, ordered by the number of proposals in each category:

1. Technology: improvements in GR$ased applications and mobile
networks, especially providing alternative routes, providing information about
sidewalks, paths and predicting obstacles and barriers on the route, more detailed
navigation maps, audio information aboutsési and subways, and new navigation
technologies that would work even offline;

2. Information resources: having realtime information to find solutions
to their problems in public spaces. They listed the need for information: what is
happening on the routeych as obstacles and barriers and whether there is availability
of accessible facilities, signage of facilities, such as bakeries, drugstores,
bars/restaurants, etc.

3. Government actions: some of the respondents recognize that some
actions to solve their pbtems should be managed by government authorities, for
example: improve the quality of public transport services and adapt them to
accessibility requirements
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4. Human assistance:human assistance is also an important factor in
helping people with disabilities. The respondents pointed out that the human attitude
towards persons with disabilities and the change of their attitude should be the subject
of workshops, discussions andtieres for ordinary citizens in order to change their
sometimes bad behavior towards persons with disabilities.

5. Personal attitude: the respondents admitted that part of the solution to
possible problems that may arise depends on their behavior, persood! and
ability to prepare in advance.

The ISC vision allows adding some functionality to the initial SC concept, which can
increase the efficiency of urban technology to improve the quality of life of more citizens. As
Figure 1 shows, the accessibility éayprovided by the ISC vision is the interface between a
diverse group of citizens and SC services, which are increasingly described as absolutely
necessary tools for living and interacting productively in modern urban environments.
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I assistive -
peowe technologies

Predicting Urban
unexpected navlg':’uon
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Searchable Objects and
urban facilities locations
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Education Health

Figure 1: The ISC Vison

In this context]SC means equipping the city to offer new alternatives and innovative
solutions that could improve the experience of people with disabilities in urban spaces. Some
practical examples are devices used by users with disabilities, img\agpropriate and
adapted information to people with disabilities.

ISCinitiatives are aimed at citizens, i.e. the focus of these initiatives is the person and
his/her abilities, and not disabilities. This explains the need to provide accessible figioyma
integrating it into digital services already available in urban spaces in different formats, such
as audio, animation, plain text, or image, among others.
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ISC requirements

There is the following list of ISC requirements:

Management requirements:

1. Promoting cooperation between citizens, government, entrepreneurs
and researchers:

2. Implementation of laws, regulations and standards related to urban
digital assistive technologies:

3. Encouraging digitization and adaptation of urban information and
servicesas well as their connection with urban objects and interesting places in the
urban environment:

4, Developing communication channels to stimulate the participation of
people with disabilities in the process of creating policies and locafjgedfrnment
decisions;

Technological infrastructure requirements:

1. Avalilability of facilities:

2. Content in multipldormats

3. User experience:

4. Heterogeneity and interoperability:
5. Scalability and flexibility:

6. Open data

7. Avalilability:

8.

Protection of privacy and security:

These requirements can help authorities and experts to understand the problems
related to digitahccessibility in urban spaces and anticipate problems in the process of
developing ISC technological solutions. Considering this list of requirements as a benchmark
when developing a specific ISC vision can alert authorities and experts to the impoftance o
recognizing the diversity of citizens.

ISC solutions

According to the vision of ISC, and in accordance with the idea of smart objects,
objects that exist in urban spaces can be equipped with computing resources, processing and
memory, which make themaegnizable. These physical objects are connected to a digital
counterpart, which is a virtual representation of the physical object.

It is important to note that in ISC, each virtual object has two basic characteristics:
attributes and services. Attributelsaracterize the physical object of another and determine
the state, appearance, or other qualities of that object. On the other hand, services refer to the
functionality provided by an object, for example, the activities it can perform or operations
thatcan be performed with a specific purpose. As Figure 2 shows, an inclusive smart object is
defined as a combination of a physical object, its virtual counterpart with attributes and
services, and the value of each attribute in various formats, such astaxtliand
animation.
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Virtual object attributes are modeled as:

1) General attributes a set of basic attributes that each inclusive thing must provide
to users and

2) Specific attributes a flexible set ofttributes that depends on the domain and

scope of the application, and on the semantics of the object.

Specifically, the general attributes are:
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To show how users and smart objects behave and interact with each other in ISC, an
ISC conceptual model is introduced, in which users, especially people with disabilities, use
interactive devices to actively or passively interaithwclusive smart objects located in the
environment (Figure 3).

In ISC, as users move around cities, they can interact with inclusive smart objects that
are observable or accessible in urban spaces. Users and inclusive smart objects can exchange
information by setting up an interactive dialog that can be initiated by a user who needs help
or assistance in performing a specific activity, such as finding out where the nearest toilet is
and how to get to it, or notifying subway station staff that he/saetie entrance to the
station and that he/she needs instructions to get to the train platform.

(AIRRRRRAAN)
l T

srnaatinnnine

LARRARRRRRRRANE)
s mn
Pt by

Figure 3: Elements of the ISC conceptual model

What is more, based on the identification of users and their location, ISC can
proactively alert users to infimation and services available to them where they are or even,
for example, broadcast an emergency message. It is important to anticipate the needs of
people with disabilities and make their routine in urban spaces more productive and easier,
but it is al® valuable to give them control over the dialogue with the urban environment, as
shown in Figure 4.

Inclusive smart objects can act as additional urban landmarks and sources of
information and services for people with disabilities. In the context of Ia@ictlights can
inform the user next to them what color is currently displayed (green, yellow or red), the
name of the street the user is on, how long they have to cross the street, or yet, how long the
signal will be closed to cars and remain open farmotorized users to cross the street. In
addition, a person could activate a traffic light using some digital service, inform that they are
near it and they want to cross the street, simulating what is already done in some places by
activating the traffi light button, which results in the interruption of car traffic and allows the
person to safely cross the street. What is more, for example, if a person accidentally falls or
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experiences some other type of incident, they can digitally reactivate thie trglffit,
preventing it from opening for cars and avoiding those cars from going towards the injured
person. In the specific case, the person can still request the traffic light to call the nearest
ambulance.

Hey. I'm the Piccadilly
Circus bus stop The next buses
are: DM in one minute, G488 in three
minutes ... | can provide you with
general information about this
neighborhood: | can inform the bus
driver that you are at the bus stop and
he/se should wait for your boarding;
and | can try to find someone £
I'm Sylvia and | to help you,
need to take the
bus G488.

Alright. Sylvia.
held on for a second .. The
) next G488 bus driver is already
aware that you are at this bus
BUS H stop and he will control the lift
sTOP ol to guarantee your boarding on
Picadilly the bus is safe. If you need
Circus
me again.

of You are
A elcome.

|
HER!

Figure 4: Elements of the ISC conceptual med

ISC architecture

After the requirements and the conceptual model have indicated the main challenges
of ISC, the following aspects should be included in order to adequately solve the accessibility
of cities:

A Enabling interaction bet weatkdsabilitesih usi ve
urban areas;

A Adaptation of information available in
to persons with disabilities;

A Enabling people with disabilities to de

tasks and services urban spaces;
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A Enabling people with disabilities to fi
A Il'ncluding the participation of citizens

government.

The ISC architecture consists of four parts that contain infrasteuctunponents and
provide services:

1) Infrastructure for information management;

2) Infrastructure for collecting information and requests for services;
3) Infrastructure of inclusive smart objects and

4) Cloud infrastructure.

The ISC architecture enablggnergy between people with disabilities, and inclusive
smart objects, so that people with disabilities can access information and services related to
urban places and locations (where inclusive smart objects are located) and comment on data
for inclusivesmart objects, participating in the dynamics of the development of the city. The
following approach is also proposed for the transformation of regular urban space into an
inclusive smart space:

1) Define the area where users will be able to receiveftisedly content;

2) Define the level of detail to be provided from the selected area. For example, on an
avenue, only the main description of the building can be given, or in each building, all floors
and interior rooms can also be detailed for users;

3) Select existing acceptable inclusive smart facilities in the selected area,;

4) Physically identify objects with tags or sensors and connect to network
infrastructures when necessary;

5) For each object:

a) Define information/services;

b) Add information/sarices to the object model;
c) Test connectivity.

Conclusion

A smart city should enable every citizen to use all the services it offers, both public
and private, in a way that best suits their needs. People with disabilities are part of the city
and must tee full advantage of access to products, urban equipment, services and
information. People with disabilities are somewhat denied a better interaction with the city,
because important information and instructions are not available to them. In this regard, t
city can be a source of opportunities for the use of innovative technologies, with the aim of
improving the urban experience for people with disabilities.

In essence, the inclusive smart city proposes to expand the vision of the smart city to
consider pople with disabilities as users and potential users of urban technologies.

To be inclusive, smart city development policy must take into account the specific
needs of women, the elderly and persons with special needs, and must provide
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comprehensive solans. The existence of mobile apps that help drivers find disabled
parking spaces doesn't mean much if parking lots and other facilities are not equipped with
ramps and other solid infrastructure to facilitate mobility. New technologies, if used
strategicdl, could contribute to reducing inequalities, exclusion or discrimination of
marginalized groups.

People with disabilities still rely on the help of others in obtaining information, which
most of the time is already available in public spaces, but is not adapted to the needs and
capabilities of every citizen. People with disabilities refuse to acheppriecarious situation
of accessibility in the cities where they live. However, despite all the difficulties, they are
open to learning and using technologies that will help them cope with urban problems and
remain persistent using a set of strategiesvgrcome the obstacles that urban spaces impose
on them.

Digital technologies could be one of the solutions to improve accessibility. Mobile
phone applications can provide riahe information during walking and bus journeys, which
could be beneficial fosome people with mental health issues.

ISC solutions can continuously check what people with disabilities are doing and
what they will do in order to warn them of obstacles that users might face on their way, or
warn them of dangerous situations.

ISC architecture

After the requirements and the conceptual model have indicated the main challenges
of ISC, the following aspects should be included in order to adequately address the
accessibility of cities:

1 Enabling interaction between inclusive smart objeots people with
disabilities in urban environments;

1 Adapting the information available in urban areas, making it accessible
and visible to people with disabilities;

1 Enabling people with disabilities to request inclusive smart objects to
perform tasks and services in urban spaces;

i Enabling people with disabilities to find help from others when in
public places;

1 Including the participation of citizens in the developmehthe city

and government.

The ISC architecture consists of four parts that contain infrastructure components and
provide services:

1) Infrastructure for information management;

2) Infrastructure for collecting information and requests for services;
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3) Infrastructure of inclusive smart objects and

4) Cloudinfrastructure.

The ISC architecture enables synergy between people with disabilities and inclusive smart
objects, so that people with disabilities can access information and services related to urban
places and locations (where inclusive smart objects are located) and comment on data for
inclusive smart objects, participating in the dynamics ofitheslopment of the city.

The following approach is also proposed for the transformation of regular spbee into an
inclusive smart space:

6) Defining the area where users will be able to receivefrisadly content;

7) Defining the level of detail to be provided from a selected area. For example, on an
avenue, only the main description of the buildiag ©e given, or in each building, all floors
and interior rooms can also be detailed for users;

8) Selecting existing acceptable inclusive smart facilities in the selected area;

9) Physically identifying objects with tags or sensors, and connecting tenketw
infrastructures when necessary;

10) For each object:
a) Define information/services;
b) Add information/services to the object model,

c) Test connectivity.

Conclusion

A smart city should enable every citizen to use all the services it offers, both public
and private, in a way that best suits their needs. People with disabilities are part of the city
and must take full advantage of access to products, urban equipmesmtesseand
information.

People with disabilities are somewhat denied a better interaction with the city, because
important information and instructions are not available to them. In this regard, the city can
be a source of opportunities for the use of wrative technologies, with the aim of improving

the urban experience for people with disabilities.

In essence, the inclusive smart city proposes to expand the vision of the smart city to consider
people with disabilities as users and potential users ohudaéinologies.
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