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APPLICATION OF FUZZY AHP APPROACH FOR DESIGNING MODEL OF 

SMART CITY DEVELOPMENT  

 
Mimica Miloġeviĺ1; Duġan Miloġeviĺ 2;Violeta Dimiĺ3 

 

Abstract  

 
Each city represents a unique system where different actors, citizens, administration, and utility 

companies undertake numerous activities, creating complex interactions and interdependencies. Previous 

initiatives aimed at creating a platform for a smart sustainable city have proven that there is no one-size-fits-

all approach to making a city "smarter" and sustainable. It is critical to develop a methodology that will 

assist in determining the best route to the end objective, a sustainable and smart city, by thoroughly grasping 

the unique ecological and social city surroundings, priority activities, history, and distinctive traits. Our 

research attempts to formulate a plan for the smart city scheme in Serbia. Additionally, we aim to model and 

optimize the proposed concept based on a systematic evaluation of the various dimensions and 

corresponding indicators that govern the smart city framework. The paper relies on a ranking system for 

these dimensions and indicators. The applied methodology is a mathematical method that uses a phased 

approach to the analytical hierarchical process, FAHP, which hierarchically classifies the whole system 

through various criteria and sub-criteria with expert opinions. 

  

Keywords: smart city; Serbia; sustainability; fuzzy AHP, development, MCDM 

 

Introduction  

Smart cities can be considered systems consisting of people, nature, and elements of an artificial 

environment, using water, energy, materials, services, information, and financial flows to catalyze 

sustainable development, resilience, and a high quality of life in nature. Smart cities can be considered 

systems consisting of people, nature, and elements of an artificial environment, using water, energy, 

materials, services, information, and financial flows to catalyze sustainable development, resilience, and a 
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high quality of life in nature. Information and communication infrastructure and services are used to design 

and manage transparent urban processes, making flows and interactions ñsmarterò. Diverse arrays of 

stakeholders at various hierarchical levels are involved in the global Smart Cities Initiative. 

Currently, over half of the world's population resides in cities, and by 2050, metropolitan areas are expected 

to house 70% of all people [1,2]. National migration patterns from rural to urban regions and international 

migrations are the leading causes of urbanization [3]. The infrastructure of cities is significantly strained by 

rapid urbanization, necessitating creative planning solutions and robust tactics [4]. Urban population growth 

also points to the rise in environmental and human issues addressed for sustainable development and 

improved quality of life [5]. Specifically, cities have started aiming for smart targets rather than just 

sustainability goals in recent years [6]. As a response to the problems brought forth by urbanization, the 

notion of the smart city was born out of the desire to use cutting-edge information and communication 

technologies (ICT) to enhance people's lives [7]. The integration of ICT into various urban functions such as 

transportation, infrastructure, energy, culture, and entertainment has brought increased efficiency in 

responding to changes and resolving issues [8]. Cities vary in size, climate, demographics, economic 

development, history, culture, and architecture. As a result, diverse criteria have to be considered while 

developing solutions for smart cities. Smart cities are prevalent in Western Europe, where there was a shift 

from secondary to tertiary industrial output (which includes the ICT industry) near the end of the 20th 

century. Not only are the post-socialist nations of Central and Southeast Europe trailing behind those of 

Western Europe, but they are also not at the forefront of programs aimed at developing smart cities. It is 

particularly evident in Serbia and other non-EU Balkan nations, which have failed to establish the necessary 

planning, legal, and technology frameworks for smart urban development. Opposite to wealthy nations 

where multimodal decision-making poses a significant obstacle to converting pre-existing metropolitan 

regions into smart ones, Serbia has lately established the ideal conditions for designing the concept of smart 

cities. As a result, to provide the opportunity for smart city growth, it is necessary to specify the proper 

technique and pinpoint the indications or troublesome aspects of the city. This paper aims to present the 

model of smart city strategy by analyzing the development of these cities in Serbia and optimizing it.   

  
Figure 1: Research model 

Towards the smart city concept 

A smart city is a city that monitors and integrates the conditions of all of its critical infrastructures, 

including roads, bridges, tunnels, rail/subways, airports, seaports, communications, water, power, and even 

major buildings, can better optimize its resources, plan its preventive maintenance activities, and monitor 
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security aspects while maximizing services to its citizens" [9], according to Hall, who provided one of the 

first widely accepted interpretations of the concept. This definition downplayed the significance of ICT and 

instead focused on infrastructure systems. After 2005, technology companies began using the term "smart 

city" to describe the process of ICT systems integration with urban infrastructure systems, coinciding with 

the expansion of technological development. "A city can be considered as smart when investments in human 

and social capital, as well as traditional (transport) and modern (ICT) communication infrastructure, fuel 

sustainable economic growth and a high quality of life, with a wise management of natural resources 

through participatory governance," is the explanation provided later and is still widely accepted today 

[10,11]. The term "smart city" is most commonly associated with the use of ICT technologies which 

enhances urban infrastructure. Real-time information is required to manage resources by installing data 

sensors. An issue can be viewed from various angles using big data, crowdsourcing, and Internet of Things 

platforms, and their combination makes it possible to identify the best possible solution. [12,13]. ICT 

technologies are significant, but local government visionðwhich puts the needs of the people at the center 

of strategy formulationðis ultimately responsible for the development of smart cities. The smart city 

concept means collaborative cooperation between urban planners, architects, electrical engineers, 

programmers, construction engineers, and social sciences experts. It encompasses many fields in the 

functioning of a city, from urban planning through energy management, water supply, public transport, and 

electronic administration to the formation of an attractive urban area [14,15].  

Dimensions and indicators of a smart city 

Since the Smart City Concept is not unique to the performances of individual system components, different 

approaches have been used to define the boundaries and domains of the solutions. The study uses 

components defined in 2007 because it is clear that standardization is necessary, particularly in terms of 

measurable and transparent management of concept projects. These components determine six criteria of a 

smart city: governance, citizens, economy, mobility, liveability, and environment [16,17], shown in Figure 

2. In contrast to developed nations where multidimensional decision-making poses significant challenges to 

transform the existing urban areas into smart ones, suitable conditions have recently been established in 

Serbia to base the concept of smart cities.  
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Figure 2: Six dimensions of a smart city 

Consequently, to create adequate conditions for the growth of a smart city, it is imperative to specify the 

proper methodology and pinpoint the indicators or troublesome elements of the city. Table 1 shows the six 

dimensions of criteria and their sub-criteria that were examined to identify the factors influencing the 

implementation of the Smart City Concept. 

Table 1: Criteria and sub-criteria for Smart City Concept 

Governance (G)   Mobility (M)  

Defining urban development strategies and 

perspectives (G1 ) 

Integration of ICT in urban mobility (M1)  

Engaging citizens in decision making (G2) Planning for non-motorized transport in urban areas 

(M2) 

Accessibility of e-Government services (G3)  Local and worldwide accessibility (M3) 

Enhancing transparency through open government data 

(G4) 

 

Environment (O) Economy(E) 

Planning sustainable land management (O1) Fostering self-employment and entrepreneurship 

(E1) 

Environmental pollution control and protection (O2) Innovations and strategic investment (E2) 

Using Water Efficiently (O3) Economic opportunities (E3) 

Uses of renewable energy sources (RES) (O4) Productivity (E4) 

Green buildings and eco-friendly construction (EE) 

(O5) 

Transformation capacity and market flexibility (E5) 

Management and conservation of natural resources (O6) Promoting the economy and market 

competitiveness (E6) 

Natural beauty of the environment (O7)  E-business (E7) 
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 Global market integration (E8) 

Citizens (C) Livability (L)  

Active participation in the community (C1) Individual safety (L1) 

Power citizens' civic consciousness (C2) Dwelling conditions (L2) 

High level of education and qualification (C3) Utilities, infrastructure equipment (L3) 

Inclination toward e-learning and lifelong learning (C4) Healthcare (L4) 

Inventiveness, adaptability, and open-mindedness (C5) Education and training ( L5) 

Social and ethnic diversity (C6) Social integration and recreational activities (L6) 

 Culture and tourism ( L7) 

  

Multi -criteria decision making (MCDM) 

The Fuzzy Analytic Hierarchy Process (FAHP), a popular and practical methodology for handling fuzziness 

and uncertainty in multiple criteria decision-making (MCDM), has seen significant use in recent years. 

Pairwise comparisons in fuzzy AHP are expressed using language terms like equally important, slightly 

more important, moderately more important, strongly more important, etc. The linguistic terms are 

represented by the membership functions, most often of triangular shape. In the paper, Synthetic Triangular 

Fuzzy Numbers (STFN) will be applied [18]. Theoretical analysis has revealed that this methodology can 

produce a unique optimal priority vector for any fuzzy pairwise comparison matrix. Matrix theory and fuzzy 

arithmetic provide the mathematical foundation for the fuzzy AHP approach. A fuzzy number is a special 

fuzzy set F = {(x, µF(x)), x Rɴ}, where x  ɴ(ī Ð, +Ð), and µF(x): (ī Ð, +Ð) Ÿ [0, 1] is a continuous 

function. The notation for a triangular fuzzy number is M = (l, m, u) and the membership function is:  

(1) 

Here is l Ò m Ò u, l and u stand for the lower and upper values of the support of M respectively, and m is the 

modal value. It is a "normal" crisp number when l=m=u.  

Table 2: Main laws for operations for two triangular fuzzy numbers M1 and M2  

M1ἅ M 2= (l1, m1, u1) ἅ (l2, m2, u2) = (l1 + l2, m1 + m2, u1 + u2)     

ɚẗM1= ɚ ẗ(l1, m1,u1) = (ɚ ẗl1, ɚ ẗm1, ɚ ẗu1), ᶅ ɚ >0   

M1ṧ M 2= (l1, m1, u1) ṧ (l2, m2, u2) = (l1ẗl2, m1ẗm2, u1ẗu2), l1, l2>0 

      
For the two triangular fuzzy numbers M1 and M2, the following are the primary operating laws in Table 2.  

Denotations and meanings of the STFNs are:  is equal importance; is moderate 

importance (one element has a slight advantage over the other);  strong importance;  

very strong or demonstrated importance;  extreme importance. , 
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 are intermediate values.  For the given triangular fuzzy number M 

= (l, m, u), the total integral value is defined as follows [19]: 

   (2) 

where ɚ represents an optimism index. The smaller value of ɚ indicates a higher degree of risk (a lower 

degree of optimism), which reflects the decision maker's attitude toward risk. The decision-makers 

optimistic, moderate, and pessimistic viewpoints are represented, respectively, by the values 0, 0.5, and 1. 

The method is presented through the following steps: 

Step 1 Creating the problem hierarchy; defining the primary objective and the criteria and sub-criteria that 

contribute to it. 

Step 2 The fuzzy comparison matrices are obtained. Using a fuzzified evaluation scale, a pairwise 

comparison has been made. Using triangular fuzzy numbers, we form a comparison matrix for 

a fuzzy comparison of criteria by pairs, where is a fuzzy value that expresses the relative importance of 

one criterion to another. The relative importance of the criterion to itself is expressed by the fuzzy values 

at the diagonal. Consequently, we set . The averaging method is used to calculate the aggregate 

of the opinions of various experts. 

Step 3 The consistency of the comparison matrix  is examined. The consistency ratio (CR) and consistency 

index (CI) for the matrix are computed by: , , where  represents the 

maximal eigenvalues, and RI is an accepted random index of a matrix . If the consistency ratio  is less 

than or equal to 0.10, we can consider the assessed fuzzy elements of the matrix; if not, we need to eliminate 

the factors contributing to the unfavorable high estimations and carry out pairwise comparisons until the 

consistency level falls within acceptable bounds. 

Step 4 The fuzzy synthetic extents determination. The synthetic triangular fuzzy numbers have been 

calculated, according to total integral values calculated by (2) [20], we compare obtained TFNs: 

. By normalization, we obtain the weight vector: .  

The corresponding results are given in the table of final ranks. 

  

Results 

Triangular fuzzy numbers for criteria and sub-criteria for Smart City Concept are in Table 3 and Figure 3. 

Table 3: Triangular fuzzy numbers for the criteria and sub-criteria  

STFN (Main criteria)       (ɚ = 1)  (ɚ = İ)  (ɚ = 0) 

(0.130435, 0.344595, 0.821918) 0.321746 0.327886 0.344007 

(0.069565, 0.233108, 0.616438) 0.234321 0.230148 0.21919 

(0.059130, 0.138514, 0.410959) 0.151555 0.149231 0.14313 

(0.050435, 0.138514, 0.342466) 0.132663 0.133813 0.136833 

(0.040000, 0.072635, 0.251142) 0.089304 0.087170 0.081568 

(0.031304, 0.072635, 0.182648) 0.070412 0.071752 0.075271 

STFN (Governance) W (ɚ = 1) W (ɚ = İ) W (ɚ = 0) 
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(0.125000, 0.446281, 1.19318) 0.439856 0.433995 0.418010 

(0.104167, 0.272727, 0.681818) 0.256098 0.261377 0.275776 

(0.079167, 0.140496, 0.511364) 0.174889 0.171090 0.160729 

(0.058333, 0.140496, 0.340909) 0.129157 0.133538 0.145485 

STFN (Mobility) W (ɚ = 1) W (ɚ = İ) W (ɚ = 0) 

(0.272727, 0.535032, 1.03053) 0.505146 0.518692 0.547127 

(0.127273, 0.343949, 0.801527) 0.369599 0.353330 0.319177 

(0.076364, 0.121019, 0.267176) 0.125255 0.127978 0.133695 

STFN (Economy) W (ɚ = 1) W (ɚ = İ) W (ɚ = 0) 

(0.107623, 0.264676, 0.607913) 0.248569 0.253604 0.266245 

(0.076233, 0.188327, 0.472821) 0.188337 0.188582 0.189197 

(0.071749, 0.188327, 0.439048) 0.178716 0.180788 0.18599 

(0.039462, 0.125551, 0.337729) 0.131972 0.127994 0.118007 

(0.033184, 0.075500, 0.225153) 0.085645 0.083389 0.077724 

(0.028700, 0.075500, 0.191380) 0.076024 0.075595 0.074517 

(0.022934, 0.041059, 0.135092) 0.050179 0.048921 0.045764 

(0.018450, 0.041059, 0.101319) 0.040558 0.041127 0.042557 

STFN (Living) W (ɚ = 1) W (ɚ = İ)  W (ɚ = 0) 

(0.113703, 0.286396, 0.655589) 0.275601 0.277778 0.283040 

(0.090379, 0.201779, 0.486405) 0.201346 0.202906 0.206680 

(0.084548, 0.201779, 0.444109) 0.188971 0.192945 0.202555 

(0.042566, 0.134519, 0.359517) 0.144543 0.138905 0.125274 

(0.034402, 0.083532, 0.218530) 0.088376 0.086929 0.083430 

(0.026906, 0.045997, 0.148036) 0.056769 0.055249 0.051573 

(0.021075, 0.045997, 0.105740) 0.044394 0.045288 0.047448 

STFN (Citizens) W (ɚ = 1) W (ɚ = İ) W (ɚ = 0) 

(0.125348, 0.321464, 0.745974) 0.315765 0.315431 0.314638 

(0.118384, 0.237271, 0.497316) 0.217302 0.227107 0.250447 

(0.068245, 0.165834, 0.447584) 0.181459 0.176541 0.164835 

(0.061281, 0.165834, 0.397853) 0.166747 0.164731 0.159931 

(0.028651, 0.078325, 0.215504) 0.086919 0.083491 0.075331 

(0.018172, 0.031272, 0.076255) 0.031808 0.032698 0.034818 

STFN (Environment) W (ɚ = 1) W (ɚ = İ)  W (ɚ = 0) 

(0.119617, 0.291853, 0.662680) 0.282884 0.284853 0.289527 

(0.098352, 0.215971, 0.473343) 0.204284 0.209289 0.221171 

(0.060074, 0.149818, 0.397608) 0.162235 0.157924 0.147689 

(0.054758, 0.149818, 0.359740) 0.151012 0.148919 0.143948 

(0.048378, 0.100203, 0.233516) 0.098900 0.100574 0.104548 
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(0.024531, 0.065570, 0.183026) 0.073674 0.070628 0.063398 

(0.015468, 0.026767, 0.064375) 0.027011 0.027813 0.029718 

  

  
Figure 3: STFNs for governance, mobility, economy, livability, citizens, and environment. 

Monitored factors that influence the development of the Smart City Concept and the ranking performance 

were obtained by the author's developed software, given in Table 4. 

Table 4: The final ranking results 
Rank of sub-criteria for  ɚ = 0 ɚ = 1 
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ɚ = 0 and ɚ = 1 
  

    

Defining urban development strategies and perspectives - G1 0.334 0.418 0.139 0.321 0.439 0.141 

Engaging citizens in decision making - G2 0.334 0.275 0.092 0.321 0.256 0.082 

Active participation in the community - C1 0.213 0.314 0.067 0.234 0.315 0.073 

Accessibility of e-Government services - G3 0.334 0.160 0.053 0.321 0.174 0.056 

Power citizens' civic consciousness - C2 0.213 0.250 0.053 0.234 0.217 0.050 

Integration of ICT in urban mobility -M1 0.079 0.547 0.043 0.089 0.505 0.045 

High level of education and qualification - C3 0.213 0.164 0.035 0.234 0.181 0.042 

Enhancing transparency through open government data - G4 0.334 0.145 0.048 0.321 0.129 0.041 

Inclination toward e-learning and lifelong learning - C4 0.213 0.159 0.034 0.234 0.166 0.039 

Fostering self-employment and entrepreneurship - E1 0.167 0.266 0.044 0.151 0.248 0.037 

Individual safety - L1 0.132 0.283 0.037 0.132 0.275 0.036 

Planning for non-motorized transport in urban areas - M2 0.079 0.319 0.025 0.089 0.369 0.033 

Innovations and strategic investment - E2 0.167 0.189 0.031 0.151 0.188 0.028 

Economic opportunities- E3 0.167 0.185 0.031 0.151 0.178 0.027 

Dwelling conditions - L2 0.132 0.206 0.027 0.132 0.201 0.026 

Utilities, infrastructure equipment - L3 0.132 0.202 0.026 0.132 0.188 0.025 

Inventiveness, adaptability, and open-mindedness - C5 0.213 0.075 0.016 0.234 0.086 0.020 

Productivity - E4 0.167 0.118 0.019 0.151 0.131 0.020 

Planning sustainable land management - O1 0.073 0.289 0.021 0.070 0.282 0.019 

Healthcare - L4 0.132 0.125 0.016 0.132 0.144 0.019 

Environmental pollution control and protection - O2 0.073 0.221 0.016 0.070 0.204 0.014 

Transformation capacity and market flexibility- E5 0.167 0.077 0.013 0.151 0.085 0.012 

Education and training - L5 0.132 0.083 0.011 0.132 0.088 0.011 

Promoting the economy and market competitiveness - E6 0.167 0.074 0.012 0.151 0.076 0.011 

Using Water Efficiently - O3 0.073 0.147 0.010 0.070 0.162 0.011 

Local and worldwide accessibility - M3 0.079 0.133 0.010 0.089 0.125 0.011 

Use of renewable energy sources (RES) - O4 0.073 0.143 0.010 0.070 0.151 0.010 

E-business - E7 0.167 0.045 0.007 0.151 0.050 0.007 

Social integration and recreational activities - L6 0.132 0.051 0.006 0.132 0.056 0.007 

Social and ethnic diversity - C6 0.213 0.034 0.007 0.234 0.031 0.007 

Green buildings and eco-friendly construction - O5 0.073 0.104 0.007 0.070 0.098 0.006 

Global market integration-E8 0.167 0.042 0.007 0.151 0.040 0.006 

Culture and tourism - L7 0.132 0.047 0.006 0.132 0.044 0.005 

Management and conservation of natural resources - O6 0.073 0.063 0.004 0.070 0.073 0.005 

Natural beauty of the environment - O7 0.073 0.029 0.002 0.070 0.027 0.001 

The final ranking results are given in Figure 4. 
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Figure 4: Graphic representation of the final ranking of sub-criteria,  

(ɚ = 0 is blue, ɚ = 1 is red) 

  

Conclusion 

 

The goal of a smart city is to start a sustainable development process that considers the actual demands of 

significant stakeholders. The research aims to represent the smart city by developing a technique for 

determining the best course of action for a sustainable and smart city in Serbia. In this article, we used a 

fuzzy analytic hierarchy technique to survey the ranking of significant indicators of the smart city idea. The 

paper considered six groups of criteria and 35 sub-criteria. The main dominant measures are:  

¶ Defining urban development strategies and perspectives, 

¶ Engaging citizens in decision-making and  

¶ Active participation in the community.  

The development of an appropriate strategy requires accessible services and e-government development. 

Raising awareness, educating citizens, and monitoring results should create a smart sustainable city. 

Entrepreneurship and the promotion of self-employment with the integration of ICT and the satisfaction of 

citizens with a high degree of qualification and education are additional prerequisites for creating the 

desired strategy. Alongside transparent management and open data usage, it is imperative to encourage 

lifelong education. It entails initiating pilot projects, identifying financial mechanisms, and exchanging 

experiences with other cities, starting from project identification and investment planning. A Smart City 

Concept development strategy can be designed using well-defined projects that create solid and transparent 

regulatory frameworks, provide incentives for investment, and set long-term goals for all participants. This 

paper aims to support such a concept. 
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SECURITY CHALLENGES OF INTERNET OF THINGS  

 
Petar Ļisar4; Sanja Maraviĺ Ļisar 5 

 

 

Abstract 

 
The Internet of Things (IoT) is a concept of interconnecting physical devices, smart devices, and other 

devices with embedded electronic components, software, sensors, actuators, and network connectivity, 

enabling them to collect and exchange data. Devices must be always protected, from manufacturing to use 

in operational environments. This involves implementing a variety of measures such as secure booting, 

access control, firewall, device authentication, unauthorised access prevention systems, and regular software 

updates and corrections. Security in IoT solutions should not be viewed as one of the functional add-ons but 

as a crucial and indispensable part essential for the reliable operation of IoT devices. This paper focusses on 

the IoT environment and its unique security challenges, emphasising the need to implement strategies that 

enable overcoming these challenges. 

  

Key words: Internet of Things, security, vulnerability, security recommendations, threat mitigation 

 

Introduction  
 

The Internet of Things (IoT) is a network of interconnected devices that spans various domains, such as 

automotive, residential, and urban infrastructure. IoT Analytics projects a global proliferation of connected 

devices that will reach 27 billion by 2025, driven by a compound annual growth rate (CAGR) of 22% [1], as 

shown in Figure 1. 

This rapid expansion of IoT applications, from smart homes and autonomous vehicles to environmental 

monitoring and data analytics, highlights its transformative impact on daily life and business operations [2]. 

However, this growth also amplifies the need for robust security measures to counter evolving cyber threats. 

The evolving IoT landscape poses specific security challenges that require proactive mitigation strategies. 

Regulatory frameworks are adapting to address these risks, placing increasing pressure on organizations to 
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follow strict security standards. Furthermore, the complex nature of IoT ecosystems, characterised by 

diverse device types and complex development environments, demands specialised security solutions 

beyond traditional measures [3]. 

 
Figure 1: Global IoT market forecast [1] 

 

Addressing these security challenges is essential to unlock the full potential of IoT while ensuring resilience 

against emerging threats. By implementing tailored security protocols and leveraging innovative 

technologies, stakeholders can effectively navigate the complexities of IoT security and mitigate associated 

risks. 

The security landscape of the IoT includes the protection of connected devices and networks on which they 

depend against online threats and breaches. This involves a comprehensive approach to identifying, 

monitoring, and addressing potential security vulnerabilities across the IoT device spectrum. Basically, IoT 

security involves the practices adopted to ensure the security of IoT systems [4]. 

The extensive network of interconnected ñthingsò within the IoT ecosystem possesses a wealth of user data, 

making it a prime target for cybercrime activities such as data theft and hacking. With the spread of 

connected devices, the area for potential security breaches is expanding, and cybercriminals are exposed to 

numerous opportunities for exploitation. 

The consequences of IoT security breaches can be significant, impacting both digital and physical domains. 

Consider, for example, a smart car connected to the internet: cybercriminals could exploit vulnerabilities to 

manipulate critical safety features, posing significant risks to vehicle passengers [5]. Furthermore, as the 

Industrial Internet of Things (IIoT) becomes more widespread across various industries, cyberattacks can 

lead to cascading consequences with far-reaching impacts. 

Similarly, in the sphere of healthcare, where the Internet of Medical Things (IoMT) is prevalent, 

compromised devices pose threats to patient privacy and safety, potentially compromising sensitive medical 

data or even endangering patient well-being [6]. Within smart homes, compromised IoT devices could allow 

unauthorised access, allowing intruders to monitor residents' activities and compromise their security and 

privacy [7]. 
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In recent years, there have been notable cases in which cybercriminals have compromised IoT devices. In 

2016, a botnet named Mirai enlisted hundreds of thousands of compromised connected devices. Botnets are 

networks of computers infected with malware that execute automated tasks on the Internet without the 

owners' consent. This attack led to temporary shutdowns of major services and websites like Spotify, 

Netflix, and PayPal [8].  

The VPN Filter malware infected more than half a million routers in more than 50 countries in 2018. This 

malware could install additional malicious software on devices connected to infected routers, allowing 

cybercriminals to collect data, block network traffic, and steal passwords [9].  

A cybersecurity expert demonstrated hacking a Tesla Model X in under two minutes by exploiting a 

Bluetooth vulnerability. Similar wireless key-dependent car models have also faced comparable attacks 

[10].  

In 2021, Swiss hackers compromised approximately 150,000 live camera feeds manufactured by Verkada, a 

security camera company. These hacked feeds included cameras monitoring public sector buildings like 

schools, hospitals, prisons, as well as those in private corporate organizations [11]. 

 

Security Challenges of IoT 
 

Key security challenges associated with IoT technologies include confidentiality, integrity, privacy, 

availability, authenticity, non-repudiation, and key management, as shown in Figure 2 [12].  

 
Figure 2: Security challenges of IoT [12] 

 

Confidentiality, Integrity, Availability, Authenticity, and Non-repudiation (often abbreviated as ñCIAò or 

ñCIAANò) are fundamental security properties essential for safeguarding the reliability of information 

systems. They collectively underpin information security, ensuring safe handling of sensitive data [13].  
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1. Confidentiality : Protecting sensitive data from unauthorised disclosure is vital. This includes 

securing data at rest, in transit, and in use using encryption, access controls, and data masking. 

2. Integrity : Ensuring that the data remain unaltered or tampered with is crucial. This involves 

protecting data from unauthorised modification, deletion, or addition using digital signatures, 

message authentication codes, and data hashing. 

3. Availability : Ensuring information and systems are accessible to authorized users when needed is 

paramount. This includes defending against denial-of-service attacks and ensuring high system 

availability through techniques such as load balancing, redundancy, and disaster recovery planning. 

4. Authenticity : Verifying that information and communication originate from a trusted source is 

essential. This involves protecting against impersonation and identity fraud using authentication, 

digital certificates, and biometric identification. 

5. Non-repudiation: Preventing a party from denying its participation in a message or transaction is 

crucial. This includes protecting against message tampering and replay attacks using digital 

signatures, message authentication codes, and timestamps. 

These five properties collectively form the foundation of information security and ensure the confidentiality, 

integrity, and availability of sensitive information [12]. 

Despite their undeniable advantages, IoT technologies have several weaknesses [14]:  

1. Remote exposure: IoT devices, due to their connectivity supported by the internet, have a large 

attack surface, making them vulnerable to remote interactions by hackers. This accessibility, while 

valuable, also increases the risk of hacking campaigns such as phishing. IoT security, including 

cloud security, must address numerous entry points to protect assets. 

2. Lack of industry foresight: Certain industries, such as automotive and healthcare, have expanded 

their use of IoT devices to improve productivity and cost-efficiency. However, this digital 

transformation has led to increased technological dependence, particularly on inherently vulnerable 

IoT devices. Many organizations in these industries were unprepared to invest sufficient resources in 

securing these devices, exposing them to heightened cybersecurity threats. 

3. Resource constraints: Some IoT devices lack the computing power to integrate advanced security 

measures, such as firewalls or antivirus software. This limitation, exemplified by devices that use 

Bluetooth technology, contributes to an increased risk of data breach, particularly in sectors such as 

automotive. 

4. Weak default passwords: IoT devices often come with weak default passwords, and consumers 

may not realise the importance of replacing them with stronger alternatives. Failure to change default 

passwords leaves devices susceptible to brute-force and other hacking attacks. 

5. Multiple connected devices: Many households now have multiple interconnected IoT devices. 

While convenient, this interconnection means that a security misconfiguration in one device can 

affect the entire network, leading to widespread disruptions. 

6. Lack of encryption: The majority of network traffic originating from IoT devices is unencrypted, 

heightening the risk of security threats and data breaches. Ensuring that all devices are properly 

secure and encrypted can mitigate these threats. 

These weaknesses highlight the importance of addressing security concerns in IoT technologies to ensure 

their safe and effective integration into various industries and everyday life. 
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IoT Vulnerabilities  
 

A vulnerability refers to a weakness within an IT system that attackers can exploit to carry out a successful 

attack. Vulnerabilities can arise from flaws, features, or user errors, and attackers often exploit one or more 

of these weaknesses to achieve their objectives [15].  

The 2020 Unit 42 IoT Threat Report provides a comprehensive analysis of the current state of the IoT threat 

landscape. Conducted by Unit 42 threat intelligence and IoT security experts, the study examines security 

incidents that span 2018 and 2019 on 1.2 million IoT devices in the United States. The report focusses on 

several key areas [16]: 

¶ An examination of the current IoT threat landscape, highlighting emerging trends and prevalent 

vulnerabilities. 

¶ Identification of the IoT devices most vulnerable to compromise, along with an analysis of the 

underlying factors contributing to their susceptibility. 

¶ Practical recommendations aimed at reducing IoT-related risks in the environment, offering 

actionable steps to improve security and mitigate potential threats. 

During this research, several emerging trends have been identified that organisations should observe [16]: 

¶ Unencrypted IoT device traffic: A surprising 98% of all IoT device traffic remains unencrypted, 

thus exposing personal and confidential data on the network. This vulnerability grants attackers the 

ability to intercept unencrypted network traffic, leading to the collection of sensitive information. 

Subsequently, attackers exploit these data to make a profit on the dark web. 

¶ Threats in healthcare organizations: Approximately 51% of threats targeting healthcare 

organisations are directed towards imaging devices. These threats not only disrupt quality of care but 

also facilitate the exfiltration of patient data stored on these devices, posing significant privacy and 

security risks. 

¶ Integration of IoT and IT assets in healthcare VLANs: Alarmingly, 72% of healthcare Virtual 

Local Area Networks (VLANs) merge IoT and IT assets. This integration enables malware to spread 

seamlessly from usersô computers to vulnerable IoT devices on the same network, increasing the risk 

of cyberattacks and data breaches. 

As threats evolve, IoT devices are increasingly targeted using sophisticated techniques such as peer-to-peer 

command and control communications and worm-like features for self-propagation (Figure 3). With weak 

device and network security postures, attackers find ample opportunities to compromise IoT systems [16]: 

¶ Vulnerability of IoT devices: A significant 57% of IoT devices are susceptible to medium- or high-

severity attacks, making them attractive targets for attackers seeking low-hanging fruit. 

¶ Exploitation of device vulnerabilities: Alarmingly, 41% of attacks exploit vulnerabilities in 

devices, as attackers scan through network-connected devices to exploit known weaknesses. 

¶ Role of IoT devices in cyberattacks: Although IoT devices are easy targets due to their 

vulnerabilities, they are often used as stepping stones for lateral movement to attack other systems 
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on the network. Password-related attacks remain prevalent due to weak manufacturer-set passwords 

and poor password security practices. 

¶ Evolution of attack strategies: There is a noticeable shift in attackers' motivations, moving away 

from running botnets for DDoS attacks via IoT devices. Instead, malware is spreading across 

networks via worm-like features, enabling attackers to execute various new attacks by running 

malicious code. 

 
Figure 3: Top IoT threats [16] 

 

Strategies for Securing IoT Devices 
 

The Open Web Application Security Project, or OWASP, is an international non-profit organisation 

dedicated to security. The OWASP Internet of Things Top 10 is a project intended to help those who deal 

with creating network/Internet devices. The project analyses the ten main security flaws that are seen with 

IoT gadgets, and how to avoid them [17].  

1. Weak or hard-coded passwords: IoT devices often feature web-based interfaces for 

configuration and management, along with authentication mechanisms like serial consoles and network 

services. Inappropriate configuration of these interfaces can grant unauthorised access, enabling them to 

compromise sensitive information and alter device configurations.  

Mitigation: Manufacturers should implement robust authentication and password management controls 

to ensure secure and non-guessable passwords. In addition, users should be encouraged to replace 

default passwords with strong and unique ones during device setup. 
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2. Insecure network services: Vulnerabilities in network protocols, services, or configurations, 

including unencrypted communication protocols and outdated software, pose risks for IoT devices. 

Attackers exploit these weaknesses to steal data, launch attacks, or gain unauthorized access. 

Mitigation: Employing secure network protocols like Transport Layer Security (TLS) and regular 

updates to network services can mitigate vulnerabilities. Periodic network vulnerability assessments and 

red team exercises are also recommended. 

3. Insecure ecosystem interfaces: Insecure interfaces between components of the IoT 

ecosystem, such as cloud services and other devices, create vulnerabilities. Poorly secured interfaces 

enable attackers to access sensitive data, launch attacks, or manipulate devices. 

Mitigation: Regular patching of APIs, strict access controls, secure communication channels, and 

encryption help mitigate this vulnerability. 

4. Lack of secure update mechanism: IoT devices often lack secure update mechanisms, 

leaving them vulnerable to known exploits. Outdated firmware or software can be exploited by 

attackers, leading to compromised security and potential consequences like financial loss or data 

breaches. 

Mitigation: Implementing features like digital signatures, anti-rollback mechanisms, secure delivery, and 

firmware validation addresses this vulnerability. 

5. Use of insecure or outdated components: Many IoT devices use third-party components 

that may contain vulnerabilities. Exploitable vulnerabilities, such as outdated libraries, pose security 

risks. 

Mitigation: Regularly updating software and components, along with monitoring for security 

vulnerabilities, helps mitigate risks. 

6. Insufficient privacy protection : IoT devices often collect and store sensitive personal data 

without adequate privacy protection. Data collection without user consent, insecure storage, and 

unauthorized data sharing are common issues.  

Mitigation: Implementing privacy-by-design principles, encryption, and obtaining user consent for data 

collection mitigate privacy risks. 

7. Insecure data transfer and storage: IoT devices that transfer or store data without 

encryption are vulnerable to interception or manipulation. Weak data storage mechanisms and 

unencrypted communication channels pose security risks.  

Mitigation: Using secure protocols like HTTPS, encrypting data, implementing access controls, and 

auditing data storage practices mitigate risks. 

8. Lack of device management: Ineffective device management enables remote manipulation 

of IoT devices, potentially compromising entire networks.  

Mitigation: Implementing strong authentication mechanisms, unique device credentials, and access 

controls limits unauthorised access. 

9. Insecure default settings: Insecure default settings on IoT devices, including default 

usernames and passwords, leave devices vulnerable.  

Mitigation: Changing default settings and disabling unnecessary services mitigates this vulnerability. 

10. Lack of physical hardening: Physical security measures, such as disabled debug ports and 

the use of secure boot mechanisms, protect against hardware attacks and firmware tampering. Sensitive 

information should not be stored on removable memory cards. 



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

32 
ISBN: 978-86-6461-074-2 

Mitigation: Implementing physical security measures such as tamper detection and secure booting 

reduces the risk of unauthorised access. 

As the popularity of IoT devices increases, addressing these vulnerabilities becomes crucial. Understanding 

and mitigating these risks, as described by the OWASP IoT Top 10 vulnerabilities, is essential for 

organisations and individuals to ensure the security of their IoT ecosystems and protect data and privacy. 

 

Conclusions 
 

The Internet of Things enables electronic devices in our environment to actively engage by exchanging 

information within the network. This capability enables the recognition of events and changes in their 

surroundings, empowering autonomous actions and reactions with minimal human intervention. The 

advantages of IoT are vast, transforming our work and lifestyles by conserving time and resources, and 

creating new avenues for growth, innovation, and knowledge exchange among entities. 

However, despite the significant potential benefits, various obstacles and challenges need to be addressed to 

realize the full potential of the IoT. These challenges include security, privacy, standards, interoperability, 

legal and regulatory issues, as well as considerations related to emerging economies. The IoT encompasses 

a complex array of technological, social, and political factors that involve various stakeholders. 

Connected devices have revolutionised consumer experiences, but they also offer attractive targets for 

hackers. The Internet of Things and cybercriminal activity share two important characteristics: they are 

largely invisible and ubiquitous in our environment. As IoT continues to be implemented and utilised, there 

is a pressing need to address its security challenges effectively while maximising its benefits and 

minimizing associated risks. 
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SMART CITIES THROUGH THE EYES OF THE YOUNG: PERSPECTIVES AND 

CHALLENGES  
 

Mitar Miki Tepiĺ6 

 

Abstract 
 

This research delves into the attitudes and perceptions of adolescents aged 15-19 regarding smart cities, 

uncovering the principal challenges and opportunities they perceive. A mixed-methods strategy was 

employed, involving a survey of one hundred individuals to evaluate their comprehension and opinions on 

smart city initiatives, technological breakthroughs, and enhancements in urban life quality. Results indicate 

a prevalent, albeit partial, awareness of smart city principles among the youth; however, a notable 

understanding and engagement deficit remains. About 68% of respondents recognize the potential of smart 

cities to improve quality of life yet concerns about data privacy and the efficacy of these cities in addressing 

urban issues remain. The study emphasizes the critical roles of accessibility, security, and innovation, 

particularly highlighting the significance of artificial intelligence and smart mobility solutions for the future 

of urban areas. Despite prevailing doubts, many young people show a readiness to inhabit and contribute to 

the development of smart cities. The findings stress the imperative for specialized educational initiatives and 

urban planning approaches that are inclusive, aimed at diminishing informational voids and encouraging 

active involvement of the youth in smart city evolution. 

Keywords: Smart cities, Adolescents, Technological breakthroughs, Privacy concerns, Urban 

enhancement, Youth involvement. 

Introduction  

 

In the last few decades, the rapid development of technology has dramatically altered the landscape of urban 

life. The emergence of smart cities represents one of the most prominent trends in this evolution, offering 

promises of more efficient, sustainable, and accessible urban environments. At the heart of this promise lies 

the application of advanced technologies such as the Internet of Things (IoT), artificial intelligence (AI), 
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and federated learning (FL), which enable smarter resource management, improved mobility, and enhanced 

quality of life for citizens. As smart cities become more prevalent, the question arises as to how the younger 

generations, who are the most digitally connected and technologically savvy, perceive and participate in 

these new urban ecosystems. 

This paper explores precisely that dynamic, focusing on the perspectives and challenges faced by youth in 

smart cities. Specifically, it analyzes how innovations in smart cities impact education, employment, social 

interaction, and youth participation in the creation of urban policies. Considering the global trend of 

urbanization and digitalization, the paper draws on a wide range of literary sources, including studies on 

smart city components, applications of IoT in urban settings, as well as technological innovations like FL 

and AI that contribute to the development of smart urban infrastructures. [1], [2], [3] 

Through the analysis of responses from young individuals to an online questionnaire conducted in a 

technical high school, this paper aims to gain a deeper understanding of how digital-native generations are 

adapting, utilizing, and shaping technologically advanced urban spaces. This provides insights into potential 

pathways for the future development of smart cities that are inclusive, sustainable, and tailored to the needs 

and expectations of younger generations. 

 

Smart city technologies 

 

Smart cities employ advanced technologies such as the Internet of Things (IoT), artificial intelligence (AI), 

and federated learning (FL) to enhance urban efficiency, reduce environmental footprint, and improve 

residents' quality of life. IoT technologies allow cities to become "smarter" through connected devices and 

sensors that collect data on everything from traffic to energy consumption [1]. AI and FL provide the 

capability to analyze vast amounts of data in real time, thereby enabling more efficient management of city 

resources and better responses to incidents [3]. 

Youth Involvement in Smart Cities Young generations, as digitally savvy and active technology users, play 

a crucial role in shaping and exploiting the opportunities offered by smart cities. Their involvement in the 

planning and development of smart cities can bring new perspectives and innovations, especially in areas 

such as education, mobility, and social inclusion. Works like those exploring AI perspectives in smart cities 

and communities emphasize the need to create interactive and accessible urban environments that support 

automation and smart traffic control, directly impacting young people and their daily activities [2]. 

Privacy and Security Challenges While technologies like IoT and AI offer numerous benefits, they also pose 

significant challenges to data privacy and security. The collection and analysis of vast amounts of data can 

compromise individual privacy if not properly protected. Federated learning, for example, represents an 

approach that can help mitigate some of these challenges through decentralized data processing, allowing 

data to be analyzed without the need for centralized storage [3]. This is particularly relevant for young 

people, who are often more exposed to risks associated with online privacy and security. 

Conclusion The literature review indicates that technological advancements in the context of smart cities 

offer numerous opportunities to improve urban living, but they also carry challenges, particularly regarding 

data privacy and security. Actively involving young people in the development and implementation of smart 

city technologies can not only contribute to the creation of innovative solutions that meet their needs and 
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expectations but can also help identify and address potential risks and challenges. Through this process, 

smart cities can become more dynamic, inclusive, and safer places for all their inhabitants. 

 

Main objective  

 

To explore the perceptions, attitudes, and interactions of young generations (aged 15-19) with the concept of 

smart cities, as well as to identify the key challenges and opportunities these generations recognize in the 

context of modern technologies and urban development. Secondary Objectives: 

1. Perception analysis: To thoroughly understand how young generations perceive smart cities and 

which aspects of smart cities they consider the most beneficial or appealing. This includes 

examining technological innovations such as IoT, AI, and FL within the context of their daily lives. 

2. Understanding interaction: To examine the ways in which young people interact with smart city 

technologies, including the use of public transportation, digital services for education, and access to 

public information. 

3. Challenge identification: To identify specific challenges faced by young generations in smart cities, 

particularly regarding privacy, data security, and digital inclusion. 

4. Opportunity recognition: To discover opportunities for enhancing young people's participation in the 

development of smart cities, including the development of educational programs that promote digital 

literacy and critical thinking about technology. 

5. Improvement suggestions: Based on the findings, to formulate recommendations for local 

authorities, educational institutions, and technology companies to improve the inclusion of young 

people in the planning, development, and evaluation of smart cities. 

 

Methodological approach 

 

The planned research will use a mixed-methodological approach, combining quantitative and qualitative 

methods for data collection, including online questionnaires. This will allow for a deeper understanding of 

the attitudes and perceptions of the youth, as well as enable detailed analysis of their responses. By 

achieving these goals, the research aims to contribute to the broader discussion on the future of smart cities 

and the role that young generations can play in shaping sustainable, inclusive, and technologically advanced 

urban environments. 

 

Description of the technical school and sample 

 

The research was conducted at the selected JU SĠC "Mihajlo Pupin", Derventa, Bosnia and Herzegovina, 

which specializes in education in fields such as electrical engineering, mechatronics, and information 

technology. The school is located in an urban environment and has about 400 students. For the purposes of 

this research, the sample included 100 students, selected through random stratified sampling to ensure 
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representativeness of different educational programs and years of schooling. The demographic 

characteristics of the sample included a gender balance, with an average age of 16 years. 

Data collection methodology  

Data were collected using an online questionnaire created with Google Forms. The questionnaire was 

available to students over a two-week period. It contained a mix of closed and open-ended questions to 

collect both quantitative and qualitative data. The closed-ended questions included multiple choices, 

allowing participants to express their views and perceptions of smart cities. Open-ended questions allowed 

participants to describe in more detail their opinions and experiences related to smart cities. 

Data analysis methods  

Quantitative data collected from the closed-ended questions were analyzed using statistical software, such as 

SPSS and Microsoft Excel. Descriptive statistics, including frequencies, averages, and standard deviations, 

were performed to describe the basic characteristics of the data. Qualitative responses collected from the 

open-ended questions were analyzed using thematic analysis methods, where responses were categorized 

and analyzed to identify common themes and patterns. This combined methodology provided a 

comprehensive understanding of young people's perspectives on smart cities, integrating quantitative 

indicators with qualitative insights. 

 

Results 

 

Demographic characteristics: 

The survey was conducted among students of a technical school, where 41.7% of participants were 16 years 

old, representing the largest age group among the respondents. The survey did not delve into other 

demographic variables such as gender or specific educational programs in detail. 

Familiarity with the concept of smart cities : 

Regarding the understanding of the smart city concept, 54.2% of respondents stated they were partially 

familiar, 29.2% were not familiar, while 16.7% were well acquainted with the concept. This indicates a 

moderate level of awareness of smart cities among the youth. 

Perceptions of the impact of smart cities: 

The majority of respondents (68.1%) believe that smart cities can improve the quality of life, while 31.9% 

are unsure of their potential. This suggests a generally positive attitude towards the possibilities offered by 

smart cities. 

Priorities in smart city development: 

When it comes to aspects of smart cities, 44.9% of respondents believe that technology accessibility is the 

most important, followed by 38.8% highlighting security, and 16.3% energy efficiency. This indicates that 

young people value access to and security of technology as key factors. 

Most important innovations in smart cities: 

In terms of innovations, 40.8% of participants consider artificial intelligence to be the most important, 

followed by smart transportation systems (38.8%), the Internet of Things (IoT) (10.2%), and energy 

solutions (8.2%). 

Attitudes towards solving urban problems: 

About 51% of respondents are unsure whether smart cities can solve current urban problems, while 40.8% 

believe they can, and 8.2% think they cannot. 

The role of youth in smart cities: 
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Regarding their own role, 42.9% of respondents see themselves as users of technologies, 30.6% are unsure, 

14.3% as advocates, and 12.2% as creators of innovations. 

Participation in smart city projects: 

As for participation, 38.8% would get involved as volunteers, 28.6% through education and awareness, 

16.3% in planning and participation, and 14.3% in technological development. 

Challenges in implementing smart cities: 

The biggest challenge according to the respondents is data privacy (33.3%), followed by financial costs 

(29.2%), security (20.8%), and digital divide (12.5%). 

Concerns about privacy and security: 

Concerns about privacy and data security were expressed by 43.8% of respondents, while 31.3% are unsure, 

and 25% are not concerned. 

Desire to live in a smart city: 

Finally, 53.1% of the respondents stated they would like to live in a smart city, while 34.7% are unsure, and 

12.2% do not want to. These results indicate cautious optimism among the youth regarding the development 

and application of smart city technologies, highlighting the importance of accessibility, security, and 

artificial intelligence, with pronounced concerns for privacy and data security. 

 

Discussion 

 

The research findings reveal significant insights into the perceptions and attitudes of young generations 

towards smart cities. 54.2% of participants are partially familiar with the concept of smart cities, suggesting 

a basic understanding but also highlighting the need for further educational efforts to increase awareness 

and deeper comprehension. This resonates with the work of Aslam and Ullah (2020) [1], who emphasize the 

need for broad educational initiatives related to smart technologies and infrastructures. 

The majority of respondents (68.1%) believe that smart cities can improve the quality of life, aligning with 

the positive perceptions described in the literature (Aslam & Ullah, 2020) [1]. However, 31.3% of 

respondents express uncertainty, indicating existing doubts and the need for more concrete demonstrations 

of the benefits of smart cities. 

Regarding priorities, accessibility to technology and security are highlighted as the most important aspects, 

reflecting global trends in smart city development where security and ease of access are key factors [2]. 

Interestingly, while energy efficiency is deemed less important, it remains a significant factor, emphasizing 

the need for sustainable development as highlighted in the literature. 

The majority of respondents (51%) are unsure whether smart cities can solve current urban problems, 

indicating skepticism and possible shortcomings in current implementations and communications about 

smart cities. This underscores the need for clearer demonstrations of benefits and successful examples of 

smart cities in practice. 

Although most respondents (42.9%) see themselves as users of technologies, a significant number (14.3%) 

express interest in the roles of advocates or even creators of innovations, suggesting that young people are 

not just passive consumers but are interested in actively participating in shaping the future of smart cities. 

Data privacy and financial costs stand out as major challenges, aligning with concerns described in the 

literature [3]. These findings highlight the need for developing security measures that protect individual 

privacy and affordable solutions that enable widespread application of smart technologies. 
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Finally, 53.1% of respondents express a desire to live in a smart city, indicating a generally positive attitude 

towards the concept, but there is also significant uncertainty (34.7%) that needs to be addressed through 

additional information, education, and demonstrations of effective applications. 

 

 

Recommendations for future research 

 

Future research should focus on a deeper understanding of the specific aspects of young people's skepticism 

towards smart cities, as well as identifying ways to involve young people in the planning, development, and 

evaluation of smart city projects. Additionally, it would be beneficial to explore differences in perceptions 

among youth living in different types of urban environments, such as large cities versus smaller towns or 

rural areas. 

 

Conclusion 

 

These findings provide deeper insights into young people's perceptions of smart cities and point out key 

areas for improvement, including education, security, privacy, and accessibility. For local authorities, 

educational institutions, and technology companies, this represents an opportunity to collaborate in creating 

inclusive, secure, and accessible urban environments that meet the needs of younger generations. 
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AN OPTIMAL THRESHOLD ADAPTATION OF ENERGY DETECTOR IN 

COGNITIVE RADIO FOR SMART CITIES APPLICATIONS  

 
Rade Bozoviĺ7; Goran Kekoviĺ8 

 

Abstract 

 
A smart city is a technological modern concept of interconnection between different devices with mission to 

collect and post-process different data type. Based on that gained information, efficiency of different 

services across the city, such as security, energy consumption, safety is optimized and improved, what 

significantly raise quality of living of their citizens. The concept implies integration of advanced 

information and communication technologies. Lack of radio spectrum is one of the main challenges for 

wireless networks performance due to coverage and capacity issues. Cognitive radio technology enables 

efficient usage of radio spectrum. In order to avoid or minimize interference spectrum sensing function is of 

a crucial importance for cognitive radio operations. Due to its low implementation complexity, non-coherent 

energy detector, which is based on comparison of the detected signal energy with the decision threshold, 

represents a good choice for spectrum sensing. In this paper closed-form solution for energy detector 

threshold adaptation in cognitive radio is described. 

  

Keywords: advanced smart communications, cognitive radio, energy detector, spectrum sensing, threshold 

adaptation. 

Introduction  
 

One of the definitions of smart cities is that it is a collection of entities (humans and machines) in an urban 

area that is always connected, fully aware, auto-managed, self-secure, adaptive, and well-informed, [1], [2]. 

It will change perspective of how we live, work, and connect, and it should provide services to efficiently 

manage the increased population of cities, the resources and optimize energy consumption. To enable such 

services, it is necessary to handle and drive a lot of data collected form wide-scale deployed networks of 

sensors and smart objects. These advances will improve the quality of citizensô lives while addressing 
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important tasks such as real-time tracking, traffic congestion, security, safety, authenticity, and availability 

of classified information to decision makers, [3]. 

All these innovative applications and technologies are backboned by wireless networks that power it all and 

enable the sharing of data and information across systems. It is obviously how the performance of smart 

cities depends on the wireless spectrum [3]. 

To make some city be smart, a very representative communications infrastructure is required in order to 

connect and to network different smart objects, humans and sensors. For any smart city the first step is to 

implement robust, reliable and highspeed wireless network. These are the backbone of all the potential 

smart city applications. Within cities, various wireless signal types and standards are used, such as Wi-Fi, 

3G/4G/LTE/5G, Bluetooth, NFC, GPS, and others. 5G wireless and other future standards is critical to run 

applications that rely in a big measure on high bandwidth and low latency connections, while dedicated 

short-range communications (DSRC) may become a key standard for enabling fully autonomous vehicles 

[4], [5]. 

With so many different signal types in such a dense and complex environment, establishing reliable 

connections and avoiding RF interference will be extremely challenging for smart city designers. Many of 

the applications mentioned above depend on real-time data sharing and continuous connectivity, meaning 

any disruption can cause serious problems. In the case of traffic signals or utility grids, a loss in connectivity 

could bring the entire city to a standstill [3], [5].   

With the rapid increase in the number of wireless devices, applications and services, and the constant userôs 

demands for higher data throughputs, the problem of limited radio resources and frequency spectrum 

distribution is increasingly coming to the fore. From smartphones to smart homes, from self-driving cars to 

industrial IoT devices, the need for a reliable and high-speed wireless network has never been more crucial. 

By 2025, it is estimated that there will be over 75 billion IoT devices, all requiring wireless connectivity. 

Over 80% of mobile traffic is expected to be carried by wireless networks by 2025, [6]. 

As technology continues to advance and more devices join the Internet of Things (IoT), the current 

spectrum allocation model is not feasible. It is evident that the user licensing policy, the principle of fixed 

frequency spectrum allocation, cannot meet all modern challenges. In addition, the conducted measurements 

showed that already assigned frequency bands are used by licensed systems only in a certain percentage of 

time and in a certain percentage of locations. Therefore, there are parts of the already allocated spectrum 

that are only partially occupied or mostly free. 

The current radio spectrum licensing policy has led to a phenomenon that could be described as - high 

occupancy and low utilization. Static spectrum allocation causes the appearance of empty bands within the 

allocated part of the spectrum, the so-called. spectrum holes. A spectrum hole represents a frequency range 

within the range assigned to a licensed user who is not using it at a given time and a given location. That is 

why it is necessary to introduce innovative technologies that would contribute to a more efficient 

exploitation of the available spectrum, which is a limited natural resource [7]. 

 

Energy detection-based spectrum sensing for cognitive radio network 
 

Cognitive radio is one of the technologies for dynamic spectrum management, i.e. for opportunistic access 

to licensed spectrum by unlicensed users, under predefined conditions and restrictions. Based on one of 

popular definitions, cognitive radio (CR) is an intelligent wireless communication system that is aware of its 
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ambient environment. This CR will learn from the environment and adapt its internal states to statistical 

variations in the existing RF stimuli by adjusting the transmission parameters (frequency band, modulation 

type and transmit power) in real-time in accordance with statistical variations of its radio environment. 

Sensing function and ability to promptly modify its transmission parameters are unique features and 

challenges of cognitive radio implementation, [8]. 

In cognitive radio terminology, licensed users are called primary users, PU (Primary Users), while 

unlicensed users are classified as secondary users, SU (Secondary Users) or cognitive users, CR (Cognitive 

Radio). A mandatory requirement for secondary users is that their presence in the licensed part of the 

spectrum must not degrade the performance of primary users. More precisely, the interference generated by 

secondary users to primary users must be minimized [9]. 

Various methods have been proposed for spectrum sensing in CR, which include matched filter, 

cyclostationary detection, and energy detection. Matched filter and cyclostationary detection are coherent 

detection techniques, with better detection performance than non-coherent energy detection. However, 

coherent detectors require a priori knowledge about the signal of the primary users (PU). Matched filter is 

the optimal detection technique since it maximizes the signal to noise ratio (SNR), but requires 

demodulation parameters of the PU signal. Cyclostationary detector can detect very weak signals on the 

basis of their cyclic features, but information about the cyclic characteristics is needed. Non-coherent energy 

detector [8] is based on comparison of the detected signal energy with the decision threshold. This method 

does not require any knowledge about the PU signal, and has low implementation complexity compared to 

matched filter and cyclostationary detection. In addition, the energy detection can provide lower sensing 

time than the other methods (in the high SNR environments) and can be applied for wideband sensing. 

On the other hand, the energy detector has many disadvantages such as high sensitivity of the threshold 

level to variations of the noise level, high sensing time in the low SNR environments, it cannot distinguish 

primary and secondary user signals as well as signals and noise, and cannot detect spread spectrum signals. 

Despite the numerous drawbacks, energy detection is the most popular and the most studied technique 

among all spectrum sensing methods, [9],[10]. 

The most important process that affects performance of energy detectors is the threshold selection. Exact 

closed-form expression for the optimal detection threshold for different receiver diversity systems was 

derived in [11]. Also, many algorithms use a fixed decision threshold to distinguish PU signals from the 

noise. However, in practical systems, the noise power fluctuates due to the temperature changes, ambient 

interference, and it is difficult to guarantee the detection probability and the false alarm probability with the 

fixed threshold setting. 

In order to achieve better performance and to improve reliability of detection, CR as environment-aware 

system should dynamically adapt the decision threshold according to the changes in the environment. 

Iterative gradient-based algorithm for threshold adaptation is often impractical, since it requires an initial 

estimate to ensure global convergence. Also, iterative approach can be computationally inefficient. On the 

other hand, closed-form solution provides optimal decision threshold in a single step and does not require 

initial estimate values, resulting in a lower spectrum sensing time. Also, closed-form solution is more 

efficient from the viewpoint of arithmetical operations, computational efficiency, which improves general 

performance of the cognitive radio spectrum sensing process [10]. As radio environment is challenging and 

dense, and with so many different signals in air interface, to do reliable spectrum sensing, even for 

wideband. with lower sensing time is of high importance for smart city applications. The aim is to receive 

reliable information as soon as possible and then to use available spectrum for smart city needs. This 
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motivated the work presented in this paper, which studies energy-based spectrum sensing in dynamic 

scenarios, and proposes a closed-form solution for the sensing threshold adaptation, assuming that the noise 

power is known at the cognitive user. 

The paper is organized as follows: system model and general problem description are presented in the next 

section, followed by threshold determination and analysis of closed-form solution. Then, simulation results 

are shown and the end the main conclusion of the work is given. 

 

System model 
 

Environment with the PU as an M-quadrature amplitude modulation (16-QAM) signal is considered. 

Transmitted signals are passed through the channel with additive white Gaussian noise (AWGN), assuming 

variance is known in advance. From the detected input signal (N number of samples), CR estimates 

variances of the PU signal. According to the estimated parameters, CR determines the threshold level and 

performs test statistic for spectrum sensing. The system model is schematically described in the block 

diagram of Fig. 1.  

 

 
 

Fig. 1. System model 

 

After the CR processing along with the analog to digital conversion (ADC), the received signal ÃÎ  can be 

expressed as 

 

 ὧὲ ίὲ ‫ὲ, (1) 

 

with ίὲ being the active radio signal generated by the PU and ‫ὲ the AWGN, with zero mean and 

variance ʎ Î . Signal ÓÎ can be considered as a Gaussian random process, with variance „ ὲ [12]. 

 

Test statistic for the energy detector is implemented as the time average of the received signal energy 

 

 ὸὲ В ȿὧὭȿ , (2) 

 

with ÔÎ as an average power of the received CR signal at the time instant Î. Binary hypothesis is 

performed at any given time instant Î in order to estimate occupancy of the frequency band, where (  and 

Ὄdenote hypothesis of the absence and the presence of the PU signal, respectively, as formulated by  

 

 Ὄȡὧὲ ‫ὲ, (3) 
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 Ὄȡὧὲ ίὲ ‫ὲ. (4) 

 

The decision rule is given by 

 

 ὸὲ  ‎ὲ, (5) 

 

where ɾÎ is the decision threshold determined at the time instant Î. Performance of the spectrum sensing 

can be evaluated through the probability of detection of active PU, 0, and the probability of false alarm for 

presence of active PU, 0 , which is given in the terms of 1 function [12] as 
 

ὖ ‎ὲ ὖὸὲ ‎ὲȿὌ ὗ , (6) 

ὖ ‎ὲ ὖὸὲ ‎ὲȿὌ ὗ . (7) 

 

Based on equations (6) and (7), performance of the spectrum sensing at any time instant Î highly depends 

on the threshold value ὲ . Higher 0 means less harmful interference to PU and less 0  means less missed 

transmission opportunities and therefore better spectrum utilization. Large value of ὖ and small value of 0  

are the design goals. Improving one of these performance indicators implies degradation of the other one, so 

a trade-off between these two parameters is determined by ɾÎ. To optimize the spectrum sensing process, 

both 0 and 0  should be considered, and they are combined into a single criterion - spectrum sensing error 

(SSE), ʀɾÎ  [13] as 
  

 ‐‎ὲ ‌ὖ ‎ὲ ρ ‌ ρ ὖ ‎ὲ . (8) 

 

The goal is to minimize SSE in order to improve performance of the energy-based spectrum sensing in 

dynamic scenarios. Parameter ɻ is using for weighted probability of detection and probability of false alarm. 

In this paper, we propose a closed-form solution for the optimal decision threshold ɾÎ and a dynamic 

adaptation to time variation of the PU signal and noise, causing the system to respond to the changes in the 

environment [10]. 

PU signal ÓÎ and the noise signal ʖÎ are uncorrelated, thus PU signal variance „ ὲ  can be estimated 

based on the calculated variance of CR signal „ ὲ as 

 

 „ ὲ „ ὲ „ ὲ (9) 

 

 

 

 

 



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

46 
ISBN: 978-86-6461-074-2 

 

Threshold determination and dynamic adaptation 
 

Function of the SSE, specified by (8), is strictly convex function of the threshold ɾÎ, for given value of ɻ 

[14]. Next, let π and according to equations (6), (7) and (8) a quadratic equation for the decision 

threshold is obtained 

 

‎ ὲ ς‎ὲ ln π. (10) 

 

Let us define 3Î ʎ ÎȾʎ Î as a signal to noise ratio (SNR). Solving the quadratic equation (10), two 

normalized solutions are obtained as 

 

 
Ⱦ

 ln

 (11) 

 

Determined decision threshold must be a real number, non-negative, and larger than the estimated noise 

variance. Accordingly, discriminant of equation (11) must be non-negative. If the discriminant in equation 

(11) is in the range [0,1], two solutions for the decision threshold are obtained. Decision threshold must be 

positive, so in the case that the discriminant in equation (11) is larger than 1, only one solution for the 

decision threshold is possible. If the sensing time in the process of spectrum sensing is predefined, the 

design goal for the CR, which is expressed through the weighting factor ɻ, must be adjusted to the 

environmental conditions.  

Having in mind satisfaction of the requested conditions for the decision threshold and analysing equation 

(11), it is determined that weighting factor ɻ must satisfy [10]  

 

 ‌ ρȾς Ὓὲ  (12) 
 

at any time instant Î. In this case, determined normalized decision threshold ɾÎ  as a solution of equation 

(11) is unique, and it is given by 

 

  ‎ὲȾ„ ὲ
 ln

  (13) 

 

In all the other cases, the design goal (weighting factor ‌) should be modified and adjusted to its dynamic 

environment according to (12). 

 

Finally, the proposed algorithm for the threshold determination and adaptation of the energy detector based 

spectrum sensing is described below: 
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Algorithm: Threshold adaptation algorithm for the energy detector-based spectrum sensing 

1: Calculate the average energy of the received CR signal using (2). 

2: Calculate the variance of the detected signal „ ὲ  

3: Estimate the PU signal power ʎ Î  from equation (9). 

4: Verify that assumed weighting factor satisfies equation (12). 

5: If yes, the optimal threshold value ɾÎ  is determined according to equation (13). If no, the design goal 

must be modified and adjusted; get back to step 4. 

 

The number of samples used by CR, N, directly impacts the spectrum sensing time, which is directly 

connected to the spectrum usage efficiency of CRs, as well. The algorithm order of complexity of with 

respect of the number samples N is obtained as O(N), which indicates efficient implementation. It is 

important to note that the closed form solution always leads to the threshold value in a finite number of 

steps, in contrast to iterative procedures [10], [14]. 

 

Simulation results: 
 

Evaluation of the proposed dynamic spectrum sensing algorithm is performed by 1 200 Monte-Carlo 

simulations. Array of 1 000 16-QAM symbols [15], which are considered as the PU signals, were generated 

and passed through the channel with AWGN only. The AWGN has known ὛὔὙ features, and PU variance 

should be estimated by the CR. Weighting factor ‌ πȟυ represent design goal in this example.  

 

Fig. 2 illustrates the dynamic adaptation of the decision threshold for various levels of SNR.  

 

 
Fig. 2 Normalized threshold adaptation in various SNR, 16-QAM PU signals, AWGN channel 
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From Figure 2, the normalized decision threshold value is obviously dynamically changing according to 

(13), depending on the SNR value in the radio environment. The first 200 simulated PU signals (array of 16-

QAM symbols) were exposed to AWGN, with ὛὔὙπὨὄ. For the next 200 simulations, ὛὔὙ was 

increased for 3dB, then for the next 600 (200 each) simulation SNR was 10dB, -3dB and -10dB, 

respectively. It should be noted that the value of the decision threshold is lower for higher ὛὔὙ and vice 

versa. For each simulation, weighting factor ɻ satisfied (12). 

 

Conclusion 

 
Smart cities concept is reshaping the way how we live, work and network. Deploying and maintenance of 

required wireless networks, standing behind smart cities, is a big challenge and it is bringing a lot of issues. 

One of the biggest is the lack of radio spectrum, so advance and innovative approach of spectrum sharing is 

required to answer all the challenges.  

Cognitive radio technology enables efficient usage of radio spectrum in an opportunistic way. In order to 

avoid or minimize interference spectrum sensing function is of a crucial importance for cognitive radio 

operations. Due to its low implementation complexity, non-coherent energy detector, which is based on 

comparison of the detected signal energy with the decision threshold, represents a good choice for spectrum 

sensing. 

In this paper, an algorithm for the decision threshold determination and adaptation in energy-based spectrum 

sensing in cognitive radio is proposed. The closed-form solution for the optimal decision threshold is 

proposed and analyzed. Simulation results confirmed effectiveness of the proposed method for optimizing 

the sensing threshold as well as the capability for dynamic adaptation according to the changes in the 

operating environment. Also, order of complexity of the algorithm indicates efficient implementation. 

Future research should focus on more realistic working conditions, considering not only AWGN channel, 

but real-world channels (fading effects), and unknown noise variance.  
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AN OVERVIEW OF A CONCEPTUAL MODEL OF AGILE MEETINGS 

PROBLEMS AND PROCESS ISSUES IN SOFTWARE INDUSTRY  
 

Maja Gaborov9, Ģeljko Stojanov10, Mila Kavaliĺ11, Dragana Kovaļ12, Igor Vecġtejn13, Verica Gluvakov14 

 

Abstract  

 
Agile meetings are the core of agile methodologies and deserve attention. Given that various problems arise 

during meetings, the aim of this paper is to present a conceptual model of problems in agile meetings and 

their relationship with process issues in the IT industry. The problems were identified through literature 

analysis, and the presented model is based on the interpretation of the identified problems and their 

relationships. In addition, the presented model includes relationships between agile meeting problems and 

process problems identified in the literature. Each meeting problem, process problem, and all relationships 

in the model are discussed. The model can serve as a basis for a more comprehensive examination of 

problems in agile meetings. 

Keywords: conceptual model, agile meetings, meetingsô problems, process issues, agile, software 

industry 

INTRODUCTION  

Agile methodologies are a family of software development processes that have become popular [1], [2], [3], 

[4], [5]. Their aim is to deliver products faster, with high quality, and satisfy customer needs [6]. Agile 

approach is a methodology which has been introduced as an effective approach for developing software to 

increase productivity and efficacy of software development process. The rapid deployment of solutions, early 

and continuous delivery of valuable products to the customers are the key principles of Agile [7].  
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Integrating code between teams can be a problem. Integration problems are often discovered at the last 

moment, as team members sometimes integrate their work at least a day before the planned delivery date. 

The user can also modify the request during the iteration. All this can slow down the pace of development 

[8], [9], [10]. Collecting, understanding, and managing requirements is a critical aspect in all development 

methods. This is true for Agile Methods as well. In particular, several agile practices deal with requirements 

in order to implement them correctly and satisfy the changing needs of the customer [11].  

Based on the previously stated, the objective of this paper is to present a conceptual model of agile 

ómeetingsô problems, their relationships, as well as relationships with process issues in IT companies.  

The rest of the paper is structured as follows. The second section outlines related work in the field of 

conceptual models in agile methodologies. The third section presents a conceptual model of problems with 

agile meetings and their relationships with process issues in IT companies. The fourth section contains 

discussion of the model. The last section contains concluding remarks and directions for further research. 

RELATED  WORK  

"A conceptual model is a specific description of a computer simulation model that describes the goals, inputs, 

outputs, content, assumptions and simplifications of the model" [12]. Effective conceptual modeling requires 

abstraction to be simplification [13]. There is no standard for assessing the quality of conceptual models. 

Conceptual models continue to be evaluated in practice based on common sense, subjective opinions and 

experience. In order for conceptual modeling to progress, quality standards must be defined, harmonized and 

applied in practice [14]. 

A grounded theory study of agile requirements prioritization methods to provide a conceptual model for 

understanding the prioritization process between iterations in terms of inputs and outputs is presented in the 

study [15]. The latter was performed using qualitative empirical data previously published by other authors. 

Such a conceptual model makes explicit the concepts that are tacitly used in different agile requirements 

prioritization methods and can be used to structure future empirical research on this topic. 

METHODS  AND DEVELOPMENT  OF CONCEPTUAL  MODEL  

Based on the literature analysis, a conceptual model was created. Selected studies from the literature are used 

to develop a conceptual model that represents the relationships between agile meeting problems and process 

issues. 

The authors found a large number of problems [23] that occur when applying the Agile methodology, which 

refers to problems related to the meeting. Relevant literature was collected using the method of systematic 

literature review [24], on the basis of which appropriate problems were found. Systematic literature reviews 

can be manifested as a methodology and a product of scientific research.  

The following process was used to identify the most relevant studies: 

¶ Choosing a keyword for research:{agile meeting OR agile standup} OR{sprint planning OR sprint 

review OR sprint retrospective OR daily stand up} OR {problem OR obstacles OR challenges}ô, 

ó{agile} OR {problem OR obstacles OR challanges} OR {meeting in related other problems); 
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¶ Looking at the digital library, trying to research keywords based on inclusion and exclusion 

criteria (IEEEXplore, Science Direct, Google Scholar, Springer, ACM, Wiley, Taylor & Francis, 

SAGE); 

¶ Analyzing each paper through the title and abstract; 

¶ Downloading papers that cover the search criteria. Carefully reviewing the introduction and 

conclusions and quickly reviewing other parts of the paper. 

¶ Asess quality of papers 

 

Figure 1 shows the phases that were involved in the literature review process [26] [27]. 

Based on the previous analysis of the selected publications, using inductive thematic analysis [23] (Grounded 

theory reviews examine the development of a specific theory in the domain of the review) [25] and on the 

basis of the themes identified in the previous thematic analysis [23] we came to certain problems for the 

presented conceptual model such as problems with long duration of meetings, with frequent holding of 

meetings and with sharing of information between team members. There are many problems related to 

meetings, but a model for process problems is presented. 

Meeting issues and process issues are represented in the conceptual model in Figure 2. Relationships between 

meeting issues and process issues are highlighted with orange lines. Meeting issues are marked with light 

blue ellipses and processes are marked with dark blue rectangles. Problems from one group are also 

interconnected. Problems in meetings are connected with light blue lines, while problems of a procedural 

nature are marked in black. All the individual meeting questions are explained in the following subsections, 

as well as the relationship between these questions and the process questions. 
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Figure 1: Literature review process  
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Information  not 
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Meetings are 
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Delivery on time

 

Figure 2: Conceptual model of agile meeting problems and relationships with process issues 

Agile meetings problems 

Meetings take too long: In a 2013 study, respondents complained that meetings were long and 

that many meetings lasted longer than the allotted time period [16]. The meetings were 

sometimes overdue because it was difficult to reach an agreement on some procedural issues 

[17]. Four deviations were identified during the daily Scrum event [18]. During the four 

observed days in each team, some observed differences were the average length of meetings, 

developer punctuality, and developer input on key issues discussed during meetings. 

Meetings are held frequently: The frequency and time of day of the meeting have been 

changed [19]. If the meetings started at the beginning of working hours, mostly in the 

morning hours, the quality of the meeting would decrease. If there are frequent changes to the 

user's requests, the meetings will take time to work on those requests and there may be delays 

in delivery. 

Many members complained that they were prevented from spending more time doing their 

other work activities [20]. Due to the frequency of meetings, some team members will pay 

less attention to meetings, that is, they will listen less during meetings. Also, the frequency of 

meetings can affect the length of meetings. 

Information not shared between all team members: In some meetings, team members reported 

only to the meeting leader instead of all team members [16]. A study describing and 

interpreting agile developers' lived experiences with daily stand-up meetings (DSMs) 
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concluded that experienced developers' DSMs were too short to facilitate clear identification 

and problem solving during the work process [21]. 

Process issues and problems 

The following problems are presented under this category:  

Å code integration [8],  

Å on time delivery [8],  

Å creation of requirements and clarification of requirements [8], [9], [10]. 

Integrating code between teams can be a problem. In [9], each team performed their daily 

Scrums and aimed to complete the tasks assigned to their team. Members of one team did not 

have enough time to deal with the tasks assigned to the other team and as a result many 

functionalities were not synchronized, they did not remember to communicate the changes to 

everyone or even did not communicate the information to the people they work with they 

don't get along so well. Integration issues were often discovered at the last minute of release, 

as both agile teams began integrating their work at least one day before the planned release 

date. Because problems were discovered late, it caused a lot of reworks and many releases 

were delayed. The speed at which the teams worked was quite high. The turnaround time 

ultimately affected the time to resolve the issue and delayed the release. Although 

clarifications were obtained, they were not systematically communicated to other team 

members mainly because developers would often forget to include everything in their 

communication or thought the information would not be relevant to colleagues. 

Integration issues were often uncovered at the last minute when performing a release as both 

sub-Agile teams would start integrating their work as least one day before a planned release 

date. This was performed on a weekly basis and a release made to the system testing team. 

However, since the issues were uncovered late, this caused a lot of rework and quite a number 

of releases got delayed [8]. 

The first project was not implemented on time and way off its target delivery date. The main 

reasons for late deliveries were the large number of defects that were raised due mainly to 

integration and coding issues. The second project also faced some similar issues as first 

project. Releases were not on time due to integration problems and also lack of coordination 

with external teams such infrastructure meant that environments were often not working as 

expected [8]. 

One of the challenges is related to creating and using requests [10]. Sometimes the requests 

are not mature enough. If new technology is to be implemented, then the requirements are not 

always well understood. Sometimes product managers are not fully aware of non-functional 

requirements. Time to market is influenced by competitors. It may happen that competitors 

come up with a similar product. Then the product should be released earlier with at least the 

same features as competitors to avoid losing sales.  

The user changing the requirement during iteration [9]. The team was working on a user story 

and the product owner identified the changed text in the user story in their issue tracking 

software. The change was so fundamental that certain features of the software product had to 

be changed. All this slowed down the pace of the team, where team members had to do 

another sprint planning and new code. 
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Their analysis identified programming-related work impediments, such as changed 

requirements, errors, and developers waiting for information; interaction-related interruptions, 

such as customer requests and formalized meetings; and interruptions imposed by the external 

environment, such as technology-induced interruptions and interruptions caused by the work 

environment. 

Relationships between agile meetingsô problems and process issues  

We believe that a big problem can be meetings that last a long time, that are often held, as 

well as not sharing all the relevant information at the meeting. 

If the meetings are long and frequent, there may be a delay in solving the problem (writing the 

code to determine the tasks), and therefore in the integration of the code. Also, while the 

meetings last, a lot of time can be lost for the implementation of the user's requests. If during 

the meeting not everyone receives relevant information, some employees will not solve 

priority tasks and the like, there may be a problem, which leads to delivery delays. 

DISCUSSION 

Based on the literature review, the conceptual model with relationships between the 

mentioned problems was created and described.  

Based on the conceptual model, issues can be discussed during meetings that are key to issues 

such as on-time delivery, code integration, and requirements creation and clarification. It can 

be concluded that meetings can take up employees' time and that this can affect on-time 

delivery, therefore solving problems where the code needs to be integrated with the rest. If not 

enough information is conveyed at meetings, there may be problems in solving user requests, 

as well as delays in product delivery. 

Great attention should be paid to the quality and length of meetings. Employees should spend 

a lot of time dealing with customer requests. The client must not wait, and the product should 

be what he asked for according to the requirements even if he can change the requirements 

during the project. In order to resolve all requests in a good way, it is necessary to listen 

during the meeting so that no important information is overlooked. 

Research implications 

This conceptual model can be used by industry practitioners. Although this model covers the 

issues that arise in agile meetings, it can help practitioners understand the importance of the 

meeting and see how problems can potentially be resolved, keeping in mind that customers 

must feel satisfied with the product and therefore do not like delivery delays. 

Practitioners can understand that it is desirable to create a technical solution for conducting a 

meeting, which would make it easier for employees not to spend a lot of time on meetings but 

on solving their tasks, all with the aim of having more time for other work tasks so that they 

manage to honor all clientôs requirements and not to be late in delivering the product. 

Researchers can take lessons from this work on how to create a conceptual model of certain 

problems they see occurring and then work through those problems of their own and come up 

with some solutions. Also, based on this conceptual model, researchers can see some of the 

problems with meetings that are related to process items and expand the research with more 

problems that can potentially arise. 
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Validity of the research 

Although the mentioned research implications point to the strengths of this work, the authors 

are aware that there are certain limitations to the validity of the research. 

When selecting studies, we followed the guidelines for creating a conceptual model and 

clearly described the model [22]. It is possible that we missed some case studies that were 

published in digital libraries that we did not search. Extracting data from the available papers 

was difficult because many studies did not explicitly mention and explain each of the 

problems we observed, requiring interpretation of the data, which includes personal bias. This 

threat was minimized by having some of the issues appear in multiple papers written by 

different authors. 

The findings relate to problems in meetings that apply Agile methodologies, so the 

applicability to projects that apply other methodologies is questionable. However, the latest 

projects and research in the IT industry are based on Agile methodologies, which increases 

the generalizability of this review. 

CONCLUSION 

This paper discusses the importance of problems that may arise during the implementation of 

agile meetings. This is shown in the paper in a conceptual model, where the advantage of the 

mentioned model is that employees can see specific problems that arise during the process of 

working on projects, as well as problems related to meetings and their relationships, where 

they can more easily recognize which of these problems are potentially happening in their 

companies. 

In the future, the authors could develop a more comprehensive model to represent all issues 

related to meeting problems, such as human resource issues, work processes, project 

management, and the like. There is a need to examine how meetings are conducted in the IT 

industry and how to make a good relationship between meeting timeliness, meeting 

frequency, quality communication with on-time product delivery, integration of required 

code, as well as appropriate client requirements. 
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Abstract 
 

The concept of a smart city is a technologically modern urban area focused on its citizens, in 

which contemporary technologies, electronics and sensors are applied with the aim of 

collecting specific data and using them for assets and resource management, as well as 

improving the efficiency of local services and reducing energy, operating and other costs. As 

such, it encompasses a wide range of initiatives, from more advanced urban transport 

networks and communal services, through more efficient lighting, all the way to more 

interactive and responsive city administration and the development of integrated 

infrastructure. The goal of this article is to determine the relevance and importance of the 

most common smart innovations and intelligent communications related to the modern 

concept of a smart city, by applying the desk research method. In addition to the analysis of 

the smart citiesô global market, the article also provides a detailed overview of the most 

significant smart innovations and intelligent communications on which the functioning of 

modern smart cities rests. The authors conclude that smart cities represent our imminent 

future, especially in light of ongoing climate change, the threat of new pandemics and natural 

disasters, and the need for sustainable development. 
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Introduction  
 

The European Commission defines smart cities as places where traditional networks and 

services are improved using digital technologies with the aim of enhancing benefits of their 

citizens and businesses. A smart city goes beyond the simple, trivial use of modern digital 

technological solutions with the aim of efficient use of resources and reduction of harmful 

greenhouse gas (GHG) emissions. The concept of smart cities includes a wide range of 

initiatives, from advanced urban transportation networks and utility services, through more 

efficient lighting and energy supply, all the way to more interactive and responsible city 

administration and integrated infrastructure [1]. 

A smart city is a modern, technologically rounded urban area focused on its citizens, in which 

modern technologies, electronics and sensors are applied with the aim of collecting specific 

data and using them to manage assets and resources, as well as improving the efficiency of 

local services and operating processes. This concept, among other things, includes the use of 

the most advanced digital tools and analytical visualization with the aim of collecting data, 

the application of digital geographic information systems for identifying problems and needs 

of city districts, but also the use of data-driven decision-making process in a wide range of 

urban administrative areas. The goal of the smart cities development is to improve the 

services and functioning of local administration and utility services, especially in the field of 

providing tax, financial, hospitality, educational, social, consulting, health and many other 

local urban services [2]. 

The contemporary world is subject to growing urbanization, while the United Nations (UN) 

estimates that today more than half of the global population (55%) lives in cities. The UN 

also roughly calculates that by 2050, two-thirds of the global population (about 68%) will 

live in urban areas, creating a need for much better organization of future cities. The expected 

growth of urbanization will require a much smarter approach to managing sustainable urban 

growth with the aim of creating and developing sustainable cities, both in developed and in 

developing countries [3, p. 1]. 

In 2018, the rate of urbanization was highest in North America with 82% of the urban 

population, in regions of South America and the Caribbean (81%), Europe (74%) and 

Oceania (68%). Unlike these areas, Africa is still dominated by rural populations. Along with 

accelerated urbanization, the successful management of urban growth, especially in poorer 

areas, increasingly can determine sustainable development. At the same time, the economic, 

social, environmental and technological dimensions of sustainable development gradually 

more condition the sustainable urban growth itself. Sustainable urbanization, among other 

things, requires the integration of urban and rural developmental policies, achieving growth 

while minimizing harmful environmental effects, as well as access to appropriate 

infrastructure and social services. Hence, it is particularly focused on the poor and vulnerable 

social groups [3, p. 1], leading us to the very concept of smart city used as a means for the 

realization of these goals. 

The concept of smart cities implies the implementation of environmentally friendly initiatives 

and practices that improve the citizensô quality and standard of life. Smart cities perform this 

by using modern innovative information and communication technologies (ICTs) to collect 

data, optimize business operations, and improve the management of city utility and 

administrative services. These cities can specifically influence sustainable growth and 

development by encouraging recycling, circular economy and wastewater management, as 
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well as developing smart governance, mobility, green building, and smart economy. The 

ultimate goal of this concept is to encourage sustainable growth, protect the environment, 

improve the quality of life and urban services, and reduce operating costs. Smart cities bring 

with themselves numerous public benefits such as energy savings, reduction of pollution, 

improved air quality, infrastructure development, increased safety, and optimization of traffic 

and transportation of goods, services and people [4]. All these facts represent an exemplary 

argument for delving into the relation among smart innovations, intelligent communications, 

and smart cities. 

The idea of smart cities boils down to a comprehensive holistic approach dominated by the 

use of modern innovative ICTs. The modern vision of the smart city development requires 

the active role of ICTs in the management, control, supervision, and communication of local 

urban services aimed at improving quality of life and the needs of its inhabitants. The concept 

of a smart city is usually accompanied by technological, human and institutional elements 

that represent the basis of its development. On the other hand, relevant literature sources 

usually highlight its economic, humane, managerial, mobility, ecological, and life dimensions 

[5, pp. 510-514].  Wahab et al. [6, p. 3] reviewed the sources of literature on smart cities and 

identified as many as their 11 dimensions, among which stand out smart economy, smart 

administration, smart people, smart environment, smart infrastructure, smart technology, 

smart living, smart mobility, smart utility services, smart security and smart agriculture. 

This article consists of six sections. After the introductory part, the second section reports the 

used research methodology. The third section is devoted to the description of the most 

significant trends in the global smart cities market. While the articleôs fourth section provides 

a detailed overview of smart digital innovations, the fifth one is devoted to the analysis of the 

role of the most common intelligent communications used in smart cities today. The last 

section concludes the paper with the indication that smart cities represent our inevitable 

future, but also a means for achieving sustainable urban development goals. 

 

Used Research Methodology 
 

The article uses the desk research methodology based on available reports of relevant 

international organizations and data, together with a review of existing relevant sources of 

literature and published articles on the importance, role, advantages and disadvantages of 

smart cities in the contemporary world. This analysis covers all the major types of smart 

innovations and the role of intelligent communications that underpin the development and 

functioning of smart cities using available secondary data sources. More precisely, the article 

uses data sources from various agencies such as Statista and Gitnux, as well as published 

scientific papers and articles from relevant web portals with its intention of systematizing the 

most significant applications of modern innovative and communication technology solutions 

in smart towns. In addition to the desk research method, the article also uses the method of 

description, analysis and synthesis, historical method, and comparative method in its ultimate 

attempt to evoke the most significant current smart trends in smart cities. 

 

Smart Cities in Numbers 
 

In the dynamic landscape of contemporary urbanization, smart cities represent the crescendo 

of the use of digital innovations, integrating modern technological solutions and urban 
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infrastructure with the aim of improving the quality of life of their residents. During 2024, the 

global smart cities market is expected to achieve an impressive revenue growth of US$ 10.4 

billion, with its projected increased value of US$ 165.8 billion at a compound annual growth 

rate (CAGR) by 2028. Although today Singapore and South Korea have primacy in the 

development and implementation of the smart city strategies, the highest revenue growth in 

the smart city market is still expected in the United States of America (USA), China, Japan, 

Germany and India [7]. 

Contrary to previous projections, the Gitnux agency expects that by the next, year 2025, the 

world market of smart cities will reach a value of as much as 820.7 billion US$, signaling the 

accelerated global adoption of this concept. This expected jump indicates the dominant role 

of advanced technologies and intelligent urban planning initiatives in encouraging sustainable 

growth and quality of life for smart urban areas citizens. It is expected that by 2050, 60% of 

the global population will live in smart cities, and that by 2026, smart lighting will take 

precedence in the applications of this concept. Today, Amsterdam is considered the city with 

the largest number (170) of smart city initiatives in Europe, insisting on digital transformation 

and innovations in the aspects of urban life through modern ICTs solutions. While 66% of US 

cities are currently actively investing in smart city projects and technologies, 93% of cities 

globally are still in their infancy in developing their smart city strategy [8]. 

Smart cities can influence the decrease of income inequalities and development gaps, 

computerization of administrative services, further urbanization and industrialization, and 

thus solving the problems of transport systems, improving the quality of health and 

administrative services, and enhancing environmental protection. In 2021, only China (48%) 

had the largest number of emerging smart cities, followed by Europe (23%), India (11%), 

USA (7%), Oceania (5%), Japan and South Korea (2%) and Canada (2%) [9, p. 7]. Smart 

cities today represent complex urban ecosystems consisting of a mix of technological, social, 

organizational and business dimensions. In the period from 2012 to 2017, the total global 

consumption of smart cities was mostly directed to the administration and education sector 

(24.6%), the smart energy sector (15.8%), smart healthcare (14.6%), smart security (13.5%), 

smart infrastructure (13.1%), smart mobility (8.7%), and smart building and housing (9.7%) 

[10].  Finally yet importantly, smart cities today are witnessing an accelerated CAGR of 

Internet of Things (IoT) adoption rate from US$ 130.6 billion in 2021 to an expected US$ 

312.2 billion in 2026, highlighting the importance of investments in their direct digital 

transformation [11]. 

 

Smart Innovations for Smart Cities 
 

Digital technologies are networking people. They collect data and connect urban processes in 

their intention to improve the quality of local services and the living standard of the urban 

population. The need for innovative technological applications is all the greater if one takes 

into account the numerous urban challenges of climate change, as well as the danger of new 

pandemics and natural disasters outbreak. In addition, with the growing threat of attacks in 

urban areas, the emergence of infectious diseases and misuse of digitalization, there is an 

urgent need for the development of smart cities since they provide predictability, security, 

surveillance and control, thus improving the quality of life and enabling the sustainable urban 

development [12, p. 554]. 
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As already discussed, technology-driven innovations can minimize energy consumption, 

optimize mobility, urban planning and waste management, as well as improve the quality of 

education, health services and general safety of citizens. At the same time, these initiatives 

raise the transparency of the urban infrastructure itself, encouraging networking, 

collaborative innovation, inclusiveness and creativity [13]. Smart cities rely on various digital 

technologies, specially favoring the collection of data through modern sensors and Internet of 

Things (IoT) technologies, which are further processed through Artificial Intelligence (AI) 

systems. Today, among the most significant innovation efforts and initiatives in smart cities, 

smart mobility, the digital citizen concept, smart energy, e-government, green urban 

planning, improved waste and water resources management, smart buildings and intelligent 

digital agriculture stand out. While some of them are already well known from our everyday 

life, in the following text we describe some of the most interesting and latest smart 

innovations enhancing the further development of smart cities. 

Smart mobility is a mix of different transport methods that is integrated with the latest 

technological solutions such as sensors, big data analytics, IoT, AI and telematics. This 

innovation represents a true revolution in the urban transportation ecosystems, going beyond 

improvements to traditional traffic flow [14].  Smart mobility driven by modern technologies 

is an innovative response that aims to improve the efficiency, resilience and sustainability of 

modern urban transportation networks and systems. In this process, a special role belongs to 

environmentally friendly forms of transportation, supported by the appropriate infrastructure 

for smart charging of electric vehicles (EVs). Autonomous vehicles, robot taxis, and water 

taxi services are just some of the innovative transportation possibilities that are expected to 

develop in the near future. Smart mobility, among other things, implies the public availability 

of traffic information with the aim of saving time, money and harmful GHG emissions, as 

well as improving the travel experience. Therefore, this innovation appears as a basic 

prerequisite for the smart transformation of modern cities [15, p. 5]. 

Smart energy can be described as a flexible intelligent innovative system of energy 

production and consumption optimization that relies on innovative technologies in the 

building of sustainable energy management systems. The concept of smart energy represents 

the integration of AI systems, machine learning, data analytics technologies, and IoT 

solutions in increasing the efficiency of contemporary energy systems [16]. A smart energy 

system represents a kind of combination of smart electricity, smart heating networks, smart 

gas networks, and modern production and storage technologies, which is aimed at optimizing 

the entire energy system [17, pp. 323-350]. Smart cities have a special need for smart energy 

systems as they provide reliable, efficient and environmentally friendly energy supply. Based 

on interconnected IoT solutions, it is possible to improve the decision-making process on 

production, storage and distribution of energy. On the other hand, smart networks enable the 

monitoring of these processes in real time. At the same time, based on machine learning 

techniques, it is possible to predict the demand for energy, as well as potential collapses of 

the energy system itself. While virtual power plants help in the efficient distribution of 

electricity, big data analytics and machine learning ensure the reliability and efficiency of the 

power system through its predictive maintenance [13]. 

The concept of green urbanism refers to the attempt of creating ecologically suitable and 

cleaner cities through the application and development of electric public transport, the 

construction of energy-efficient buildings, the use of renewable energy sources and, in 

general, the greening of public areas. Green urbanism can also be seen as an approach to 
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building the new identity of cities that creates environmentally friendly urban neighborhoods 

by reducing waste and harmful GHG emissions, expanding green urban areas and 

encouraging the electrification of mobility. The goal of green urbanism is to reduce the 

consumption of energy, water, and raw materials in every phase of the smart city life cycle, 

while this innovative concept especially insists on optimizing energy consumption, green 

building, recycling, circular economy, etc. [18]. In addition to environmental protection, 

green urbanism is also aimed at favoring social sustainability and healthy communities, 

encouraging the process of greening, expanding green areas, creating new parks, 

afforestation, and purifying water and air. In this way, green urban planning helps to mitigate 

the effects of climate change, reduce traffic GHG emissions, improve the health of the 

population, encourage social inclusion and integration, reduce waste and use clean energy, 

etc.  In this sense, green urban planning, in its confrontations with the negative effects of 

climate change, targets the sustainability and resilience of smart cities. The imperative of 

decarbonization is shaping the design of green urban environments, with the ultimate need for 

expanding green spaces, public parks, private gardens and biodiversity, as well as cleaner air. 

Green urban planning also insists on the application of innovative architectural solutions that 

use environmentally friendly building materials, adequate wastewater storage and 

management techniques, and energy-efficient design with the aim of reducing the undesirable 

carbon footprint [13]. 

Although not entirely new, the idea of smart buildings is gaining importance in many cities 

around the world. Intelligent buildings also enable use of resources more efficiently and 

smarter development of processes, expanding the capacities of modern buildings, their 

functionality, efficiency, reliability, flexibility, interactivity, and sustainability. Today, the 

concept of smart buildings is increasingly linked to the development of technologies in the 

direction of automation and integration with their users, as well as to connectivity, mobility, 

health and safety, well-being, efficient use of resources, reduction of pollution, and 

encouragement of green sustainable development. Smart buildings are based on the intensive 

use of ICTs that enable the connection of physical infrastructure aimed at optimizing public 

services, availability of information, participation in public life, integration of intelligence 

aspects, sustainability, improvement of quality of life, and automation of systems. As such, 

smart buildings influence the development of smart cities, contributing to their favorable 

interaction with the living environment, smarter flow of energy, matter and information, 

smarter decision-making in real time, smarter management of energy production and 

consumption, etc. [19, pp. 1-3]. In the conditions of the climate change challenges and the 

danger of the outbreak of new pandemics and infectious diseases, the modern construction 

industry creates flexible automated living spaces, using technologies of remote control and 

automated control of buildings. The emergence of high-tech building materials, smart 

sensors, IoT technologies, cloud computing, AI, and wireless Internet access can also 

collectively facilitate real-time monitoring, predict and optimize energy use, identify security 

threats, and optimize the use of resources [13]. 

Last but not least, intelligent digital agriculture is based on smart innovations in robotics, big 

data analytics, AI and IoT technologies that have made a big step towards managing modern 

agricultural systems and optimizing the workforce. Smart agriculture today uses applications 

of wireless sensors with the aim of monitoring the condition of soil, plants, livestock and 

infectious diseases. Smart agriculture increasingly relies on automation of food production, 

integration of vertical indoor farming systems, smart greenhouses, renewable energy sources, 
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smart nanomaterials, as well as AI-driven systems. Today, AI is increasingly used to analyze 

data, optimize decisions, fine-tune lighting and control air parameters, which further leads to 

waste reduction, increased yields and improved quality of agricultural products [20]. Thus, 

intelligent urban agriculture has a special role in smart cities due to their need for sustainable 

agricultural production. Urban agriculture includes various imaginative and innovative 

practices such as community gardens, rooftop farming, smart greenhouses, controlled 

environmental agriculture (CEA) in greenhouses, and futuristic vertical farms, thus also 

contributing to the sustainable development of smart cities themselves [13]. 

 

 

 

Smart Communications for Smart Cities 
 

The importance of communication is undeniable in all segments of our daily life. 

Communication is a process in which information is transmitted and received. Through 

communication, people try to reach an agreement by conveying symbolic messages, while it 

consists of spreading stimuli and their perception, influence, use and action. In 

communication, the following two factors have a dominant role: a) the sender's factor and b) 

the receiver's factor. In this way, communication takes place in two spatial locations, where 

the sender (source) and receiver (user) are located, while exchanging messages with each 

other [21]. Through the process of communication, the way of treatment and construction of 

the smart cities themselves can also be observed. Thanks to modern digital technologies, this 

connection and way of communication among people is reflected in the building of smart 

cities. While a person using digital technologies appears as its sender, the smart city is the 

receiver of the transmitted information. 

Seen through the prism of contemporary communications, the smart city can be identified 

with the human body. A smart city consists of blocks of smart buildings (human muscles), 

parks and green areas that, by analogy with human lungs, help purify the air and provide 

oxygen. The concept of a smart city also consists of streets and avenues that can be identified 

with human veins and arteries. Human being also has his/her senses through which 

information reaches his/her brain. The senses further send information to its brain about what 

is happening in the environment and signal it how to adapt the body to the given situation. If 

the same strategy were to be applied to a smart city, its built-in sensors would collect data 

from the environment, so that based on all the collected data, smart practical applications 

would be created for the daily life of its citizens. In addition, all that collected data helps the 

city to constantly learn and adapt, which rightfully gives it the epithet of a smart city [22, p. 

99]. 

In recent times, communication and technological innovations have gained great importance 

in terms of ensuring connectivity in smart cities. Connectivity plays a huge role in smart 

towns since it enables the collection, processing and distribution of data with the aim of 

increasing the operational efficiency of urban services and making better decisions at the 

local level. In smart cities, a smart telecommunications infrastructure can achieve these goals, 

relying on a large number of digital devices and various communication technologies that 

include wireless sensor networks, machine-to-machine (M2M) communications, vehicle-to-

vehicle (V2V) communications, network virtualization, gateways and business automation 

processes [23, pp. 1-2]. 
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Smart cities also use smart communication infrastructure to deliver a variety of local services 

such as waste management, water storage, parking and other utility services management. 

Through a network of interconnected sensors and devices, smart cities can optimize the use 

of resources, reduce business costs, improve the quality of life of citizens, and lead to an 

increase in their general comfort. The importance of communication infrastructure in smart 

cities is reflected in the exchange of data in real time, improved efficiency of resource use, 

improved mobility and connectivity, as well as in the personalization and efficiency of smart 

public services aimed at the needs of their residents. Such technological and smart solutions 

further promote connectivity, sustainable development, public safety, more efficient 

transportation, and the overall safety of their residents [24]. 

The development of smart communications has led to the rise of intelligent communication 

systems intended for a large number of applications in smart cities. These systems are based 

on the close interaction of sensors, modular devices and actuators, paving the way for a large 

number of disruptive innovations and smart applications with a huge impact on contemporary 

society. Current smart communication systems are based on autonomous architectural 

schemes such as IoT, smart grids, smart cities, smart economy, smart industry, big data 

analytics, and comprehensive global connections that have great social impact and create 

services with great value added for individuals [25, p. 1].  Modern communication networks 

further support complex communication services that require smart network management 

techniques based on the synthesis of embedded intelligence and the delivery of performance 

information [26, p. 415]. 

Finally, considering the noticeable growth of urbanization in the modern world and the huge 

role of ICTs in the sustainable development of urban neighborhoods, it is a huge challenge to 

realize their sustainable urbanization of the desired level and scope. Networks that are 

designed for the needs of smart cities have their own unique characteristics that distinguish 

them from traditional, general-aimed network and communication systems. An extremely 

high density of smart devices primarily determines these intelligent networks, followed by 

unusual traffic patterns, unstructured wireless typology, heterogeneity of the technologies 

used, high security and the simultaneous use of several different technologies. However, 

smart cities are also associated with a large number of particular challenges, such as the lack 

of standardized solutions, difficulties in interconnecting independent networks, M2M and 

V2V interactions and the development of commercially successful products, such as real-time 

parking monitoring, internet of water and other smart city-wide integrated solutions [27, pp. 

1-3]. 

 

Conclusion 
 

A smart city is a modern, technologically rounded urban entity that uses contemporary 

technology, sensors and various digital-technological innovations to collect data, efficiently 

manage assets, resources and services, and thus to improve the quality of life of its citizens. 

By providing services and solving acute urban problems, a smart city leads to improved 

accessibility of transportation services, savings in energy use, improved quality of utility 

services, more interactive and responsible city administration, integrated infrastructure and 

environmentally friendly urban solutions, at the same time improving social services and 

encouraging sustainable development of urban neighborhoods. For this purpose, smart cities 

use a mix of communication networks, software and user interfaces, as well as a variety of 
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vivid digital innovations such as the Internet of Things, Artificial Intelligence, telematics, 

machine learning, big data analytics, etc. Given the fact that the contemporary world is 

subject to growing urbanization, as well as its expected further intensive growth, the 

emergence of the concept of smart cities represents a revolutionary trend in the urban 

development of contemporary global society.  

During 2024 alone, the global smart cities market is projected to achieve an impressive 

revenue growth of US$ 10.4 billion, indicating the growing importance of smart cities in the 

world. Although today Singapore and South Korea have primacy in the development and 

implementation of the smart city strategy, the highest revenue growth in the smart city market 

is still expected in the USA, China, Japan, Germany and India. This article provides a 

detailed overview of the most important smart innovations and the role of intelligent 

communications that have accompanied and marked the development of smart cities in the 

world so far. The discussed smart digital innovations and intelligent modern urban 

communications unequivocally improve the quality of life and standard of living, enabling 

better integration of people with city infrastructures and more efficient urban service 

management. All these trends lay the foundations for the further development of smart cities 

around the world. In this sense, they represent our imminent future, especially in the light of 

ongoing climate changes, the risks of new pandemics and natural disasters outbreak, as well 

as the need for fostering sustainable urban development. 
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Abstract 
 

As technology continues to advance, it has a profound impact on various aspects of society. 

One of the areas where smart technology can be applied is in the field of education. However, 

the process of implementing these technologies is complex and requires a multidisciplinary 

approach. While there are numerous benefits to using these technologies, there are also 

various challenges that need to be addressed. This paper delves into some of the challenges 

that arise in the implementation of smart education and categorize them for better 

understanding. The research builds upon previous studies and reveals new challenges that 

emerge with deeper implementation of smart technologies in educational environments. 

 

Keywords: Smart Education, Smart Technology, Smart Learning, Electronic Learning 

  

Introduction  
 

Modern life trends dictate the application of IT in many spheres of life, including in 

education. The digital transformations currently taking place in society are revolutionary in 

their scale, speed of change, and breadth of coverage [1]. Apart from the transformation of 

traditional business into electronic, traditional education has been transformed into electronic 

education as well. However, the transformation of education did not halt there. In response to 

further technological development and new social norms, smart education emerged. 

The objective of smart education is to improve learnerôs quality of lifelong learning. 

With the increasing use of IT in education, comparisons between traditional education and 

online education have been more frequent. Although e-education seems to have become 

indispensable in recent years, opinions are divided. 

Despite the advantages and potential of smart education, as an innovative approach, in the 

process of implementation, it also faces many challenges. One of the first steps to overcome 

challenges is to identify them. 
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In the following chapter of this paper, by theoretical aspects and practical application, the 

concept of Smart Education is presented. Also, the main elements of Smart Education are 

presented innovatively. 

The third chapter presents the identification and sublimation of challenges in the Smart 

education environment. The categorization of challenges according to characteristics was also 

carried out. 

In the fourth chapter, the approaches to dealing with the perceived challenges are presented. 

As a final point, the importance of this research is summarized, suggestions are given for 

approaching strategies for facing the challenges, as well as consideration of future 

development in a global context. 

 

Smart Education 
 

We are witnessing the significant impact of technology on all spheres of society. Education is 

one of the spheres in which the impact of technology is reflected rapidly. With the 

development and application of technique and technology, electronic education was created 

from traditional education, but the further development of technology conditioned the 

development of the next level, i.e. smart education. It should be mentioned that smart 

education does not mean the simple application of smart technologies [2] but also the 

symbiosis of new approaches. Although there is no official definition of smart education, a 

certain number of authors have defined that term. So according to the [3],  Smart education 

represents the effective and coherent use of information and communication technologies to 

reach a learning outcome using a suitable pedagogical approach [3]. 

It is significant to note that the word ñsmartò in the term smart education refers to intelligent, 

personalized, and adaptive. But for different entities and/or educational situations, the 

meaning of ósmartô has different definitions. For learners, ósmartô refers to wisdom and 

intelligence [4]. For educational technology, ósmartô refers to accomplishing its purpose 

effectively and efficiently [5]. For the educational environment, ósmartô refers to engaging, 

intelligent, and scalable [4]. Through further research, we have defined new approaches 

which are shown in Figure 1. 

 
Figure 1: The main Smart Education elements and approaches 
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Smart learning environments, sometimes used to refer to smart education, ñrepresent a new 

wave of educational systems, involving an effective and efficient interplay of pedagogy, 

technology and their fusion towards the betterment of learning processesò [6]. Notice that 

smart education is not just about technology. It is also about new teaching and learning 

approaches [6]. 

The smart education vision should help to achieve this requirement and overcome the 

shortcomings of the current education methods and systems. To realize the smart education 

vision, we need to develop new or improved teaching and learning techniques along with a 

coherently designed set of educational information and communication technologies. Smart 

education frameworks are essential for smart education implementations [7]. 

 

Challenges in the Smart Education 
 

Implementation of smart education is a complex process, during which numerous challenges 

arise. In this chapter, challenges have been categorized, both those that have already been 

identified and those that have been additionally noted. Categorization was performed 

according to the characteristics. 

 

Table 1: The categorized challenges in Smart Education 

Challenge 
Category 

1 2 3 4 5 6 7 8 

Lack of internet connection +        

Internet speed +        

Lack of devices for digital educations [3], [8] +        

Device incompatibility +        

Poor Scalability +        

Network issues [9] +        

Lack of tech knowledge [4], [10] + +    +   

Oversaturation with information [9]  +       

Qualification [11]  +       

Lack of self-efficacy [9]  +    +   

Procrastination [9]  +    +   

Lack of control and monitoring [9]  +    +   

Over rely on online teaching aids  +       

Perceived student satisfaction   +   + +  

Lack of examples   +      

Learning assessment   +      

Learning outcomes   +      

Lack of practical part of teaching   +      

Security threats  +  +     

Technology threats [9]    +     

Personal data protection    +  +   

Cyber-bullying [9]    +  +   

Mischief by students [9]  +  +  +   
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Lack of legal regulation [11]    +    + 

Resource required for online education [10] +    + +   

Sustainability     +    

Economic situation [9], [11]     + +   

Home environment [9] +    + +   

Classroom environment [9] +  +  +    

Training costs     + +   

Unequal allocation of funding     +   + 

Scheduling flexibility      + +  

Feeling disconnected      + +  

Getting distracted      +   

Health issues [9]      + +  

Lack of interaction [9]      + +  

Feeling overwhelmed      +   

Academic confidence [11]      +   

Lack of focus and attention [9]      +   

Technological confidence [10], [11]  +    +   

Different learning style      +   

Social support [11]      +   

Rapid cultural shift [3]      + +  

Motivation [11]      + +  

Laboratory exercises [3]      + +  

Practical training [3]      + +  

Online fatigue [3]      + +  

Communication challenges      + +  

Time challenge [11]      + +  

1 -Technical 2 - Competency 3 - Content 4 - Security 5 - Financial 6 ïStudent Experience 7 ï Pedagogical 8-  

Rules and Regulations 

 

The categorization shown in Table 1 was structured according to the relatedness of the 

challenges, that is, common characteristics. In the following paragraph, the basic 

characteristics of the categories are given. 

Technical challenges are challenges that mainly concern infrastructure and access to modern 

technology, in the process of smart education. 

The lack of competence of educators in working with smart educational technology, as well 

as the insufficient level of knowledge to work in a smart environment, is the next challenge. 

Challenges related to the content category are challenges in adapting content to different 

learning styles, and implementing the practical part of teaching (laboratories, workshops, 

fieldwork, etc.), but also challenges in creating content that is adapted to students with 

different needs. 

Security and privacy challenges relate to system security, as well as protection from potential 

threats, but also protection of personal data. 

Financial challenges represent challenges that are the result of a lack of financial resources, 

i.e. money, both for the purchase of equipment and technology in the classroom and at home, 

and are in line with the economic situation of the country. 
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One of the challenges that needs to be given significant attention is the experience of 

students, and it refers to the difficulties of students in adapting to a smart way of education. 

Pedagogical challenges relate to the problems of integrating technology into the learning 

process, problems of teacher training, the application of personalized learning, and adapted 

assessment methods. 

The challenges of rules and regulations refer to the challenges of compliance of smart 

education with the laws of each country, as well as adaptability to legal changes while 

protecting privacy, data, and copyright. 

 

Addressing Smart Education Challenges 
 

Since the number of challenges that arise during the implementation of smart education has 

been pointed out, facing the mentioned challenges is necessary to realize the full potential of 

smart education. Due to the complexity of smart education, it is necessary to approach it from 

several aspects. In this paper, several aspects of the approach are proposed: 

- Pedagogical approach 

- Approach from the aspect of technology selection and application 

- Approach from the aspect of regulatory frameworks 

- Approach from the economic aspect 

By defining such aspects of the approach, all categories of challenges are covered, and they 

are shown in Figure 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Approach to facing the challenges of smart education 

 

Conclusion 
 

This paper presents some of the challenges facing the implementation of smart education. 

Challenges are categorized by characteristics. In addition to identifying challenges, 

approaches are suggested to address each category of challenges identified. As it is a 

multidisciplinary approach, it is necessary to ensure the cooperation of all institutions that 

would provide support in their domain, whether they are educational institutions, 

technological innovators, regulatory bodies, etc. With the ever-deeper application of smart 
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education, new challenges are encountered, but some existing ones are also overcome. 

Therefore, the continuation of research and adaptation of strategies should be aligned with 

further technological development, but also with real human needs, especially since the 

greatest number of challenges are recognized in the student experience of smart education, as 

well as the engagement of educators, and the impact of smart education on various aspects of 

their lives and health. 
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TRANSFORMATION OF URBAN SPACES OF SMART CITIES 

THROUGH ADVANCED GRAPHICAL USER INTERFACES (UI)  

 
Luka Alebiĺ21, Dejan Viduka 22, Davor Vrandeļiĺ23 

 

Abstract 

 
This paper explores the key aspects of user interface design for smart cities. We analyze the 

key elements and challenges in creating smart city interfaces that support the needs of diverse 

populations, the complexity of urban environments, data security, and the integration of 

technology platforms. Implementation and evaluation of the user interface are key steps in 

ensuring efficiency and compliance with user needs. We study the processes of testing, 

evaluating and optimizing interfaces, as well as metrics for measuring performance and user 

satisfaction. We also explore future directions and trends in user interface design, including 

integration of advanced technologies, personalization of experience, connectivity and 

interoperability, innovative models of citizen participation, and an emphasis on sustainability 

and social responsibility. Through the application of these insights and approaches, it is 

possible to create interactive, user-oriented platforms that support the vision of inclusive, 

sustainable and technologically advanced smart cities. Continuous monitoring and adaptation 

to new trends and technologies are key to ensuring that user interfaces are ready for the 

challenges of the future and provide an optimal experience to their users. 

  

Keywords: user interface (UI), user experience design (UX), smart cities, computer graphics 

and digital transformation 

 

Introduction  

In the 21st century, cities are evolving into dynamic and intelligent entities known as smart 

cities. This transformation is the result of the convergence of technological innovations, 

urban planning, and digital transformation [1]. One of the key factors for this transformation 
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is the development of advanced user interfaces (UI) that enable citizens, city administrations, 

and other users to interact with various aspects of the smart city [2]. 

This paper addresses the importance of designing user interfaces for smart cities with a focus 

on the need for intuitive, efficient, and inclusive interfaces that encourage active citizen 

participation in urban life [3]. Through the analysis of current practices, challenges, and 

opportunities, the aim is to identify key guidelines and strategies for the development of user 

interfaces that promote sustainable development, improve quality of life, and foster inclusive 

communities [4]. 

Through this paper, we aim to lay the foundation for further research and the development of 

innovative approaches to designing user interfaces that promote participatory urbanism and 

enhance the quality of life in urban environments [5]. 

Most commonly used tools for user interface design 

In this segment, I showcase several tools that are most commonly used in practice for user 

interface design. These tools enable designers to create intuitive, functional, and aesthetically 

appealing interfaces that support the needs of users and the goals of smart city projects. 

 ̧ Adobe XD - is one of the leading tools for UI design. Some of the advantages of this 

tool include integration with other well-known Adobe tools, the ability to create 

prototypes, and collaborative project work. 

 ̧ Figma - is a highly popular tool among designers and enables real-time collaboration, 

integration with development tools, and automation of design processes. 

 ̧ Sketch - is a popular tool that allows vector drawing, components, and symbols, and 

has a rich ecosystem of additional resources that facilitate the work of designers. 

By using these tools, user interface designers have powerful resources at their disposal that 

support their creative process and enable them to create interfaces that are aligned with the 

vision of smart cities as inclusive, sustainable, and technologically advanced urban 

environments. 

  

Challenges in User Interface Design 

  

Designing user interfaces for smart cities brings forth a myriad of challenges stemming from 

the complexity of urban environments, diversity of users, and requirements for high levels of 

functionality and practicality [9]. Understanding these challenges is crucial for creating user 

interfaces that are efficient, intuitive, and useful for a wide range of users. Below are some of 

the main challenges encountered in designing user interfaces for smart cities. 

  

 ̧ Diversity of Users 

Smart cities gather a diverse population, including people of all age groups, socioeconomic 

statuses [10], and cultural backgrounds [11]. Designing a user interface that meets the needs 

and preferences of this diverse audience requires careful adaptation to ensure inclusivity and 

accessibility for all. 
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 ̧ Complexity of Urban Environment 

Urban space is dynamic and complex with various layers of infrastructure, traffic flows, 

public spaces, and cultural sites. The user interface must successfully navigate through this 

complexity, providing users with relevant information and services tailored to their needs and 

context [12]. 

  

 ̧ Integration of Different Technological Platforms 

Smart cities employ a wide range of technological platforms and systems, including sensor 

networks, mobile applications, web platforms, and IoT devices [13] [14]. User interface 

design must enable the integration of these diverse platforms to ensure a coherent user 

experience and efficient interaction with urban systems. 

  

 ̧ Education and User Training 

To fully harness the potential of smart cities, it is important to provide adequate education [1] 

and training for users to use digital tools and platforms. User interface design should be 

intuitive and accessible, but also provide opportunities for educating users about the 

capabilities and functionalities available to them. 

  

Addressing these challenges requires a multidisciplinary approach involving experts [15] 

from the fields of design, technology, urban planning, sociology, and other relevant 

disciplines [16]. Through careful planning, research, and testing, it is possible to develop a 

user interface that supports the vision of smart cities as inclusive, sustainable, and 

technologically advanced urban environments.  

  

Guidelines for User Interface Design 

  

Designing user interfaces for smart cities requires a careful approach to ensure an intuitive, 

efficient, and user-oriented experience. Some of the key guidelines and strategies [17] for 

designing user interfaces that support the needs of diverse users and promote inclusivity, 

sustainability, and technological advancement in smart cities. 

  

1. Inclusive Design 

2. Simplicity and Intuitiveness 

3. Adaptability and Flexibility 

4. Interactivity and Citizen Participation based on User Experiences 

  

By adhering to these guidelines, user interface designers can create interactive, user-oriented 

platforms that support the vision of inclusive, sustainable, and technologically advanced 

smart cities. These guidelines are crucial to ensure that user interfaces contribute to a positive 

urban experience and enhance the quality of life [18] in urban environments. 

  

Implementation and Evaluation 

  

An important aspect of user experience design is the process of implementing the user 

interface, including steps such as introduction, testing, and optimization. We also analyze the 
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evaluation methodology to assess the effectiveness of the user interface and user satisfaction 

(UX) [19] [20]. 

  

The methodological implementation describes the steps in the process of implementing the 

user interface from planning, design, development, testing to deployment. Throughout this 

process, we must pay attention to identifying key participants and their roles, including urban 

planners, designers, programmers, and end-users. The next step is testing and evaluation, 

which should provide insights into the achieved usability for the end-user through different 

phases of implementation [21]. Based on the evaluation of the achieved results, 

improvements and optimizations of the user interface are made with the aim of making it 

more accessible and user-friendly, thus encouraging greater adoption. 

  

Through careful implementation and evaluation of the user interface, we can ensure that 

smart cities provide an intuitive, efficient, and user-oriented experience that supports the 

needs of diverse populations [22]. This process also enables continuous improvement and 

innovation to ensure that user interfaces remain relevant and effective in rapidly changing 

urban environments. 

  

Future Directions and Trends 

  

The concept of smart cities is still evolving, and it's difficult to predict all future directions of 

user interface design as well as the trends that will shape the future of urban spaces and 

digital technologies. 

  

One reason is the integration of advanced technologies such as augmented reality (AR), 

virtual reality (VR), and mixed reality (MR) into the user interface, which will enable a 

completely new experience of interacting with urban spaces. In addition to the mentioned 

challenges, new technologies also provide opportunities for the implementation of 5G 

networks, blockchain, [23] cloud computing, [24] quantum computing, and how these will 

also impact the design of the user interface. 

  

Innovation is crucial in modern business, especially in the digital world we are slowly but 

surely transitioning into. Besides the already mentioned technologies, it is clear that the 

challenges and opportunities are enormous [25] for innovating and thus ensuring a better and 

more advanced user interface that will strive to adapt to all users and thereby ensure a 

positive user experience. It is particularly important to involve as many citizens as possible 

[15] in the development to gather as much user experience as possible to facilitate 

implementation and thus accelerate adoption among users. One of the tasks is to promote 

sustainability and flexibility in the design of the user interface for smart cities, encouraging 

users to behave environmentally responsibly and supporting resilience to challenges such as 

climate change and natural disasters. 

  

Understanding these future directions and trends is crucial for shaping innovative and 

relevant user interfaces for smart cities that support progress, sustainability, and quality of 

life in urban environments. Through proactive monitoring and adaptation to these trends, we 
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can ensure that smart cities are ready to respond to future challenges and provide the best 

possible user experience. 

  

Conclusion 

  

In this study, we explored key aspects of designing user interfaces for smart cities, 

considering challenges, future directions, and trends. Smart cities represent complex 

ecosystems that rely on digital technologies to improve the quality of life of their citizens, 

enhance governance efficiency, and promote sustainable development. 

  

Key challenges in user interface design include user diversity, complexity of urban 

environments, data security and privacy, integration of technological platforms, and the need 

for user education and training. Through careful design approaches, it is possible to overcome 

these challenges and create interfaces that are inclusive, intuitive, adaptable, and encourage 

active citizen participation in city management. 

  

Future directions and trends include the integration of advanced technologies, personalization 

and contextualization of experiences, connectivity and interoperability, innovative citizen 

engagement models, and a focus on sustainability and social responsibility. By monitoring 

and adapting to these trends, we can ensure that smart cities are ready for future challenges 

and provide optimal experiences for their users. 

  

Ultimately, designing user interfaces for smart cities requires a multidisciplinary approach, 

collaboration among different stakeholders, and continuous innovation and improvement. 

Only through such an approach can we realize the vision of smart cities as inclusive, 

sustainable, and technologically advanced urban environments that enhance the quality of life 

for their citizens. 
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A MODIFIED VERSION OF GRADIENT DESCENT ALGORITHM AS 

A SOLUTION OF LOCAL MINIMUM PROBLEM IN ARTIFICIAL 

NEURAL NETWORK  

 
Goran Kekoviĺ24, Rade Boģoviĺ25, Negovan Stamenkoviĺ26  

 

Abstract 

 
In this paper, software based on modified gradient descent and backpropagation algorithms 

for overcoming the local minimum problem in artificial neural networks is proposed. During 

the training of the artificial neural network, at the end of each epoch, the existence of the 

global minimum was checked over successive values of the loss function and by determining 

the percentage of successfully classified samples from the training and test sets. The software 

is written in the C# programming language in an object-oriented manner. It is written in a 

modular way in the sense that it has its own mathematical library and can be upgraded with 

other algorithms of artificial neural networks. 
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Introduction  

  

Artificial intelligence is becoming a part of our everyday life and it has applications in almost 

all areas of human activity. In this sense, artificial neural networks (ANN) are particularly 

interesting and numerous algorithms have been developed for them. However, the main 

breakthrough in this area was the backpropagation algorithm based on the gradient descent 

method which originate from theory of optimization [1-4]. Its main disadvantages are getting 

stuck in a local minimum and slow convergence. Various solutions have been proposed for 

these problems, such as, adaptive learning with momentum and all their variants [5,6]. In 

these methods, the change of neural weights from the previous epoch multiplied by the 

moment is added to the neural weights in the next epoch, which achieves regularization and 
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increases the speed of convergence. Variants with variable moment speed up convergence, 

but at the cost of introducing new parameters, whose values are a matter of numerical 

experimentation. 

The problem of the local minimum has not yet been adequately solved, although some 

solutions have been proposed here as well. One of them is the early stopping technique [7, 8]. 

In this technique, the loss function is monitored and if there are no changes after a 

predetermined number of epochs, it is considered that its global minimum has been reached. 

The disadvantage is that the number of epochs needed cannot be known in advance and we 

may still be stuck in a local minimum. Variants of this method include tracking losses on the 

validation data set, after each or a certain number of epochs. The price of this is an increase in 

CPU time, but with an increased probability of hitting the global minimum.  

Al l this facts lead to the proposition of this paper. Obviously, there is a trade-off between 

CPU consuming time and hitting the global minimum in the early stopping method. Namely, 

the problem can be seen from another perspective by asking two questions. Can a global 

minimum be reached with high probability and what is the main difference between global 

and local minimum? According to the the Universal Approximation Theorem any input 

function can be approximated by an ANN of appropriate configuration. The answer to the 

first question, could be sought here. This practically means that there is a possibility of the 

gradient descent passing through the minimum at one point in time. The reason is obvious: 

after each input sample, neural weights and biases of ANN are corrected. The idea of this 

paper is to define the mechanism of identification of the global minimum in two steps. In the 

first step, the minimum is identified by monitoring the loss function and if the threshold is 

reached (the difference between two consecutive values) procced to step two. Furthermore, 

the second step is to check if the number of successfully classified samples in both sets 

(training and validation) is higher than the predefined value. In that case, it can be concluded 

that it is a global minimum. Otherwise, it is a local minimum and the program can continue 

with iterations. 

  

Mathematical Background 

  

At the core of the descending gradient algorithm is the correction of the neural weights 

according to the formula: 

  

 

 
 

(1) 

  

where are, W(k)
new, W

(k)
old  neural weight matrices of the k-th neural layer before and after one 

epoch, E is loss function and Ŭ is learning constant. The size of the neural weight matrices W 

is n x m, where n,m represent the numbers of neurons in the k-th and (k-1)-th layers, 

respectively. If the previous, k-1 layer is input, then m respresents number of components of 

the input vector X. Similarly, if k-th layer is the output layer, then n is equal to the number of 

components of the output or target vector Y. In the first stage or forward propagation the 

matrix of output vectors or activations A is calculated, as: 
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  (2) 

  

where b(k) represents the biases matrix of the k-th layer. The matrix of variable O(k) is 

determined according to:  

  

  (3) 

  

In the above expression, f is the so-called activation function and there are several different 

types. The famous logsig function is used in this software: 

  

 

 

(4) 

  

In the second phase, the loss function gradient matrix is determined, via backpropagation 

algorithm according to the formula: 

  

   

 

(5) 

  

where the error matrix ŭ(k) of k-th layer is calculated by back propagation (from the output 

layer to the input layer) according to: 

  

 

 

(6) 

  

In the formula above, the symbol denotes the multiplication between matrices in the manner:  

. The ANN in this software works in inline mode, which means 

that in each epoch it goes through all the training samples and finally determines the error 

function, which it then compares with its value from the previous epoch: 

  

  (7) 

  

Software Description  

  

The complete code and all the necessary technical details can be found at [9]. The user of the 

software defines the value of the constant Ů (double error_limit in software), which will 

represents the difference between successive values of the loss function. The value of this 

constant is usually of the order of magnitude .... and is usually sufficient 

in most cases. If the mentioned difference is smaller than the value of this constant and if its 

accuracy of classification  , can be assumed that the global minimum has been 

reached. Otherwise, a small correction is added to the neural weights and biases, so that the 

network is pushed from the local minimum.  

Software architecture 
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The main functionality of the program is separating the local and global minimum. The 

structure of the software can be best explained by the image shown below. The Fig. 1 shows 

the typical stages of the backpropagation algorithm. In the first phase - forward, the vector 

propagates through the network to the output, and after that the phase - backward begins, 

which is the propagation of the error backward. This leads to the correction of weights and 

biases for each sample separately, which is characteristic of gradient descent algorithm. After 

passing through the entire set of input data, loss function is updated and compared with the 

value from the previous epoch. If the difference is smaller than the set goal, the accuracy in 

both sets (training and validation) is checked. If the goal is reached, the program ends. 

Conversely, a small correction is added to the weights and biases, which roughly pushes the 

network out of the local minimum. The value of this correction is of the order of magnitude 

. Also, the maximum number of epochs is set to 2000 and can be changed by the 

user, just like the network configuration. 

  

  

Figure 1:  Flowchart of modified gradient descent and backpropagation algorithms, where 

they are:  ï the cost function at iïth epoch,  - classification accuracy on training 

and test set,  - neural weights and biases of the k-th layer at iïth epoch and  

 is a small random correction. 
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Software functionalities  

 All the functionalities of this software can be best described by the properties of the most 

important methods used in the software. For these purposes, we will start from each block.  

Data import and processing. Data preprocessing methods: 

import_file () - this method imports a file from excel, where types represent samples or input 

vectors. The columns are properties of the input vectors and it should be noted that the last 

columns are intended for category values, since the software is used for classification tasks. 

The corresponding category has a 1, while the others have a 0 (for example, for two 

categories it will be 1, 0 or 0, 1, etc.) ; 

split_test () -  as usual, the input data are shuffled and divided into a training set (75% of the 

input data) and a test set (25% of the input data). 

data_process () - input data were converted to [high, low] interval (0,1 or -1,1).  

studentize2D () - all columns of the input matrix  can be zero-centered, so that their mean 

value is zero and normalized by dividing it, with their standard deviation. This choice is left 

to the user, by initializing the variable int student = 1. In that case, the method studentize1D 

(), will automatically apply the same procedure to the input vector for neural network 

simulation.       

  Initializing and training network. Initialization and configuration of ANN:  

network.init() -  this method is accessed by net object which is initialized from the class 

Network as net.network.init(). The list of parameters of this method consists of network 

configuration, number of samples and number of classification categories. The configuration 

of the neural network is determined by an array, which contains information about the hidden 

layers. For example, int[] config = {3, 5},  means that there are two hidden layers, size of 3 

and 5 neurons each. The number of neurons in the input layer is equal to the number of 

columns of the data mattrix and the number of neurons in the output layer is equal to the 

number of categories for classification ; 

extend_backprop() ï method for network training. It is accessed as in the previous case with 

the net object: net.extend_backprop(). The list of input parameters consists of: network 

configuration, training and test data matrices, number of epochs, learning constant, default 

value for the cost function error, and data mapping interval bounds. 

Network simulation. After training, the ANN can be simulated with unseen input data: 

simulate() - network simulation for a specific vector from the input takes place via the net 

object, net.simulate(). The list of input parameters is: neural weights and biases as part of the 

output of the method for training, the input vector that can be centered, the network 

configuration, the number of categories for classification, the interval bounds for mapping the 

input vector, as well as interval boundaries for input vector mapping and maximum and 

minimum value of input vector interval. As an output of this method, a vector appears where 

the unit is in the place of the corresponding category, while there are zeros in the other 

places. 

Network statistics. The statistics of  ANN can be determined by the following method: 

stats() - finally, network statistics is performed using this method as, net.stats (), with the 

output being the percentages of successfully classified samples of the training and test data 

sets. 

The software is tested on three different databases. The first database is the well-known iris 

data set [10], while the others are the cancer set [11] and the data set related to types of wine 
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[12]. In the iris data set, there were three categories for classification and two each for cancer 

and wine types, respectively. The simulations were performed on a computer with a 

processor i3 - 8100 3.5 GHz and a RAM of 8 GB. The results are summarized in the table 

below. 

  

Table 1: Software results on various data sets 

Data sets Number of 

samples 

Classification 

accuracy (%)  

Training set 

Classification 

accuracy (%)  

Test set 

Overall 

classification 

accuracy(%) 

Epochs to 

reach the 

goal 

Program 

running 

time (s)  

Iris  150 98,21 97,37 97,58 89 4,6 

Cancer 699 95,42 95,43 95,43 1 10,5 

Wine 3199 97 95,75 96,06 1169 77,38 

  

 Analyzing the results in the table above it can be observed that the execution time of the 

code is proportional to the number of samples, which is understandable, considering that the 

network works in inline mode. It can be seen that in the third case, more than 1000 epochs are 

needed, which means that numerical experiments are needed, with the number of neurons in 

the hidden layer, the number of layers, etc. It can also be noted that despite the modification, 

the software is not free from the lack of slow convergence. This can be seen from the last 

column of Table 1, where it can be seen that the execution time of the program increases 

rapidly with the increase in the number of samples. This is the result of ANN operation in 

inline mode. On the other hand, the advantage of this mode is accuracy, although there are 

algorithms such as Levenberg-Marquardt that work in batch mode and achieve a high degree 

of accuracy [13, 14]. 

  

Impact 

  

The contribution of the software to scientific research and the improvement of deep learning 

software in general, can be summarized as follows: 

¶ In this software, a way to separate the local and global minimum in the backpropagation 

algorithm is proposed. This does not eliminate all the weaknesses of the backpropagation 

algorithm, but it can be a good basis for further research. 

¶ The software is designed in an object-oriented manner, to speed up its execution and to make 

it easier to use. 

¶ All mathematical procedures of algorithms and details are moved to a separate class Network. 

It also contains its own mathematical library that can be expanded and later used to upgrade 

the algorithm with new deep learning methods. 

¶ Advanced features of the C# programming language, such as Array lists and jagged arrays 

are used in this software. 

  

Ilustrative  example 

  

In order to illustrate the functioning of the software, this paragraph shows the main program 

for classifying data in the iris database. The first step is to introduce the required namespaces 

via the NuGet  package manager for .NET as shown in Fig. 2. Further, Figure 3 shows the 
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main program with an instantiated net object that accesses the member methods and which 

are described in the Software architecture section. 

  

  
Figure 2:  Necessary namespaces for program operation 
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Figure 3:  Flow of the main program during classification in the iris data set 

  

  

Conclusions 

  

  In this paper, the possibility of overcoming the problem of the local minimum of the 

hypersurface of the loss function is presented. This refers to the ability to separate the local 

and global maxima, thereby addressing the fundamental weakness of the backpropagation 

algorithm. Program in proposed software works in inline mode, so its reasonable execution 
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time applies to smaller databases up to several thousand samples. In future research, it is 

necessary to examine the possibilities of this program in batch and semi-batch modes. Also, 

the software can be expanded with new mathematical methods and upgraded with algorithms. 

which opens up another space for further research. 
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Abstract 
 
Quality management is an important activity that is aimed at improving performance, which reduces 

costs, raises employee morale and constantly acts to improve the quality of products. This also affects 

the competitive position of the company in the market, strengthening the trust of the users themselves. 

Construction constantly strives to adopt new quality elements in order to gain an advantage over the 

competition. 

The modern development of quality management has resulted in the establishment of full quality 

management TQM (Total Quality Management). 

 

 

Keywords: qvality, TQM, reinforcing steel, standards, testing 

 

Introduction  

 
The aim of the paper is to familiarize civil engineers with the need for quality management, 

which is a revolutionary step in increasing business efficiency, which is equally important for 

all phases of construction. 

 

F.G. Steingraber from the company "AT Kearney" gives an explanation of the concept of 

quality: 

"Traditionally, we thought of quality as achieving specifications, meeting requirements, 

eliminating deviations in the product. We assumed that quality was satisfactory if products 

were not returned, if we did not receive criticism and if we improved the price-performance 

ratio for users. Today, quality evaluation it's not just a matter of meeting the user's 

expectations, but exceeding them."4 
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Basics of construction quality management 
 

There must be a trained manager in the performance. 

It is the most critical factor in the successful introduction of TQM. It must also affect other 

employees in terms of quality acceptance. After the introduction of TQM, new employees 

should be constantly instructed in the fundamental principles of TQM. 

In order to introduce TQM, there must be certain rules, both for the manager and for his 

employees. 

TQM should be directed towards the company's strategic goals. It must not be monopolized 

by the owner, but integrated into all areas and activities of the company. During the 

introduction, it is necessary to plan long-term, in order to be effective, the data should be 

standardized. 

Right from the start, you should have the user's requirements, and then determine the 

procedure and methods according to them. 

The evaluation of the quality of construction and the material used in smart buildings is 

shown on the example of the evaluation of control steel for reinforcing concrete structures - a 

material that is basic for every construction, including for smart construction. 

 

Conformity assessment procedure[2] 

 
The appointed body, i.e. the conformity assessment body, carries out the conformity 

assessment of steel for concrete reinforcement, at the request of the manufacturer or his 

representative. 

The conformity assessment procedure includes, according to the SRPS EN 10080 standard: 

1) factory production control; 

2) initial type examination; 

3) permanent supervision of factory production control and control testing. 

During the production of steel for concrete reinforcement, a permanent system of factory 

production control is established, which is carried out using the methods established by the 

SRPS ISO 9001 and SRPS EN 10080 standards. 

 

Taking samples[2] 

 
Sampling of steel for concrete reinforcement should be performed exclusively by an 

authorized representative of the appointed body, i.e. an authorized representative of the 

conformity assessment body, in the presence of the manufacturer's representative or his 

representative, while a record of sampling is drawn up and certified by representatives of 

both parties. 

The test unit for bars and coils is taken from a lot or part of a lot. 

Mandatory steel tests for concrete reinforcement, determined by the SRPS EN 10080 

standard, for: 

1) chemical composition, one analysis per batch; 

2) tension tests, one test sample per 30 t, with at least three test samples per test unit 

(produced quantity - batch) and nominal diameter; 
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3) bending tests and/or retests, mass per length meter and surface configuration, one test 

sample per test unit (produced quantity - batch) and nominal diameter. 

 

The test unit for welded meshes and lattice supports consists of panels and lattice supports of 

the same steel class and diameter, produced on the same welding machine with a maximum 

mass of 50 t. The number of samples per unit for testing as well as the properties to be tested 

are determined by the SRPS EN 10080 standard. 

 

Certificate of conformity [2] 
 

Before delivering steel for concrete reinforcement to the market, it is necessary for the 

manufacturer, his agent, importer or distributor to obtain a certificate of conformity. 

If the procedure for assessing the conformity of steel for concrete reinforcement has been 

carried out and if the results of the sample tests show the conformity of steel for concrete 

reinforcement with the requirements, the designated body, i.e. the manufacturer, issues a 

certificate of conformity. 

A document of conformity is a certificate of conformity and a declaration of conformity. 

The certificate of conformity is issued by a designated body which, in addition to the 

requirements for designation prescribed, also meets the requirements established by the SRPS 

ISO/IEC 17065 standard. 

The declaration of conformity is drawn up by the manufacturer based on the test report and 

technical documentation, in accordance with the requirements prescribed by this regulation. 

The test report of steel for concrete reinforcement is issued by an accredited conformity 

assessment body, which meets the requirements set by the SRPS ISO/IEC 17025 standard. 

The certificate of conformity should be valid for one year from the date of issue, and a 

declaration of conformity is issued for each batch. 

 

Designated Conformity Assessment Body[2] 

 
The conformity assessment body can carry out the conformity assessment of concrete 

reinforcing steel, if it meets the following conditions: 

1) they must not be designers, manufacturers, suppliers of steel for concrete reinforcement, 

nor representatives of any of the interested parties and must not be involved, directly or as 

representatives, in the design, marketing or production of steel for concrete reinforcement; 

2) personnel with technical knowledge, as well as sufficient and appropriate experience for 

performing conformity assessment tasks, as well as appropriate authorization for performing 

conformity assessment tasks; 

3) test equipment; 

4) should have a corresponding general act; 

5) concluded insurance contract against liability for damage; 

The possibility of exchanging technical information between the manufacturer and the 

conformity assessment body is not excluded. 

A sign of conformity[2] 
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On steel for reinforcing concrete that complies with the requirements of this regulation, 

before its delivery to the market, a Serbian mark of conformity is placed in accordance with 

the regulation governing the method of conducting conformity assessment, the content of the 

certificate of conformity, as well as the form, appearance and content of the mark of 

conformity. 

 

Safeguard Clause[2] 

 
The delivery or use of steel for concrete reinforcement that was delivered to the market of the 

Republic of Serbia and on which the mark of conformity is affixed, and which is found to not 

meet the requirements, may be limited or prohibited in accordance with the law regulating 

technical requirements for products and evaluation conformity. 

 

 

Application of TQM and analysis of application of quality and safety of  

reinforcing steel[3] 
 

Quality is one of the key concerns of both small and large companies, which has the purpose 

of stability in the market. 

Namely, mistakes, even on quality, can have a very far-reaching and devastating effect on the 

loss of users. First of all, you should examine the so-called waste points, that is, those places 

and activities that do not provide any value. 

 

One of the important areas of marketing is sales, which actually represents a source of data 

for customers. This is done by focusing on and analyzing every point where value addition 

can be acted upon. In addition, the following elements can be checked or measured in 

particular: 

1. Error rate in orders 

2. User satisfaction with the sales process 

3. Timeliness of delivery 

4. Number of unanswered phone calls 

5. Order size by negotiation 

6. Profitability of individual sales 

One of the big areas, especially important in a small business where problems usually arise, is 

finances. That is why TQM must be applied to improve financial processes and procedures. 

The ultimate goal is to identify and implement improvement. 

Service companies can also introduce TQM, but there will be many difficulties with the 

process, quality indicators and improvements. The final result is customer satisfaction, which 

is the best proof of quality and recommendation to other customers. 

For smaller businesses, improvements should include the following: 

1.Economically produce products in small batches 

2. Maintain small stocks of products and reproductive material 

3. Apply new inventory management methods such as JIT (just in time) 

4. Cooperate with users already during market research, development, production, and all the 

way to delivery 
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5. Carry out continuous improvement in cooperation with users 

Small companies must introduce the composition of quality successively. 

In particular, it is necessary to rely on a partnership with a larger company that already has an 

established level of quality. The second part is cooperation with professional staff, in order to 

constantly transfer experiences for the purpose of improvement. 

In addition, it is possible to apply certain TQM packages in terms of quality improvement in 

small companies. 

 

Example: Report on the performed quality control of reinforcing steel at 

the NN warehouse [4] 

 
On the basis of the decision on the establishment of the Commission for Quality Control by 

the Legal Representative of Privredni drustva NN d.o.o., dated February 20, 2024. a three-

member commission consisting of: Marko Markoviĺ, Nenad Neġkoviĺ and Bojana Miliļiĺ 

performed the quality control of the material owned by Privredna druġtava NN d.o.o., which 

is located within the factory of the company SS for the processing of reinforcing steel. 

 

Day 21.02.2024.                                                                                     Start at 9 am. 

 

Three-member commission: Marko Markoviĺ, Nenad Neġkoviĺ, Bojana Miliļiĺ. 

On the first day of control, a tour of the factory of the SS company was carried out. 

The tour was for the purpose of planning and quality control strategy. 

 

1. Overview of the machinery we plan to use 

1.1. The parked truck was inspected 

The inspection was carried out by a mechanic hired by the company NN. 

It was found that in the middle of not using the vehicle for a long time (ignition and driving) 

the battery is empty and the mentioned vehicle cannot be started. It is necessary to hire 

separate trucks for transport, if the commission determines that the quality of the material is 

not compromised and if the sale is agreed upon. 

1.2. It was established that the forklift, which is intended for us to help the commission for 

material manipulation, is also used during the day for the needs of the production plant. 

1.3. The crane is faulty. 

1.4. The scale is correct, checked in 2023, with a deviation of +-20 kg. Figure 1. 

 

 
Figure 1:Reading the measured weight of reinforcing steel 
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2. Inspection of the factory - space where the subject material is stored, plant 

2.1. Molten cylindrical rod, ribbed, is in bundles, stored in piles, the quality of which can be 

assessed. 

2.2. Melted rolled wire, smooth, is in bundles, stored in piles, the quality of which can be 

assessed. 

2.3. The mesh reinforcement is in bundles, stored in piles, the quality of which can be 

assessed. 

2.4. The plant was inspected and it was found that the fittings, which are in the production 

plant, are accessible to the commission, and its quality can be assessed. Figure 2. 

 

 
Figure 2:Types of materials whole quality control 

 

 

3. Analysis of the time required to assess the quality of the required material 

By analyzing the collected information from the previous points, the commission established 

that the assessment of the quality of reinforcing steel can be accessed as early as tomorrow 

and that the material is available for analysis by the commission. 

 

Day 21.02.2024.                                                                                 Finishing at 3 pm. 

 

Day 22.02.2024.                                                                                       Start at 9 am. 

 

By visiting the materials whose quality we are examining, it was established that it is 

necessary: 

 

1. Production control. [9] 

  (Comparison with corresponding ISO standards.) 

2. We will evaluate the atmospheric impact on each type of reinforcing steel. 

  (Materials were stored in an open area.) 

3. We will ascertain whether the quality of the mentioned material affects the safety of the 

installation. 

  (In the case of reinforcing meshes, check the quality of the bar welds.) 

4. Of course, it is necessary to take into account the answer to the last, but by no means less 

important question - 

  At the time of evaluation, did the quality affect the selling price? 
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  (To ascertain whether such material was purchased after quality assessment in accordance 

with the market value of reinforcing steel) 

 

 

   
Figure 3-Production facility 

(production control from raw material to ribbed reinforcement;production control from raw 

material to reinforcing mesh;) 

 

By visiting the plant, the commission established that the quality of production is satisfactory. 

Processed products meet all required ISO standards. Figure 3. 

   
Figure 4-Product control, the quality of the finished products - reinforcing mesh and ribbed 

reinforcing bars - was checked on the spot. 

 

In construction, reinforcing mesh has a very wide application. 

Production, delivery and control of welded [7]reinforcing mesh is prescribed by the standard 

SRPS U.M1.091. 

Quality control was also tested on cut beams (transverse and longitudinal) for tension 

according to the SRPS EN 10002-1 standard and bending SRPS C.A4.005, and testing of the 

load-bearing capacity of welded joints. 

Care was taken, given that the material was stored outdoors during rainy days, whether the 

current corrosion affected the reduced quality of the aforementioned. 

 

It was found to be secondary corrosion. The rate of corrosion ranges from 01-0.5 mm/year. 

Table 1. [1] 

Vcorr
 

 ·icorr·8,76·104 (mm/year) 

Vcorr -corrosion rate (mm/year)                   s-electrode surface (cm2) 

m-mass of metal (g)                                    t-time (h) 
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ɟ-densi of metal (7.85 g/cm3)                        z-the number of electrons exchanged in the 

reaction 

icorr-corrosion current density (A/cm2)[5] 

M-molar mass of metal (55,8 g/mol) 

F-Fradeeva const. (26,8 Ah/mol) 

Table 1:Corrosion resistance steel test 

Sample name 

 

Concentration 

Ca(OCI)  (%) 

Icorr 

(ɛA/cmĮ) 

 

Corosion rate 

(mm/year) 

Measuring units 

of corrosion 

stability 

 

Ļ 4572 

 

50 12 0.139 5 

10 5,76 0,068 4 

1 1,10 0,0127 3 

 

Ļ 4583 

 

50 15,00 0,1742 6 

10 5,50 0,0644 5 

1 1,20 0,0139 4 

 

Given that our material in question was stored in the open for only a few months, the 

commission concluded that the material is of satisfactory quality. 

 

 
Figure 5-Rolling unprocessed steel wire 

 

During the tour, the commission noticed that the unprocessed rolling wire was coated with 

blue protective paint - transport base paint.Figure 5. 

 

The mentioned application ensures that the raw material is not damaged, and also has the 

function of protecting it from atmospheric influences. 

Therefore, the commission concluded that the hot-rolled reinforcing steel in the bunts is of 

excellent quality. 

The commission unanimously decided that the quality of the material that was in operation, 

both as raw material and as a finished product, is of excellent quality, following ISO 

standards, and is ready for installation. Storage in the open for a few months did not affect the 

quality market price. 

The products were sold and transported to the customer on the same day. 

 

When loading reinforcing steel into trucks for transport, the commission also paid great 

attention to product safety checks. [8] 
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The reinforcing bars that are welded in the reinforcing meshes are welded with high quality. 

The hot-rolled wire is properly bent into bundles.  

Day 22.02.2024.                                                                                         Finishing at 3 pm. 

 

Conslusion 

 
Successful quality management in construction is teamwork. 

Teams participating in solving quality problems are made up of experts from 3 segments: 

1.Experts who define quality and quality features (designers, instructors and technologists). 

2.Experts who create quality (engineers, technicians and production workers from specialized 

subsystems).  

3.Professionals who create foundations for quality management (quality engineers as 

designers). 

The question of quality in the construction industry is very important, because it represents an 

important element of competitiveness in the market, which affects the decision to purchase a 

product. In the open world market, under conditions of free competition, there is a struggle to 

conquer the market by means of quality. 

The market is not conquered by low prices, but by "high enough" quality that enables victory 

over the competition. Conquering the market segment by means of quality means safe and 

long-term placement of products and services, which is one of the basic elements of the 

company's survival. Of the three important market factors (quality, time and price), quality is 

today the most important market factor. 

 
"If it is not possible to reject what is not good, it should at least be separated from what is good."5 

                                                                                                                           (Duġan Radoviĺ) 
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Abstract 
 

Urbanization is a global trend, that is, the settlement of cities because of all the possibilities 

they offer. A large influx of population into cities also requires an increase in security. Safe 

City is a concept that, using modern technologies and artificial intelligence, should help 

governments, communities and businesses to reduce the possibility of crime and create an 

environment where people feel safe and comfortable.The aim of the paper is to present the 

possibility of using modern technologies and artificial intelligence in order to increase the 

safety of city dwellers. The paper explains the analytical tools that can be used within the 

Safe City concept, which aim to increase safety, prevention and rapid response to 

emergencies. 

 

Keywords: Safe city, Artificial intelligence, Smart city, Safety 

 

INTRODUCTION  

 

A safe city is a concept based on the idea of increasing the safety and security of the 

inhabitants of a city by using various technologies. Today, some 56% of the worldôs 

population ï 4.4 billion inhabitants ï live in cities. This trend is expected to continue, with 

the urban population more than doubling its current size by 2050, at which point nearly 7 of 

10 people will live in cities [15].   
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Enormous urbanization, a large influx of people into cities, creates an environment that is 

vulnerable and subject to various influences. Migrant crisis, conflicts at many points in the 

world, thefts, and physical conflicts are just some of the examples that create a feeling of 

insecurity in people. Therefore, a concept is needed that will improve the safety and security 

of citizens. 

We are witnessing the great rise of technologies and artificial intelligence. It is necessary to 

take advantage of the opportunity that this growth provides to facilitate people's daily lives, to 

make them feel comfortable and safe in their daily duties. The development of technologies 

should also be used in order to improve ecology, that is, to improve the environment and 

reduce negative effects on the planet, preserve nature and create healthier surroundings. 

A comprehensive approach to security in the urban environment that includes technology, 

infrastructure, critical situations management, cooperation between different actors and a 

focus on preventive measures and education of citizens is presented as the Safe City concept.  

The concept of a Smart City was heard for the first time at the end of the 60s of the last 

century. However, it was not until 2010 that the rapid development of the Smart City concept 

began. One of the basic and most important parts of the concept is the Safe City. The primary 

goal is to create a safe and secure environment that helps prevent and respond to potential 

threats and emergencies. 

The Safe City concept is permeated by a combination of new technologies, artificial 

intelligence and the human factor. Advances in digital technologies, data collection and 

artificial intelligence have made it possible to collect and use data obtained from cameras 

placed in public areas, drone footage, sensor information and access control. The data 

obtained in this way provide great opportunities for analyzing the movement and behavior of 

people in the city and the possibility of predicting unwanted events. The concept of 'smart' 

cities is to create a better, more sustainable city where the quality of life for people is 

improved, the environment in which they live is of higher quality, and their economic 

prosperity is increased, all with the assistance of modern technologies [1]. The challenges of 

climate change, population growth, demographic change, urbanisation and resource depletion 

mean that the worldôs great cities need to adapt to survive and thrive over the coming decades 

[16]. 

As mentioned earlier, the Safe City concept relies, above all, on the possibilities offered by 

artificial intelligence. 

The development of the artificial intelligence system is directly related to the development of 

neural networks and expert systems. Expert systems are constructed with the aim of 

simulating human thinking through symbols, while neural networks strive to achieve this 

from a biological perspective, approaching the structure of the human brain with the help of 

genetic algorithms. Neural networks are used both in complex security systems, and in 

industrial plants, and in improving the quality of life by the appliances that almost the entire 

humanity uses in everyday life [2]. In multilayer neural networks, we apply the decision-

making functions to recognition problems of multiclass patterns, regardless of whether 

classes are separable or not. These networks consist multiple layers of perceptron computing 

elements [3].   

The most commonly used artificial intelligence applications in the Safe City concept are 

automatic license plate recognition (ALPR) and face recognition (FR-Face recognition). 

Evolving secure cities necessitates the integration of facial recognition systems, ANPR 

technology, and urban management systems to efficiently govern urban safety [4]. 
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Application of artificial intelligence in "Safe city"  

 

The ALPR algorithm represents a vehicle license plate recognition technology. The license 

plate recognition algorithm works by recognizing the region of interest (identifying the part 

of the image that contains the vehicle's license plate by applying the technique of edge 

detection, color segmentation or applying predefined license plate shapes). After determining 

the zone of interest, the algorithm detects characters (numbers and letters), then analyzes each 

character and determines its value, whether by comparing it with already defined templates or 

using machine learning for character recognition and classification. Finally, the algorithm 

reconstructs the recognized characters in the form of a license plate.  

This type of algorithm is used in traffic control systems, parking lot controls, automated road 

toll systems, and other applications that require automatic license plate detection. This 

technology significantly helps improve efficiency and security, and reduce human error in the 

vehicle identification process. ANPR technology is crucial for identifying vehicles associated 

with criminal activities in urban environments [5]. 

The installation of cameras on access roads provides the possibility of detecting the license 

plates of vehicles entering or leaving the city. The installation of such cameras in the city 

provides the possibility of monitoring the trajectory of vehicles and a detailed review of the 

movement of vehicles through the city. Additionally, if there is a search for a vehicle, 

advanced analytical tools provide the possibility of detecting the requested vehicle in real 

time. If we put the vehicle on the Black List, every appearance of the vehicle in the city will 

activate an alarm, which will provide information to the dispatcher about the location of the 

detection of the requested vehicle. 

The system offers the possibility of searching for vehicles by certain criteria such as vehicle 

type, vehicle brand, or color. 

Driving in the opposite direction is something that has become more and more common. 

Such systems provide the possibility of detecting movement like that, and with the 

installation of signs on the roadside or connecting the system with information systems, it is 

possible to provide information to traffic participants to be careful, and the police to react 

quickly and prevent unwanted consequences.  

Systems that are part of the Safe City concept provide the possibility of detecting traffic 

violations. Namely, the system enables the automatic detection of traffic violations such as 

running a red light or exceeding the speed limit, not wearing a seat belt, not letting 

pedestrians at a pedestrian crossing, driving on a yellow lane, entering a zone where it is not 

allowed, illegal parking, and detection of unregistered vehicles of participants in traffic. 

We have witnessed that today, while driving, you will find a large number of people driving a 

car and using a mobile phone. This concept allows the system to recognize the use of the 

phone and let the careless driver know that such behavior in traffic is not allowed, either 

through smart signaling or through traffic lights. 

In addition to the LPR algorithm, such systems, in countries where it is legally regulated, 

offer the possibility of using algorithms for detection and recognition of faces.  

The introduction of facial recognition technology into urban security brings new challenges 
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and opportunities for effective management of public spaces [6]. The Face Recognition (FR) 

algorithm is a technology used to recognize and identify faces in photos or videos. The facial 

recognition algorithm relies on a combination of computer vision, machine learning and 

image analysis to identify facial features and compare them to a database of faces. It works 

by first detecting a face in an image or video using Haar-cascade or deep learning method. 

After face detection, the algorithm extracts characteristic points, which can be represented as 

vectors or descriptors that describe the patterns present on the face. Once the facial features 

are extracted, the algorithm compares the detected features with facial features previously 

entered into a database. Matching is done either by comparing character feature vectors or 

using machine learning methods, such as neural networks. Finally, identification or 

verification of the detected person is carried out. Face recognition through neural networks 

enables sophisticated identification of individuals in urban environments [7]. There is a wide 

spectrum of use of this algorithm in increasing the security of the city. . A case study of City 

X demonstrates that the implementation of facial recognition systems contributes to the 

reduction of thefts and incidents in public spaces [8]. 

Placing cameras at the entrances to sports facilities, such as stadiums or sports halls, is a key 

step in improving security and controlling access to these locations. This not only enables the 

detection of persons who are banned from entering, but also provides the possibility of 

identifying persons who are marked as a potential threat. Cameras can also be installed in 

other public places such as airports, bus and train stations, shopping centers, where it is 

necessary to monitor the movement of a large number of people.  

These cameras are essential for identifying blacklists of terrorists or criminals. When these 

persons are identified at the entrance to a public facility, information about their presence is 

immediately sent to the competent authorities or security personnel. Placing these persons on 

black lists enables continuous monitoring of their activities and helps prevent re-entry into 

facilities where they would pose a risk to security and public order. In addition to security 

information, video surveillance can provide valuable information for analyzing mall 

operations and planning staffing, scheduling, and marketing activities. 

Photographs of faces that are more than 20 years old do not pose a challenge for this type of 

algorithm, since these algorithms demonstrate the ability to successfully identify a face, 

independent of the temporal age of the image. 

By connecting such systems with relevant records and databases, such as Records in the area 

of issuing personal documents, Records of persons and events related to sports events, 

Records in the area of border control, movement and residence of foreigners and asylum, 

Operational criminal records, Records of data on terrorism and organized crime, Records in 

the field of road traffic safety, [17]. as well as the creation of databases on missing persons 

and stolen vehicles, it is possible to obtain real-time information on persons involved in an 

incident, offense or being searched for. This kind of integrated approach can be crucial in the 

quick response of competent authorities and efficient management of security situations.  

Implementation of face recognition and ANPR systems requires strict regulations on data 

protection and misuse penalties to contribute to citizen trust in institutions [9]. 

In addition to these two algorithms, which are the most widely used and which represent the 

basis of the concept, there are other algorithms that influence the maintenance of discipline 

and increase the safety of participants both in traffic and at gatherings in public spaces. Such 

systems enable the detection of many deviations from normal behavior. Placing cameras in 
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city squares, in cultural centers, on promenades, halls, and museums provide the possibility 

of detecting unusual behavior. 

In this regard, there are several types of analytical tools used throughout video surveillance 

systems: 

1. Behavior analysis, i.e. analysis of events in the surveillance camera area:  

a. Intrusion detection - used to identify unauthorized entry or activity in a certain 

area that is in the surveillance camera zone. In other words, when a suspicious 

movement or entry is detected within a defined zone, the system can 

automatically generate an alert 

b. Detection of abandoned objects and objects removed to a marked zone - every 

time an object is left or removed from the marked zone of interest, the system 

will generate an alarm 

c. Crowd detection - by marking the zone of interest, it is possible to monitor and 

detect crowds. Defining the occupancy of a zone allows the system to generate 

an alarm and a warning when the occupancy of a zone increases; 

d. Detection of aimless movement is an extremely useful analytical tool that can 

be crucial in maintaining safety and preventing potential incidents. Tracking 

people without a specific target near important infrastructural and institutional 

facilities or business centers can reveal potential threats such as terrorist 

attacks, thefts or vandalism. In this way, persons who may pose a risk of 

unauthorized access or attempted burglary can also be detected. 

2. Video search ï it is used to search for video material in a certain zone or direction of 

movement according to the given criteria: by type of object, i.e. whether it is a person 

or a vehicle, by the color of the object, direction of movement, crossing a given line, 

3. Video synopsis ï it allows the automatic generation of a summary overview of the 

events that take place in the videos. It uses advanced video content analysis 

algorithms to identify key events, objects, or activities in video material, enabling 

easy viewing of large amounts of video material and identification of key information. 

Placing cameras at intersections and along roads provides the ability to monitor the flow of 

traffic in the city and potential congestion. Connecting the traffic light signaling system to the 

system is a step towards solving the problem of congestion in the city and improving traffic 

safety. In this way, it is possible to better manage traffic, reduce traffic incidents and improve 

the flow of vehicles and pedestrians. Traffic light signaling systems can be connected to 

sensors that detect traffic density. Based on the data obtained, traffic lights can be 

dynamically adjusted to optimize vehicle flow and reduce congestion. Pedestrian crossing 

priorities at intersections and pedestrian crossings can also be enabled, especially near 

schools and parks, and in this way, along with the previously mentioned traffic violation 

detection system, safety in the city can be significantly increased. In case of detection of a 

traffic accident, traffic lights can change the mode of operation and thus enable a faster 

response of emergency services and reduce the risk of additional incidents. Also, during 

special events in the city, such as sporting events or public gatherings, these systems can 

adjust signaling to better cope with increased traffic and pedestrian flows. 
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Cameras can be placed both on bridges and along the river course, in order to monitor the 

river course through a city and act preventively in case of an alarm situation. The cameras 

can be used to monitor vessel traffic, as well as other activities on water. This can help detect 

and monitor potential problems or incidents such as vessel collisions or irregular navigation, 

and crime prevention. In this way, information about river water levels and weather 

conditions along the coast can also be obtained, which is useful for managing flood risks, 

weather conditions that can affect the safety of people and property, as well as environmental 

protection. 

Covering illegal landfills with a video surveillance system enables detection of perpetrators, 

protection of the environment and reduction of the negative impacts of illegal waste disposal.  

Placing thermal cameras in strategic places such as squares, industrial zones, tall buildings, or 

forests, provides the possibility of quick fire detection. A thermal camera captures images 

using infrared radiation and quickly identifies thermal anomalies that cause a fire. Artificial 

intelligence can analyze and identify characteristic smoke patterns that indicate the start of a 

fire. Also, by integrating various sensors with artificial intelligence, it enables efficient and 

accurate fire detection. Artificial intelligence uses machine learning to recognize patterns that 

precede a fire, and based on the collected data, predictions and preventive actions are 

improved. The integration of thermal imaging cameras with control and response systems is 

crucial in effective fire prevention and protection of people and property in the city. Thermal 

cameras integrated into urban traffic management systems provide early detection of vehicle 

fires and overheating components, contributing to enhanced road safety and incident response 

[10]. 

 

The use of drones can be of great importance in the Safe City concept. The integration of 

drones into urban security frameworks offers unparalleled flexibility and mobility for 

monitoring large public events and crowded areas, enhancing overall safety [11]. Drones can 

provide an overview of the wider city area in unforeseen situations, such as traffic accidents, 

fires, etc., where they provide a wide angle of recording and the possibility of quick and 

efficient response. Drones can provide timely information about traffic jams, accidents, and 

general traffic conditions, which is a great help in effective traffic management. The 

utilization of drones equipped with ANPR technology enhances urban surveillance 

capabilities, allowing for real-time monitoring of traffic violations and suspicious activities 

[12]. What is more, they can be used to monitor public places such as parks, shopping 

centers, concerts, and sports events, where violations of public order and peace, theft, 

vandalism, or fights can be detected. Drones can be used to monitor exhaust gas emissions, 

conserve water, monitor and detect illegal waste disposal, identify environmental pollutants, 

and other environmental problems.  

Analysis of data collected through video surveillance is a key tool for gaining deeper insight 

into pedestrian and vehicle movement patterns in urban areas. This data provides city 

planners with a rich set of information about how people and vehicles move through urban 

space during different time periods and conditions. Through the analysis of the obtained data, 

planners can identify the points of traffic jams, find out where traffic violations or incidents 

often occur, or recognize deficiencies in the infrastructure, such as the lack of pedestrian 

crossings or poorly designed intersections. In addition, the analysis of pedestrian movements 

can help in planning new pedestrian routes or improving existing ones. The use of data 

collected by video surveillance allows planners to make decisions about urban planning, 
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infrastructure investments and improvements that will contribute to the safety, efficiency and 

sustainability of traffic in urban areas. 

 

      

 

 

Conclusion 

  

The Safe City project should be one of the main priorities, the foundation for building a 

sustainable and prosperous community. Creating a safe environment for citizens increases the 

quality of life and the feeling of security. The safe city has a positive impact on the economy 

and tourism. Studying the impact of facial recognition technology on the economic 

development of the city underscores the importance of investing in modern security 

technologies to attract investors and enhance the business environment [13]. When a city is 

perceived as a safe place to live in and do business, there is an increase in investments in that 

city, the creation of jobs, an increase in the number of tourists, and thus the economic growth 

of the city itself. It is necessary to increase the awareness among citizens that the 

establishment of such a concept aims to improve the quality of life. Strategic planning and 

long-term investments in urban security are key to building sustainable and resilient 

communities capable of addressing contemporary challenges [14]. It is also necessary to 

increase the awareness of the operators of such systems about data security and the integrity 

of security services. Enactment of laws on the way the system is run, conditions for their 

installation and use, severe punishment of abuse, all of this should contribute to the creation 

of citizens' trust in the institutions. For that to happen, the participation of every individual is 

needed in order to realize this concept in the right way.  
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TIME SERIES MODELS FOR WEATHER FORECASTING IN SMART 

CITIES  
 

Milos Todorov 34; Ninoslava Tihi35; Srdjan Popov36; Biljana Stamatovic37 

 

Abstract 
 

Weather catastrophes are highly destructive occurrences that impact numerous sectors, such 

as public health, agriculture, industry, and the environment. In order to prevent this 

catastrophic event, many prediction methodologies can be implemented in smart cities. The 

Seasonal ARIMA method is the most used approach for time series forecasting. This study 

aims to outline a technique for the preparation and evaluation of raw data, specifically 

focusing on its application to meteorological data sets. Applying a mathematical-informatics 

model for time series, using R and its library forecast for prediction, the following results 

were obtained. 

  

Keywords: Smart cities, mathematical-informatics model, time series, SARIMA, weather 

forecasting, R 

  

Introduction  

  

Extreme weather events have a disproportionate impact on urban areas. Global warming adds 

to greater temperatures, which leads to increased evaporation and drying of water supplies. 

To minimize adverse weather impacts and reduce water demand while also conserving and 

managing limited water resources, diligent monitoring and adequate water strategies are 

required [1]. Forecasting urban droughts is a strategy that municipalities and water 

management organizations can use to prepare for and take appropriate measures in a timely 

manner. 

One strategy used to predict urban extreme weather events is statistical forecasting, such as 

time series analysis. Historical meteorological data analysis can reveal trends and patterns 

that can then be utilized to predict urban drought factors. 
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Forecasting Weather in Smart Cities 

  

Smart cities are transforming how we work, live and engage with our surroundings. These 

contemporary cities use a range of technologies and data analytics to boost productivity, 

increase sustainability, and improve quality of life. The capacity of a smart city to forecast 

the weather precisely and instantly is one of its main features. Smart cities can provide 

accurate weather forecasts using satellites, sophisticated sensors, and machine learning 

algorithms. This makes it possible for residents and local authorities to plan and get ready for 

weather-related events more efficiently. 

The Internet of Things (IoT) is the fundamental idea behind smart cities' ability to predict the 

weather. Massive volumes of data about atmospheric conditions, temperature, humidity, and 

wind patterns are gathered by Internet of Things devices, including weather stations, sensors 

on buildings, and even smartphone applications. After that, the data is sent to a central hub 

for real-time processing and analysis. The gathered data is converted into precise weather 

forecasts with the aid of machine learning algorithms, offering vital information that helps 

people, organizations, and governmental bodies make educated decisions. 

The capacity to prepare for and react to extreme weather events in smart cities is the main 

benefit of accurate weather prediction. Climate change has made heatwaves, storms, and 

floods more frequent in today's world. Accurate weather forecasts allow local government 

agencies to plan, efficiently distribute emergency assistance, and even evacuate high-risk 

regions when needed. Furthermore, residents can use smartphone applications to obtain fast 

weather reports, which allows them to modify their schedules and take the required safety 

steps. 

Moreover, precise weather forecasting in smart cities has usages beyond disaster relief. 

Forecasts with a high degree of accuracy are very helpful for industries like transportation, 

tourism, and agriculture that are highly dependent on the weather. Farmers can predict crop 

yields, manage irrigation schedules, and shield their harvests from inclement weather. By 

creating more effective routes and schedules, transportation companies may cut down on 

delays and raise customer satisfaction. In the interim, travellers can plan for outdoor events 

and activities with knowledge, avoiding any potential hassles brought on by inclement 

weather. 

  

Metrics for Time Series 

  

Forecasting time series entails projecting future values based on past data, and it is an 

important concept in many industries, including finance, economics, and meteorology. A 

time series is a collection of observations or data points on a single variable over time.  Time 

series forecasting employs a variety of methods. These data-driven models have been shown 

to be extremely accurate in meteorological forecasting applications. [2]. 

When forecasting time series, it is essential to evaluate the data's properties, such as trends, 

seasonality, and any other aspects that may affect the model's accuracy. Model performance 

should be evaluated using statistical metrics such as Mean Absolute Error (MAE), Root Mean 

Squared Error (RMSE), or Mean Absolute Percentage Error (MAPE). 

  

ARIMA and SARIMA method  
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Arima forecasting, often referred to as autoregressive integrated moving average forecasting, 

is a widely used method for predicting the future values of a time series based on its historical 

values. This statistical approach employs advanced techniques such as autoregression (AR), 

moving average (MA) models, and differencing (I) to ensure the stability of the series. 

Arima forecasting is a proficient method for prognosticating future values in a time series 

through the analysis of historical data. The model incorporates autoregressive, moving 

average, and differencing components to accurately depict the dependencies and patterns of 

the series. 

Proficiency in Arima forecasting necessitates a comprehensive understanding of time series 

theory and statistical principles.  

The autoregressive component of the model pertains to the current value's reliance on 

preceding values, with the autoregression order (p) determining the number of previous 

values considered. The moving average component considers the influence of previous errors 

on the present value, where the moving average order (q) specifies the number of past errors 

to be taken into consideration. To get a series to be stationary, differencing (d) is used. This is 

done by subtracting the previous observation from the current one and getting rid of any trend 

or seasonal effects. 

The typical notation for the non-seasonal ARIMA model is ARIMA (p,d,q), and each 

parameter is identified based on the time series autocorrelation function (ACF) and partial 

autocorrelation function (PACF).  

The moving average component shows how the current observation is related to the error left 

over after using a moving average model on past values [3]. 

Sarima forecasting, often referred to as seasonal autoregressive integrated moving average, is 

a valuable statistical method for predicting time series data that exhibits seasonal trends. The 

system employs two widely recognized forecasting techniques, ARIMA and seasonal 

decomposition of time series (STL), to accurately capture both the long-term trend and 

seasonal patterns present in the data. To comprehend Sarima, one must possess a 

comprehensive understanding of time series analysis as well as mathematical concepts such 

as autocorrelation and differencing. 

The ARIMA model is adapted to forecast seasonal data. SARIMA includes three seasonal 

components, namely P, D, and Q, in addition to the three non-seasonal components 

mentioned earlier [4]. 

  

Research Methodology 

  

The R programming language was combined with RStudio (version 2021.09.0 Build 351), a 

R IDE, to serve as the software tool for this study. R is a prominent statistical programming 

language and environment that is widely used for statistical computing, data analysis, and 

visualisation. It contains many packages that are available through the R archive network 

CRAN (http://cran.r-project.org) [5]. 

The data for this study was gathered from a sensor station that is part of a network known as 

"Proactive Networks" and is situated in the municipality of Novi Sad Station. The data was 

collected between January 2014 and December 2018. The sensors can be categorized into six 

groups: soil moisture sensors (SM1, SM2, SM3, SM4, SM5, SM6), humidity sensor (AH1), 

wind speed sensor (WS1), wind direction sensor (WD1), air temperature sensor (AT1), 

precipitation sensor (PP1), and battery power state sensor (BT1). 
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Records are made by sensors every hour, resulting in a total of 288 records every day. Once 

captured, the data is transmitted to the online portal, where it is available for download in 

CSV format. Table 1 displays four attributes present in the data set. 

  

Table 1 ī Attribute description 

  

Upon retrieval from the web portal, the data undergoes conversion and is thereafter saved in a 

data frame. A data frame is a fundamental data structure utilized for storing and arranging 

tabular data in the R programming language. Upon storage, the data undergoes filtration to 

extract only pertinent parameters, such as air temperature, precipitation, and soil moisture, 

from the dataset. The air temperature and soil moisture time series are aggregated using the 

"mean" function to calculate the average values. The "sum" function is utilized to calculate 

the cumulative values for precipitation time series. Subsequently, the values are organized in 

ascending order based on months and years and subsequently transformed into time-series 

entities. Ultimately, the acquired dataset must be split into two subsets, with one subset being 

utilized for constructing a model and the other subset for model verification [6]. 

Data is utilized for constructing predictive models after undergoing partitioning. Application 

of the Seasonal ARIMA technique. This approach will exclusively be employed for 

temperature time series, serving as an illustrative example. The function "Arima()" is utilized 

to construct a model using the seasonal Arima approach. 

  

Results and Discussion 

  

Graphical presentation of the average temperatures is shown in Figure 1. Y-axis displays 

average values of temperatures from January 2014 to December 2019. Temperature values 

varies and oscillations are obvious based on season. The lowest temperature was in January 

2017.  

  

Attribute name  Description 

Time  Time and date of the measured   parameter value 

Device  Device identification number where the value is measured 

ID value  Sensor identification number 

Value  Measured value of a parameter 
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Figure 1 ī Graphical representation of average temperatures 

  

SARIMA method results 

  

Selecting optimal parameters for the model can be very challenging and often requires 

expertise. Therefore, forecast package and its function ñauto.arimaò, for automatically 

selecting the appropriate values for seasonal ARIMA parameters, was used to obtain the best 

model. This function automates the selection process by searching through a range of 

possible combinations of ordinary parameters p,d and q and seasonal parameters P, D and Q 

values and selects the model that minimizes a chosen information criterion, which measures 

the balance between model fit and complexity. This functions also simplifies the task of 

selecting the best SARIMA model for time series analysis and forecasting by automatically 

determining the optimal parameters based on statistical criteria. It also saves a lot of precious 

time because it can find a suitable ARIMA model without needing to manually test multiple 

combinations of parameters [7]. 

Applying a mathematical-informatics model for time series, using R and its package forecast 

for prediction, the following results were obtained. After applying auto.arima function from 

the forementioned package, it is found that the best selected model for predicting the air 

temperature is ARIMA (1,0,1)(1,1,0)[12]. The coefficients and values of AIC (Akaike  

Information Criteria), AICc (Akaike Information Criteria corrected) and BIC (Bayesian 

Information Criteria) information criteria are shown in Table 2. 

  

Table 2 ï Best selected SARIMA model and its coefficients and criteria values 

 

 

Model 

 

Coefficients 

 

Criteria  

 

AR1 

 

MA1 

 

SAR1 

 

AIC  

 

AICc  

 

BIC 

 

ARIMA 

(1,0,1)(1,1,0)[12] 

 

-0.6036 

 

0.9209 

 

-0.4079 

 

228.59 

 

229.52 

 

236.08 
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Forecast data obtained from the best fitted SARIMA model, along with historical and 

validation data is shown in Figure 2. The original historical data is shown by green line and 

validation data is shown by the blue line. The red line shows the forecasted values for twelve 

months ahead which seem quite accurate. There is a room for improvement of this model 

which can be performed in future work of this research.  

   
  

Figure 2 ī Forecast from ARIMA (1,0,1)(1,1,0)[12] 

  

Conclusion 

  

In conclusion, the resilience, sustainability, and general efficiency of urban environments are 

improved by the incorporation of weather prediction skills into smart cities. Smart cities can 

provide accurate and real-time weather forecasts by leveraging IoT devices, data analytics, 

and machine learning algorithms. This enables individuals, organizations, and government 

agencies to better plan for and respond to extreme weather disasters, as well as optimize 

various weather-dependent industries. As technology advances, the future of smart cities and 

weather prediction holds enormous promise for building safer and more habitable urban 

environments. 

The Arima method is the most used for forecasting time series. The goal of this research was 

to demonstrate the process for selecting the optimal forecasting model based on metrics such 

as RMSE, MAPE, and MAE. The methodology was illustrated using a meteorological data 

set with average temperature values. During the investigation, the best model obtained using 

function auto.arima was: ARIMA (1,0,1)(1,1,0)[12]. Further work would include using 

different time series methods and comparing them with ARIMA results. Another way to 

extend this research could be by collecting more data and observing how the models behave 

with a different number of observations included. 
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SAFETY IN SCHOOLS: THE SIMULATION OF EVACUATION AT 

THE ELEMENTARY SCHOOL CAR KONSTANTIN IN NIĠ 
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Abstract 
 

Evacuation generally presents a very complex and responsible task, no matter what kind of 

object or location is in a plan for the evacuation. Reasons for evacuation are mostly well 

known. These are earthquakes, fire, overflow, tsunamis, terrorist attacks, and others. A major 

significant factor for evacuation is a lot of humans, particularly immobile, hard-mobile 

persons and children. This fact can significantly make evacuation difficult, complicated and 

even hard possible or impossible. The simulation software application presents many benefits 

because of prediction, calculation of evacuation times and determining evacuation routes.  

In this paper, the evacuation time of each evacuation exit was calculated by the simulation 

software Pathfinder (version 2023). The results of this paper were done by an appropriate 

simulation model at the elementary school Car Konstantin from Niġ with all potential exit 

doors. Simulations predicted two scenarios with occupantsô speeds: 1m/s, 1.5 m/s, 2m/s, 2.5 

m/s, 3m/s and 3.5 m/s. The contribution of these results is applicable because the calculation 

of evacuation times for every combination of potential exits facilitates potential evacuation 

situations. 

Evacuation problems can be much better and effectively analyzed with the software. 

Particular benefits from the simulation software used are in the sense of safety, cheapness and 

prediction. 

  

Keywords: evacuation time, evacuation route, pupils and staff, simulation software, safety 
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The standard and well-known definition for evacuation is that evacuation presents the moving 

of people, animals, and material properties from an endangered place or object to a safe 

location in a fast and safe way. Reasons for evacuation can be different and well-known: 

earthquake, fire, terrorism threat or attack, tsunami, hurricane, etc. Evacuation almost always 

presents a complex problem because many factors can be hard to predict or evaluate. That is 

particularly relevant in scenarios where individuals who require evacuation cannot move, 

have limited mobility, or are children. Naturally, there are numerous settings where 

evacuation can be challenging or unique, with a significant number of individuals present. A 

prime example of such a location would be a school. 

Schools as objects with a lot of children are much demanded objects for evacuation. No 

matter how well the school was built, in an architectural sense, the evacuation of children is a 

task that always goes wrong. It can be challenging to anticipate how children can react in 

situations like fire, smoke, stress, and panic. Additionally, younger children in elementary 

school may not fully comprehend the gravity of their circumstances, leading to a higher 

likelihood of untimely reactions.  

On the contrary, their unpredictable reaction and behaviour could cause even more chaos and 

disorder, with intense consequences, even with a tragic epilogue. Unfortunately, one of the 

severe and striking examples was the murder of nine children and one adult by a thirteen-

year-old boy in elementary school Vladislav Ribnikar in Belgrade. This terrible accident 

confirmed all unnecessary needs for a fast and safe evacuation. 

So, related to all noted, it is crucial to predict as much as possible potential evacuation times, 

evacuation routes, and evacuation procedures to evacuate children-pupils from school to a 

safe location or safe place. One of the best ways of task execution with a sense of safety, low 

cost, and precision is simulation. This software has the potential to save many lives by 

facilitating proper evacuation and decreasing evacuation time. Additionally, it can predict the 

most efficient and safest evacuation protocols to ensure the quickest and safest exit from a 

location. Today, there are more software on the market related to evacuation.   

This paper aims to demonstrate the advantages of using the Pathfinder simulation software 

for predicting evacuation times and planning evacuations. The software enables the analysis 

of various evacuation scenarios, considering the speed of different occupants, such as 

students, professors, and school staff. In general, the contributions of the simulation software 

in evacuation are significant in many senses. The contributions of this paper present the best 

scenarios for evacuation with the fastest evacuation time without jams. These results are 

crucial in the evacuation planning and realisation [1-3]. 

  

Pathfinder Simulation Software 

 

In this paper, the simulation method was used and realised in the simulation software 

Pathfinder, version 2023.2. This version is significantly improved from earlier versions and 

has a lot of new possibilities in the sense of demands and analysis. Reasons for the usage of 

simulation software are numerous and justified. Safety and the ability to predict outcomes in 

various scenarios are the main reasons for the value of the simulation software. This software 

allows for the simulation of real-life conditions without any risk involved. Pathfinder is a 

powerful simulator that has very great potential. Additionally, simulation software 

significantly reduces the needed time to calculate evacuation plans or test real-life evacuation 

models involving humans. 
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Pathfinder enables detailed simulation of human movements through different objects such as 

stairs, elevators, and ramps using different speeds of occupants. This software can use two 

different simulation mods for their calculation. The first mode is the so-called SFPE mode, 

while the second is the steering mode. Besides many good characteristics and benefits, this 

software has the potential to ĂimportĂ files from some other computer program (Pyrosim, 

AutoCAD or some other). This property significantly accelerates the complete simulation 

process because some objects are very complicated to design and draw. During simulation, 

Pathfinder is presented as a reliable, precise and significant engineering tool for the 

prediction of evacuation times and evacuation scenarios [4-6]. 

  

Simulation Method 

 

The paper presents a simulation model created in Pathfinder software using actual dimensions 

of the building of Car Konstantin Elementary School in Niġ, Serbia.  

The reason for selecting this building for analysis and simulation is the tragic event that 

occurred at Vladislav Ribnikar Elementary School in Belgrade. Planning and predicting 

school evacuations is crucial to prevent tragic consequences. 

Elementary school Car Konstantin was founded in 1962, at a location as today, in 

Velikotrnavska Street, but with a different name: May twenty-first. The school had its name 

changed in 2003. Throughout its history, it had three more advanced departments in the Ĺele 

kula and Gabrovaļka settlements, with over 2900 pupils. The school was divided several 

times whenever a new school was founded. Over time, the school acquired a hall for physical 

education, rooms for extended stay, kitchen, and dining rooms. The number of pupils was 

pretty changeable over time, but now the school has 1070 pupils and 103 employees, with 

classes held in two shifts. 

In the architectural sense, the school has four entrances and exits where pupils and staff can 

enter/exit the school. There are two more exits, but they remain locked during normal school 

functioning and work. The basement has offices, a library, extended-stay rooms, a physical 

hall, toilets and classrooms. On the first floor are several classrooms, toilet rooms, and a large 

hall. 

The schoolyard is large and has different sports fields: football, basketball, and volleyball. 

However, it is significant to note that the approaches to the school for fire truck are 

inaccessible, with the only great approach being from the schoolyard that borders the student 

dormitory. The yard's gates are very narrow. Generally, Velikotrnavska Street is a very 

narrow street with great traffic jams and congestion. Exterior part of the school Car 

Konstantin is presented in Figures 1. 
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a) b) 

Figure 1: The exterior of the school Car Konstantin: front side with main exit (a) and the side 

from the physical hall (b)  

  

Interior part of the school Car Konstantin is presented in Figure 2. 

  

  
a) b) 

Figure 2: The interior of the school Car Konstantin: main hall (a) and the second floor near 

stairs (b) 

  

Simulation models of the school in Pathfinder, as 2D models with marked exits: above view 

(a) and 3D model-side view (b) are presented in Figure 3. Main elements: desks, chairs, 

cupboards and others were not presented because of better visibility (HIDE function). 
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a) b) 

Figure 3: 2D simulation model of the elementary school Car Konstantin in Pathfinder with 

marked exits (a) and 3D simulation model of the elementary school Car Konstantin in 

Pathfinder (b) 

  

The evacuation of occupants at the Elementary School "Car Konstantin" was done in two 

different scenarios. The first scenario purported randomly arranged occupants (pupils, 

professors and school staff) in the big break situation. The second scenario purported exactly 

arranged occupants (pupils in classrooms or halls for physical education, professors in 

cabinets or assembly halls, and school staff in their rooms). Classrooms capacities were 25 

and 20 pupils in the classroom. Evacuation started on alarm sound when occupants went to 

the nearest exit in both scenarios. The complete number of occupants was 638, which 

purported pupils from one shift and complete teaching and school staff - 535 pupils and 103 

professors and school staff. For both scenarios, there were four exits where occupants were 

leaving the school, marked with numbers and shown in Figure 3 (a). Every potential case for 

different exit combinations was analyzed and simulated for both scenarios (for example, the 

first, the second, and the third exit was open, but the fourth exit was closed). The total 

number of combinations for exits was 15 (42-1=15) because of inconsideration for all four 

exits closed for any scenarios. The speeds of occupants were 1 m/s, 1.5 m/s, 2 m/s, 2.5 m/s, 3 

m/s and 3.5 m/s. Thus, the entire number of realized simulations was 180 for both scenarios. 

  

Simulation Results 

 

For the simulation in this paper, the laptop with the following performances: Dell Latitude, 

with Intel® CoreÊ i7-1185G7 (4 Core, 12M cache, base 3.0GHz, up to 4.8GHz, vPro) 

processor and 16 GB of RAM, was used. Simulation software usually demands a powerful 

computer or laptop configuration for faster and more effective work. 
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a) b) 

Figure 4: 2D simulation model of the school in Pathfinder with: randomly arranged occupants 

(a) and precisely arranged occupants (b) 

  

Simulation models of schools with randomly and precisely arranged occupants are presented 

in Figure 4, (a) and (b), respectively.  

  

   
a) b) 

Figure 5: 2D simulation moments for the first scenario where all exits except the third exit 

was closed and speed of occupants was 3.5 m/s (a) and 1 for the second scenario where all 

exits except the fourth exit was closed and speed of occupants was 1.5 m/s (b) 
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a) b) 

Figure 6: 3D simulation moments for the first scenario where all exits except the first and the 

were closed and speed of occupants was 1.5 m/s (a) and for the second scenario where all 

exits was open and speed of occupants was 2.5 m/s (b) 

  

Because of the paper's limitations, only some 2D and 3D simulation moments are presented 

in Figures 5, 6 and 7.  

  

  
a) b) 

Figure 7: 2D simulation moments for the first scenario where all exits except the first exit 

was closed and speed of occupants was 2.5 m/s (a) and 1 for the second scenario where the 

second and the third exits were open while the first exit and the fourth exit were closed and 

speed of occupants was 1.5 m/s (b) 
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The complete number of realised simulations for the first scenario was 90. The first scenario 

is the evacuation of the school's purported random occupants (pupils, professors, and school 

staff). How four exits (marked with I, II, III and IV in Figure 3 (a) were available for 

evacuation, the maximal number of combinations was 15. 

  

  

Figure 8: Simulation results for the fastest case for the first scenario 

  

The complete simulation results for the fastest and the slowest case for both scenarios are 

presented in Figures 8 to 11. 

  

  

Figure 9: Simulation results for the slowest case for the first scenario 
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:

 
Figure 10: Simulation results for the fastest case of the second scenario 

  

  

Figure 11: Simulation results for the slowest case for the second scenario. 

  

Analysis and Discussion 

 

The occupant's speeds were with the following values: 1 m/s, 1.5 m/s, 2m/s, 2.5 m/s, 3m/s, 

and 3.5 m/s, so related to that fact, the maximal number of simulations was 90.  

The fastest case for the first scenario was for all four exits to be open, and the scenario for all 

speeds of occupants is presented in Figure 8. 
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The most necessary evacuation time for the occupant's speed of 3.5 m/s was 128.5 seconds, 

while the longest needed time was when the occupant's speed was 1m/s and time was 167.4 

seconds.  

The slowest scenario in the first case was when only the fourth exit was open, and the other 

exits (I, II, and III) were closed. Figure 9 presents this scenario for all occupant speeds. 

According to the simulated results, the shortest evacuation time was when the occupants 

moved at a speed of 3.5m/s, and it took 795.23 seconds to evacuate. On the other hand, the 

longest evacuation time was recorded when the occupants moved at a speed of 1m/s, and it 

took 841.3 seconds to evacuate. 

In Figure 10, the scenario where all four exits were open proved to be the swiftest in the 

second scenario across all occupant speeds. According to the simulation results, the shortest 

evacuation time occurred when occupants were moving at a speed of 3.5 m/s, taking only 

136.4 seconds. Conversely, the longest evacuation time occurred when occupants were 

moving at a speed of 1 m/s, taking a total of 176.89 seconds. 

In the first scenario, the slowest evacuation occurred when only the fourth exit was open 

while the other exits (I, II, and III) were closed. Figure 11 illustrates this scenario for all 

occupant speeds. Based on simulated results, the shortest evacuation time was achieved when 

occupants moved at a speed of 3.5 m/s, taking 817.45 seconds. On the other hand, the longest 

evacuation time occurred at a speed of 1 m/s, taking 865.11 seconds. Interestingly, the times 

required for evacuation were marginally shorter when occupants were randomly arranged 

compared to when they were precisely arranged. This finding held for every case in both 

scenarios.  

  

  
a) b) 

Figure 12: Simulation moment of crowd at the entrance/exit of hall for physical education (a) 

and at the stairs that leads to the second floor (b) 

  

It is significant to note that analysis showed that critical points can be the hall for physical 

education and the stairs that lead to the second floor. In the case when the number of pupils 

and professors in the hall for physical education exceeds 42, there will be crowd and 
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congestion for almost any speed of occupants. The reason for that is the proximity of the 

fourth exit.  

There is a moment when the entrance/exit of the physical education hall becomes crowded, as 

shown in Figure 12 (a). Stairs are often a bottleneck in most places, and our analysis showed 

that speeds greater than 3.9 m/s can cause congestion and blockages on the stairs due to their 

size and flow capacity; this crowding moment on the stairs leads to the second floor, as 

shown in Figure 12 (b). 

Of course, in the case of this school, a great advantage and help in the potential evacuation is 

an atrium in the front part of the school, which could provide additional needed time, space, 

and air. 

Related to Pathfinder software, all of the occupants had the same speed. It would be hard to 

realize because panic, stress presence, potential crowds, and jams would be too difficult to 

resolve. Stress and panic have an intensive influence on human behavior, especially children. 

Children are hard to organize even in a calm state, but with the presence of stress and panic, 

the end of evacuation very probably could be tragic. It is necessary to note that the hard 

mobile or immobile occupants (pupils, professors, and school staff) significantly complicate 

evacuation and make it more difficult for successful execution because of longer evacuation 

times and almost possibilities for collision, jams, and other complications. Of course, there 

are always evacuation causes of smoke, flame, water, and the like, which further complicate 

the evacuation and make it more difficult. The calculations and results achieved in this paper 

are in the order of similar papers and research [7-13]. 

 

Conclusion 

 

The safe and fast evacuation of occupants, especially children, is crucial in schools. 

Simulation software can help test and analyze evacuation cost-effectively and safely, 

determining optimal evacuation routes and predicting potential issues. This paper calculated 

evacuation times and analyzed adequate combinations of opened/closed doors/exits. Results 

realized in this paper showed the evacuation times for two different evacuation scenarios 

where the first exists with randomly arranged occupants and the second one with precisely 

arranged occupants. The simulation software in evacuation calculations and analyses presents 

an enormous advantage for safety and efficiency and should be standard practice in 

engineering. The future directions will focus on determining optimal evacuation scenarios 

and utilizing new resources. 
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USE OF MACHINE LEARNING FOR SMART AND CLEAN STEEL  
 

Jelena Ivanoviĺ42; Vaso Manojloviĺ43 

 

Abstract 
 

This study leverages machine learning in Electric Arc Furnaces steel waste recycling to 

enhance sustainable steel production, reduce the level of environmental pollution and 

resource consumption. It focuses on balancing material and energy efficiency, particularly 

managing degradation elements like Mn and Si. In addition, the approach mitigates recycling 

limitations by effectively reducing the accumulation of Cu and Sn in the end product, thus 

enhancing its overall quality. Analyzing and predicting the behavior of different parameters 

in different process conditions, it is possible to optimize the simultaneous use of materials 

and the removal of impurities. This approach also contributes to the reduction of the steel 

industry's carbon footprint, aligning with global decarbonization efforts and advancing 

sustainable manufacturing practices. As the steel industry continues to evolve under the 

influence of Industry 4.0 technologies, analytic methods of processing process data are 

becoming increasingly important in achieving environmental sustainability and economic 

efficiency. 

 

Keywords: EAF, carbon footprint, machine learning 

 

Introduction  
 

The global steel industry, an integral part of economic development and infrastructure, is 

currently dealing with significant environmental challenges. This industry is a major 

contributor to global carbon dioxide emissions, accounting for approximately 7-9% of total 

world emissions. This is additionally related to the significant energy consumption in the 

industry, which represents 20% of the total industrial energy consumption. The traditional 

linear economic models which are most often used in steel production get worse these 

problems, characterized by a take-do-dispose approach that leads to overuse of resources 

and significant environmental degradation. Such models, although historically effective in 

 
42 Jelena Ivanovic, 1989, MsC, PhD candidate, research assistant, Faculty of Technology and Metallurgy, 

University of Belgrade, Karnegijeva 4, Belgrade, +381600811711, jelena.ivanovic1989@icloud.com 

https://orcid.org/0009-0004-1061-1240  
43  Vaso Manojlovic, 1985, PhD, scientific assistant, Faculty of Technology and Metallurgy, University of 

Belgrade, Karnegijeva 4, Belgrade, +381643531622, v.manojlovic@tmf.bg.ac.rs  https://orcid.org/0000-0002-

3009-2909  

mailto:jelena.ivanovic1989@icloud.com
https://orcid.org/0009-0004-1061-1240
mailto:v.manojlovic@tmf.bg.ac.rs
https://orcid.org/0000-0002-3009-2909
https://orcid.org/0000-0002-3009-2909


 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

130 
ISBN: 978-86-6461-074-2 

meeting market demand, now face a number of sustainability issues, particularly in light of 

growing global environmental awareness and regulatory pressures [1]. 

In response to these challenges, the circular economy is emerging as a transformation 

model, moving away from traditional linear practices. It is based on the principles of 

resource efficiency, recycling and sustainability, with the aim of keeping resources in use as 

long as possible, extracting maximum value (while in use) and effectively recycling these 

products and materials at the end of their working life. Such a model has significant 

potential for the secondary steel industry, in which an average of 160 million tons of steel is 

produced annually in more than 500 locations in the European Union alone. This industry is 

facing increasing cost and quality problems due to the variety of materials and the 

decreasing quality of steel scrap [1]. 

In the concept of Industry 4.0, the Internet of Things (IoT) shall be used for the 

development of so-called smart products. Industry 4.0 technologies, including the Internet 

of Things (IoT), artificial intelligence (AI) and big data analytic, present revolutionary 

opportunities to apply circular economy principles to steel production. By using these 

advanced technologies, the industry can transition to more sustainable practices. These 

technologies enable more precise control and optimization of process parameters, solving 

the complexity of the steel making process that has traditionally relied heavily on operator 

experience. For example, in electric arc furnaces, machine learning techniques have shown 

good results in achieving material and energy efficiency. In this way, it optimizes the use of 

resources, which play a key role in reducing the carbon footprint of steel production, 

aligning with global decarbonization efforts, creating a path to a more sustainable, efficient 

and economically viable steel industry [1-3]. 

Methods 

For the calculation, real data were taken for melting in a furnace with a capacity of 60 tons 

of liquid steel with a transformer with a capacity of 60 MVA. The diameter of the metal 

bath (D) is 4100 mm, and the depth (H) is 920 mm. A typical D/H ratio is relatively small 

compared to conventional ratios of 4.8 to 6.2 and is associated with radiant heat, energy 

losses through water cooling, and effects on the intensity reaction between slag and steel. 

The electrodes are of the ultra high power type and are controlled automatically with a 

separate control system. 

The total energy input consists of electrical and chemical energy, with about half going to 

the melting of waste material, and 25-30% going to gases and dust (Figure 1). Chemical 

energy is obtained from natural gas, through the reaction of oxygen with carbon and other 

exothermic reactions. The gas inside the furnace chamber consists mainly of carbon 

monoxide and carbon dioxide. After leaving the chamber, the carbon monoxide changes to 

carbon dioxide, releasing a significant amount of heat. This heat can be used to preheat the 

input material or to treat waste dust that is rich in elements such as zinc and lead. 
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Figure 1. Energy and material flows in an electric arc furnace 

 

The input material for the electric arc furnace is a mixture of steel scraps of different 

qualities, bulk densities and surface/volume ratios. The shape and composition of the waste 

affects the heat transfer inside the furnace and thus the total consumption of electricity. 

Waste is batched in baskets by placing waste of relatively high bulk density (eg. cast scrap) 

on the bottom to accelerate heat transfer from the hot bath to the waste. Waste of relatively 

low bulk density (eg. tin) is placed on top of the basket, so that this waste comes directly 

into contact with the electric arc, absorbs the radiant energy and melts quickly. After 

melting the waste, the liquid steel is discharged and leaves about 5-10% of the liquid metal 

from the total capacity of the furnace due to the easier melting of new waste, thus reducing 

the total energy consumption. The charging baskets are from 10 to 30 tons, the charging 

time per basket is about five minutes. Two to three baskets are batched. The time from 

pouring to pouring is about 50 minutes. A typical strategy for a single smelter is as follows: 

charging the scrap to the furnace, where the liquid metal from the previous smelting is left, 

melting, second charging, melting, third charging, melting, refining, temperature adjustment 

and reduction and pouring. The waste melting strategy also affects energy consumption, and 

the losses are most often related to work interruptions, which can occur due to various 

factors such as the preparation of the spout, refractory materials, problems with batching. 

Coke and lime are added as additional materials in the furnace, which affect the 

composition and foaming of the slag. Sparkling slag has multiple contributions to the 

melting process in an electric arc furnace, such as: control of oxidation and reduction of 

iron, carbon, impurities, protection of refractory material from electric arc radiation and 

improvement of energy transfer from electric arc to steel. 

The data used for this example was collected over five years (from 2015 to 2020), with 

approximately 14,800 melts (inputs), with 42 process parameters monitored. Data quality is 

one of the basic criteria for improving the performance of machine learning models. The 

algorithm for quality improvement and data management is given in Figure 2. 
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Figure 2. Algorithm for improving data quality and machine learning model performance 

 

After the initially obtained performance of the model, according to the algorithm in Figure 

2, the iteration procedure is repeated for further improvement: new limits are set or 

parameters that entered the model are discarded. If it turns out that better performance of the 

model is obtained, the examined parameter is saved with the set limits and moved to the 

next one. At the end of the iterations, 24 influential process parameters were selected for 

training the machine learning model, the training set contains 10521 and the test set 1169 

inputs (melting). 

The goal of the model is to predict the consumption of electricity per ton of steel produced, 

the consumption of manganese and silicon, the distribution of certain elements and 

impurities in steel (such as copper and tin) depending on the change of the selected process 

parameters. It is also possible to select other model prediction targets, such as arc furnace 

operating time or steel utilization (the percentage ratio of the mass of steel obtained to the 

metal batch). Since the objective depends on many interrelated parameters, PDP and SHAP 

have been used to visualize and find quantitative relationships between process parameters 

and model objectives [4]. 
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Results and discussion 

Solving the optimization problem of the melting process in an electric arc furnace can 

generally be divided into simulation and optimization using physical-chemical models and 

using statistical models. Physical-chemical models rely on phenomena that are described by 

physical laws and chemical reactions that are well studied and clearly defined. However, the 

disadvantage of these models is the influence of various factors that occur in real conditions, 

so it is necessary to set numerous limitations, simplifications and assumptions. On the other 

hand, statistical models use data from real conditions, which makes it possible to avoid 

assumptions and simplifications in the extremely complex and dynamic conditions that 

occur when melting waste in electric arc furnaces. The main advantage of statistical models 

is the comprehensive analysis of all process parameters. The main drawback is the quality 

of the data used for these models. The quality of the data depends primarily on the accuracy 

and number of sensors used to measure the process parameter. In addition, in the literature 

statistical methods are said to be superficial and vague, because they do not take into 

account physical-chemical processes, so they are compared to a black box. However, for an 

engineer who knows the process well, by obtaining the correlation between individual 

parameters of the process using statistical methods, a deeper analysis can be obtained and 

the influence of individual parameters can be quantified. 

The data management process begins with the analysis and visualization of raw data. In this 

way, they are identified, and by setting limits for each parameter, irregularities and 

deviations in the raw data are removed (Figure 1). Electricity consumption ranged from 320 

to 550 kWh/t of produced steel. The RF and XGBoost methods were shown to have the best 

metrics on the training set when predicting electricity consumption. However, when the 

models are checked on the test set, SVM shows the best performance (Table 1). 

Example of data display and parameter correlation after cleaning and setting limits on the 

raw data is given in Figure 3. 

Table 1 Comparison of the results of different machine learning methods 

 

ʄʦdel ʄʝtrics  

ʊrening MAE R2 RMSE MAX  MAPE 

SVM ï rbf  6,17 0,904 8,37 61,0 0,0150 

RF 2,51 0,984 3,39 33,5 0,0061 

XGBoost 1,89 0,991 2,55 13,8 0,0046 

ANN 5,73 0,921 7,60 56,3 0,0152 

ʊʝst MAE R2 RMSE MAX  MAPE 

SVM ï rbf  6,37 0,901 8,36 48,2 0,0155 

RF 6,83 0,888 8,94 39,3 0,0165 

XGBoost 6,63 0,894 8,64 42,0 0,0161 

ANN 6,62 0,897 8,60 46,4 0,0160 
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Figure 3. Example of data display and parameter correlation after cleaning and setting 

limits on the raw data 

The integration of predictive machine learning methods in electric arc furnaces is an 

example of the transition from traditional steel making methods to intelligent, data-driven 

operations. By enabling real-time adjustment of process parameters based on predictive 

analytic, these models significantly increase energy efficiency. For example, the rational 

use of input materials and fine-tuning of operational parameters, based on predictive 

models, not only reduces energy consumption but also maintains the quality of produced 

steel. Such precision in the management of electricity consumption directly contributes to 

reducing the environmental footprint of the steel industry, aligning with the principles of 

the circular economy of minimizing waste and environmental impact. 
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In the steel making process, especially in electric arc furnaces (EAF), managing material 

degradation is as important as saving electricity. The transfer of elements, such as 

manganese, to the slag during the steel production process is an example of the degradation 

of an important and valuable raw material (ferromanganese is used for alloying and 

deoxidation of steel). Insights from the machine learning analysis, in Figure 4, show that 

the use of coke, ferro-silicon-manganese (FeSiMn), as well as elements of iron (Fe) and 

silicon (Si) has a significant effect on the transition of Mn in the slag, as well as as 

expected. On the other hand, the influence of zirconium (Zr), whose contribution to the 

transition of manganese is less studied in the literature, is also significant. These results 

indicate the complex interaction of various parameters in the steel making process, 

improving our understanding of such complex processes. 

The presence and behavior of valuable elements such as Mn and Si are crucial to 

maintaining the quality and integrity of the final steel product. In contrast, the increasing 

presence of impurities such as copper (Cu) and tin (Sn) in the recycling chain presents a 

significant challenge to the circular economy model in steel production. These elements, 

when present in higher concentrations, can degrade the mechanical properties of steel, 

thereby reducing its quality and utility value. This trend of accumulation of impurities 

during successive recycling cycles threatens the sustainability and efficiency achieved by 

the circular economy. 

Solving these challenges requires a deeper approach that goes beyond the scope of this 

work, with the aim of balancing between retaining valuable elements in steel (Mn, Si) with 

the simultaneous removal of harmful impurities (Cu, Sn). 

 

Figure 4. Process parameters in the electric arc furnace that affect the transition of 

manganese to slag 
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Conclusion 

The concept of a smart city must take into account the industries located in or near the 

cities, that is why the concept of smart metallurgy is very important.  

The application of machine learning in the optimization of electric arc furnace processes, 

especially within the principles of Industry 4.0, represents a significant advance in 

sustainable steel production. From the results presented in this paper, the complex 

relationship between the parameters of the steel production process and their influence on 

the consumption of electricity and on the transition of elements such as manganese and 

silicon to slag has been demonstrated. By analyzing and predicting the behavior of 

different parameters in different process conditions, it is possible to optimize the 

simultaneous use of materials and the removal of impurities. 

This approach is in line with the objectives of the circular economy, but also ensures the 

production of quality steel, thus maintaining the value of the material in the production 

cycle. As the steel industry continues to evolve under the influence of Industry 4.0 

technologies, analytic methods of processing process data are becoming increasingly 

important in achieving environmental sustainability and economic efficiency. Technologies 

of the Industry 4.0 create fundamentally new infrastructure of the "smart city". 
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POSSIBILITIES OF APPLYING IOT IN THE MUNICIPALITY OF 

GRAĻANICA 
 

Nebojsa Deniĺ44, Kostadinka Stojanoviĺ45, Jelena Stojanoviĺ46 

 

Abstract 

 
The purpose of the research of this work is to investigate the possibilities of applying modern 

technologies in solving current problems in rapidly growing environments such as the 

municipality of Graļanica. Based on a studious analysis of the relevant literature, the 

concrete contribution to the understanding of the role and importance of IoT will be 

investigated and thus increase its use for the needs of so-called smart cities, i.e. 

municipalities, and at the same time answer the question of whether we can define IoT as one 

of the key elements of smart cities, municipalities or cities that use digital and information-

communication technologies (hereinafter ICT) for more efficient operation of traditional 

networks, services and systems for the benefit of residents and the economy are called smart 

cities or communities. Smart cities and municipalities are a growing paradigm that has 

emerged from the convergence of many technologies such as the Internet of Things, big data 

and real-time systems. The purpose of smart cities and municipalities is to better coordinate 

resources and processes for quick response and efficient work. One of the most important 

priorities of the neighbouring countries is the digital transformation of public administration 

and society in general. It is about combining the innovative use of digital technologies, 

activities and processes. The digital transformation of municipalities and cities is the most 

pervasive step and includes broad changes, the result of which is the use of new business 

models through the implementation of smart services with the aim of creating and achieving 

greater added value. The result of the digital transformation of cities and communities are 

smart cities and municipalities. Many areas in a city or municipality can become "smarter" 

with the help of IoT, that is, they offer opportunities for automatic real-time monitoring to 

obtain data and turn it into meaningful and useful information. Research results indicate that 

this could significantly improve the effective control and management of vital functions in 

cities, for example property, education, traffic and smart parking management, water 

management, public health, environmental monitoring, energy efficiency, waste management 
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and utility services in order to make more efficient use of resources. and improving the lives 

of citizens of the municipal administration of Graļanica. 

 

Keywords: IoT, smart cities, digitization 

 
THEORETICAL BACKGROUND 

 

The position of the municipality is determined by the constitution or legislation of each country. The role and 

position of the municipality therefore depends on the normative regulation in a particular country. This 

determines the relationship that local self-government has with the state and vice versa. A clear demarcation of 

tasks between the state and municipalities is particularly important here. The autonomy of the local self-

government, that is, the municipality, is manifested in the independent regulation and resolution of certain local 

issues of public importance. The amount of data produced globally is increasing rapidly: it was 33 zettabytes in 

2018 and is expected to grow to 175 zettabytes by 2025 (European Commission, 2018). Each new wave of EU 

data brings significant opportunities for it to become a world leader in this field. The way data is stored and 

processed is expected to change significantly in the near future. In 2018, 80% of data processing and analysis 

takes place in data centers and centralized computing facilities, and 20% in smartly connected objects such as 

cars, home appliances or manufacturing robots and in computing facilities close to the user ("edge computing" 

).In the future, the relationship is likely to be reversed. In addition to economic and sustainable benefits, this 

development also brings additional opportunities for companies and the public sector to develop tools that 

would give data producers more control over their data (European Commission, 2018). 

Figure 1 shows the main components of digital transformation in smart cities and municipalities. 

 

Figure 1: Components of digital transformation in smart cities and municipalities 

 

Source: Anthony Jnr (2021). 

 

2.1 Municipality of Gracanica  

 

The municipality of Graļanica is rich in ancient and medieval treasures and natural beauties. A modern 

environment with a developed economy and infrastructure. 

The multi-ethnic population of this municipality, made up of Serbs, Albanians, Roma, Ashkali and Egyptians, 

reaches the number of 25,000 inhabitants, of which 35-40% are youth who contribute to the improvement and 

development of their local self-government in the direction of digitalization, transforming their municipality into 

a smart municipality . 

 

The result of the digital transformation of cities and municipalities is smart cities and municipalities (CB 

Insights, 2021). The digital transformation of cities and municipalities has gone through several phases over 

time (Figure 2): 
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digitization digitization digital transformation 

 digitization, which is defined as the process of converting analog contents or tasks into digital ones. 

Digitization is generally the process of converting information from analog to digital form. In other words, 

digitalization takes an analog process and turns it into a digital form without any other changes in the process 

itself (Gartner, 2021); 

 digitization implies the use of digital technologies to change the business model and income and new 

opportunities to increase value. According to Gartner, the process of transitioning to digital business. In the 

digitization of municipalities, the emphasis is on optimizing existing processes in the municipality with the aim 

of developing smart city services. Changes affect urban processes such as transport, health, education, 

governance, energy, waste management, etc. (Anthony Jnr (2021)., 2021). Digitization enables better 

coordination between smart services and creates additional security for residents by improving their services. 

Digitization is not only focused on costs, but also on the development of services that improve the user 

experience of residents; 

 the digital transformation of municipalities and cities is the most pervasive step and includes broad changes, 

the result of which is the use of new business models through the implementation of smart services with the aim 

of creating and achieving value. Digital transformation affects the entire city (residents and other stakeholders) 

and goes beyond digitization that changes processes and tasks. The entire business logic of a city or 

municipality changes by reorganizing the value creation process (Anthony Jnr (2021)., 2021). 

 

Figure 2: Stages of digital transformation in smart cities and municipalities 

 

 

Source: Anthony Jnr (2021). 

An example of digital transformation is participatory budgeting, which is an almost completely digitally 

transformed concept of municipal budget implementation. Citizens submit budget proposals through a digital 

platform, vote for them and monitor their implementation through an online or mobile application. 

Based on the set goals and measures, the goal is to ensure greater transparency and efficiency in the 

management of the municipality's budget funds. At the same time, the introduction of a unique information 

solution would significantly contribute to greater transparency of the municipality. The implementation is part 

of the municipality's long-term digitization strategy, which will facilitate the municipality's adaptation to market 

fluctuations, globalization processes, social changes, technological progress and similar processes. By 

implementing the solution, the municipality will ensure the creation of a solid and stable institutional 

environment for successful social development, which will reduce lagging behind the private sector based on the 

use of innovative digital tools, approaches, principles and technologies. 

 

2.2 From e-administration to digital administration  

 

According to the digital government maturity model, establishing an e-government model is only the first step 

towards public administration becoming a mature organization for digital services. The first thing to understand 

is that while e-government is measured by the number of services available to citizens, digital government will 

be measured by reducing the number of services in favor of a comprehensive experience (Di Maio, 2016). 

 

Another point is that digital government is not an end goal, but a means to achieve affordable and sustainable 

government services. It's a situation that Di Maio, executive vice president of Gartner, described as smart 

government (governance). Gartner's Digital Government Maturity Model describes five key stages on the road 

to smart government (Di Maio, 2016): 

 

 Today there are many offices on the first level and this corresponds to a more traditional model of e-

government. Here, the main focus is on the digitization of existing services, such as vehicle registration and 

taxation or applications for state benefits. Success is measured in terms of increasing the number of online 

services to increase efficiency and save costs. To move forward, CIOs need to move from simply digitizing 

services to collecting and using data generated during service delivery. 
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 Open data. Many government organizations have open data programs in place and have established an open 

data platform that is heavily focused on the use of open public government data by citizens and businesses 

through the development of mobile applications and dashboards. To move forward with digital transformation, 

CIOs should transform their agencies from mere suppliers of data to consumers of open data coming from other 

government and non-governmental organizations. In addition, they should plan how to expand the open data 

initiative beyond public data. 

 Focus on data. This level represents a real turning point in the transformation of digital government. Data 

becomes a key focus. Treating all data as open (which does not necessarily mean that it is public, but accessible 

through a single interface) opens up countless opportunities for innovation. New ways of aggregating and 

analyzing data within and across agency boundaries will lead to new services and new service delivery models, 

likely to involve non-governmental entities as intermediaries. 

 Completely digital. At this level, the organization has fully recognized the importance of a data-centric 

approach to transformation and regularly seeks opportunities for innovation based on open data principles. Data 

is more often used outside of the office, leading to easier interactions based on understanding the context and 

situation of the participants. Privacy will remain a primary concern and will determine the extent to which data 

can be used to transform the service. New value-added services are created using data. This could include tax 

advice from agencies that have real-time insight into a taxpayer's situation or childcare services based on 

contextual information about applicants' foster families. Traditional and new services will be available through 

various channels, including non-governmental ones, and data will be shared not only between agencies, but also 

with external partners such as banks, employers, merchants, where possible and in full compliance with privacy 

laws. 

 Digital transformation is now the norm, and the innovation process is predictable and repeatable. The CIO is 

taking on a larger and renewed role as an information and data steward, charged with prioritizing and managing 

the portfolio of transformational opportunities presented. Challenges will remain, however, including 

maintaining a sustainable digital transformation and preparing for the arrival of smart machines in key business 

processes. 

 

2.3 Smart municipalities 

 

The world population is constantly increasing and by 2050 there will be 9.7 billion people on Earth (United 

Nations, 2019). Resource consumption per capita is expected to grow further due to the shift from the lower 

class to the middle class. There are many challenges in all areas. One of the solutions to the upcoming 

challenges is a smart community (Figure 6), such as a municipality or city, which is capable of coordinating 

resources and processes for quick response and efficient operation (IBM, 2009). 

 

The Digital Slovenia 2030 strategy states that smart communities become the starting point for the digital 

transformation of the entire society. A smart community is able to effectively manage resources to meet social, 

economic and environmental needs for well-being 

 

Citizens. Dealing with these areas ensures the sustainable viability of municipalities. People are at the center of 

digital transformation. Digitization of cities and communities leads through a demanding transformation, which 

includes social, economic, urban, mobile, educational, technological and cultural changes (Government of RS, 

2023a). 

 

Smart cities and municipalities are defined by three elements that enable sustainable development (IBM, 2009): 

 

 data analytics for better decisions, 

 the ability to anticipate problems, proactively solve them and minimize the consequences, 

 coordinating resources and processes for quick response and efficient work. 
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 Figure 6: Smart communities strategy 

Izvor IBM Vision of smarter cities (2009). 

Smart cities and municipalities must be able to effectively manage resources to meet social, economic and 

environmental needs for the benefit of citizens, which is far from an easy task, as municipalities are often 

organized in separate areas and rarely managed as integrated entities, usually however , decision makers also do 

not have insight into what is happening in the municipality in real time, nor quality aggregated data on the basis 

of which they could make decisions. 

 

LITERATURE 

[1] Anthony Jnr, B. (2021). Managing digital transformation of smart cities through 

enterprise architectureïa review and research agenda. Enterprise Information Systems, 

15(3), 299-331. 

[2] Di Maio, A., (2016). Gartner. Five stages define a CIOs journey from e-government to 

digital government. Pristup 12.01.2024 godine na  

https://www.gartner.com/smarterwithgartner/ when-less-becomes-more-the-journey- to-

digital-government 

[3] European Commission. (2018). European data strategy. Accessed on 12.01.2024 at 

https://ec.europa.eu/digital-single-market/en/european-strategy-data?etrans=sl 

[4] Gartner. (2021). Digitization. Accessed on 12.01.2024 at https://www.gartner.com/en/ 

information-technology/glossary/digitization 

[5] IBM. (2009). A vision of smarter cities. New York: IBM Global Business Services. 

 

 
  

http://www.gartner.com/smarterwithgartner/
http://www.gartner.com/smarterwithgartner/
https://www.gartner.com/en/


 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

142 
ISBN: 978-86-6461-074-2 

UDK: 351.814:629.7.014.9 
711.45:004.7 
621.39:004.7 
COBISS.SR-ID 148858377 
DOI: 10.5281/zenodo.12614753 
Professional paper 

 
 

THE ROLE OF DRONES AND INTELLIGENT REFLECTIVE 

SURFACES IN BROADBAND TRANSMISSION OVER 5G AND B5G 

MOBILE NETWORKS IN SMART CITIES  

 
Filip RaĽenoviĺ47; Branislav RaĽenoviĺ 48 

 

Abstract 

 
This paper presents innovative technologies that should enable broadband data transmission 

necessary for the implementation of new services and functions in smart cities. The 

technologies that we expect to be applied in 5G and B5G (6G) mobile networks have been 

analysed in particular. Given that these networks imply a significantly higher density of base 

stations, it is expected that drones will be largely used for their implementation as aerial base 

stations (ABS). Drones can be used as carriers of appropriate antenna systems, which by their 

nature are complex active devices and have significant energy consumption. Another variant 

is to install the so-called intelligent reflective surfaces (IRS), by their nature passive devices 

and therefore more energy efficient. The principles of functioning, advantages and 

disadvantages of the IRSs are presented in more details. 
  

Keywords: smart city, drones, Internet of Drones (IoD), B5G, 6G, intelligent reflecting 

surface (IRS)  

 

Introduction  
 

Smart cities are an urban development concept that focuses on the integration of information 

and communication technologies (ICT) in order to improve the efficiency, sustainability and 

quality of life of citizens [1]. These cities use ICT infrastructure and sensors to collect data 

from various sources, such as public transport, energy networks, weather conditions and 

waste management. Smart cities use this data to better manage city resources and services. 

For example, they can be used to optimize traffic, reduce energy consumption, improve 
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public safety and provide better services to citizens. They can also be applied to improve air 

quality, water management, smart parking and more [2]. 

 

Smart cities also promote citizen involvement and interaction between citizens and city 

administration. This is achieved through digital platforms and applications that allow citizens 

to provide feedback, report problems and participate in decision-making processes. This 

concept aims to create more sustainable, efficient and innovative cities that can improve the 

quality of life of its citizens. Smart cities have several advantages over traditional cities. 

Some of key benefits are: 

¶ Resource efficiency: Smart cities use information and communication technologies 

(ICT) to manage resources more efficiently. For example, they can use sensors to 

monitor energy and water consumption, optimize traffic flows to reduce congestion 

and fuel consumption, or manage lighting and waste more efficiently. This leads to a 

reduction in the consumption of resources and costs, as well as a reduction in the 

negative impact on the environment. 

¶ Improved traffic efficiency: Smart cities use technology to improve traffic flows and 

reduce congestion. For example, they can use sensors and traffic data to provide 

information to drivers about optimal routes, available parking spaces or available 

transportation. This leads to reduced travel times, less congestion and less emissions. 

¶ Better public safety: Smart cities use technology to improve public safety systems. 

¶ For example, they may use video surveillance, sound sensors or data analysis to 

identify potential threats or irregularities. This helps to respond more quickly to 

incidents, reduce crime and increase the sense of security among citizens. 

¶ Better services to citizens: Smart cities use digital platforms and applications to 

improve communication and provide better services to citizens. For example, citizens 

can use mobile applications to report problems in the city, access information about 

city events, or use electronic services to pay bills or obtain permits. This makes it 

easier for citizens to interact with city administrations, get faster answers and 

participate in decision-making processes. 

 

Information and Communication Technology (ICT) forms the basis of a smart city. It 

includes physical infrastructure such as high-speed Internet connection, data centers, 

communication networks and sensors that collect data from various sources in the city. Smart 

cities rely on data collection through sensors, devices and systems deployed throughout the 

urban environment. This data is processed, analyzed and transformed into useful information, 

enabling evidence-based decision-making and efficient resource management. The broadband 

data transmission is necessary for the implementation of these new services. It is expected 

that 5G and B5G (6G) will be widely used for this purpose. 

 

New Technologies for Smart Cities 
 

Different technologies are often used in smart cities to improve efficiency, sustainability and 

quality of life for citizens. Some of the key technologies expected to be the basis for the 

development of smart cities are [1]: 

¶ Internet of Things (IoT): IoT is a technology that enables the connection and 

exchange of data between physical devices and systems via the Internet. In smart 
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cities, sensors and devices are used to collect data on traffic, air quality, waste 

management, energy efficiency and other aspects of city life. 

¶ Networks and communications: Advanced communication networks, such as high-

speed broadband networks (such as 5G, B5G) and wireless networks, enable the 

connection of various devices and systems in a smart city. These networks enable fast 

and reliable data exchange between sensors, devices, infrastructure and central control 

systems. 

¶ Artificial Intelligence (Artificial Intelligence - AI): Artificial intelligence is used to 

analyze large amounts of data collected in a smart city. AI algorithms are applied to 

predict traffic jams, optimize public transport routes, manage the energy grid, monitor 

security and process data for more efficient decision-making. 

¶ Big data and analytics: Large amounts of data (big data) collected from various 

sources are analyzed in order to obtain useful information about city processes. Data 

analytics help identify patterns, uncover trends, predict citizen needs, and optimize 

city resources and services. 

¶ Smart Energy Grid: The Smart Grid uses technologies and communication systems to 

enable efficient management of electricity production, distribution and consumption. 

This technology enables better monitoring and management of energy consumption, 

integration of renewable energy sources and reduction of network losses. 

 

The Role of Drones in Smart City Infrastructure Integration  
 

Drones (unmanned aerial vehicles) will have a special role in smart cities, and in particular 

the Internet of Drones (IoD) technology additionally contributes to their integration and 

connection within smart city infrastructures [3]. Some of the ways drones and IoD are 

contributing to connectivity in smart cities are: 

¶ Inspection and monitoring of infrastructure: Drones are used to inspect and monitor 

infrastructure in the city, such as bridges, buildings, roads, power grids and water 

pipes. Drones can quickly and efficiently collect visual data and high-resolution 

footage, enabling the rapid identification of damage, faults or problems that require 

intervention. 

¶ Traffic and Transportation: Drones can be used to monitor traffic in real time, identify 

congestion and road irregularities.  

¶ Security and surveillance: Drones can be used to monitor and secure public spaces, 

parks, stadiums and other city facilities. The ability to fly drones makes it possible to 

cover large areas and quickly identify potential security threats. 

¶ Air quality and environmental monitoring: Drones can be equipped with sensors to 

measure air quality, noise, temperature and other environmental factors.  

¶ Emergencies and Response: Drones can quickly arrive at the scene of an accident or 

emergency and provide real-time information about the situation.  

¶ Monitoring of city works: Drones are used to monitor and document city works, such 

as the construction, renovation and maintenance of roads, buildings and parks.  

 

IoD technology contributes to connecting drones in smart cities by enabling their integration 

into existing networks and systems. This includes exchanging data between drones, central 
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control systems and other smart devices in the city. IoD enables the coordination and 

management of drone flight, data analysis and automation of certain tasks, which contributes 

to the efficiency and reliability of drones in the context of smart cities. The combination of 

flying height, precise positioning, drone network, dynamic adjustment and emergency 

network setup allows drones to provide better network coverage in dense urban areas. This 

technology can improve signal quality, reduce interruptions, increase network capacity and 

enable reliable connectivity in urban areas where traditional base stations may be limited by 

obstacles. 

 

IoD technology can also be used to support 5G and B5G data transmission in smart cities by 

expanding network coverage and capacity, rapid network setup in emergency situations, 

forming a network for connecting drones, improving network management and network 

maintenance [4]. This integration of drones into the network infrastructure of smart cities can 

contribute to the faster spread and improvement of wireless communications in urban 

environments. 

 

Broadband Transmission Over 5G and B5G Networks 
 

Broadband transmission, 5G (fifth generation mobile network) and B5G (Beyond 5G) are of 

great importance for future smart city services for several reasons. Broadband transmission, 

5G and B5G technologies enable extremely high data transfer rates [5]. It is vital for smart 

cities as it supports the transfer of large amounts of data in real time. Fast transmission speeds 

enable advanced services such as high-quality video streaming, virtual and augmented reality, 

smart cameras and IoT (Internet of Things) devices that require high bandwidth. 5G and B5G 

technologies are characterized by extremely low latency, which is the time from sending a 

request to receiving a response. This is crucial for smart cities as it supports applications with 

high demands for real-time responsiveness. For example, autonomous vehicles, smart traffic 

management, emergency systems and industrial IoT require minimum latency to ensure fast 

and reliable communication. 5G and B5G networks can support a huge number of connected 

devices. This is crucial for smart cities as IoT devices are expected to be ubiquitous, 

connecting all aspects of the city, from infrastructure, traffic and energy to public safety and 

waste management. Greater device connectivity enables data exchange and communication 

between different systems, leading to more efficient and intelligent city management. 

 

Smart cities generate large amounts of data from various sources, including sensors, cameras, 

smart devices and other IoT devices. 5G and B5G technologies enable fast and reliable 

processing of that data in real time. It enables cities to apply advanced data analytics to 

optimize traffic, energy efficiency, waste management, public safety and other aspects of city 

life. 5G and B5G technologies enable the development of new advanced technologies and 

services that will shape the smart cities of the future. These include autonomous vehicles, 

smart grids, smart infrastructure, smart homes, virtual and augmented reality, robotics and 

other innovative technologies. These technologies will improve efficiency, sustainability, 

comfort and quality of life in smart cities.  

 

In Table 1. the evolution of mobile wireless communications is shown using the most 

important technological characteristics from 1G to the recently proposed 6G networks. 
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Table 1: Evolution of mobile communications 

 

Some additional benefits of 5G and B5G technologies, such as higher energy efficiency, 

better scalability, multiple connectivity, better network management, and greater security and 

privacy, contribute to the development of intelligent and sustainable cities. These 

technologies enable cities to provide advanced services, optimize resources and improve the 

quality of life of their citizens. In short, broadband, 5G and B5G technologies are key to the 

development of smart cities. They enable high data transfer speeds, low latency, greater 

connectivity of devices, mass data analytics in real time and support the development of 

advanced technologies and services. These technologies will improve the efficiency, 

sustainability and quality of life in the smart cities of the future. 

 

Intelligent Reflective Surfaces for B5G Networks 
 

One of the most important new technologies foreseen for smart cities are the so-called 

Intelligent reflective surfaces ï IRS [6]. Intelligent reflective surfaces have a potential role in 

B5G networks, as a technology that can improve network coverage, capacity and efficiency. 

These surfaces are also called reflective metasurfaces or intelligent surfaces.  

 

The physical principles underlying intelligent reflective surfaces include wave propagation, 

reflection, and interference. Wireless communication relies on the transmission of 

electromagnetic waves. These waves propagate through air or other media and carry 
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information. In the case of 6G networks, these waves typically operate in the millimeter 

wavelength and terahertz range, allowing for higher data throughput and transmission speed. 

When an electromagnetic wave encounters a surface, such as an intelligent reflective surface, 

it can be reflected. Ordinary surfaces, such as walls or buildings, reflect the waves in a 

diffuse manner, scattering them in different directions. In contrast, intelligent reflective 

surfaces can manipulate wave reflection in a controlled and precise manner. Individual 

elements or units that make up an intelligent reflective surface can dynamically adjust their 

electromagnetic properties, such as phase or amplitude. By changing these properties, the 

surface can control the direction, phase and amplitude of the reflected waves. Intelligent 

reflective surfaces aim to optimize the propagation of wireless signals. They achieve this by 

intelligently adjusting the reflection properties of the elements to direct the waves to the 

desired locations or receivers. By manipulating the reflected waves, the surface can improve 

signal strength, extend coverage, increase capacity and reduce interference. Intelligent 

reflective surfaces can also be used to manage interference in wireless networks. They can 

adjust the reflected waves to remove or reduce unwanted interference, thereby improving 

signal quality and overall network performance. By placing intelligent reflective surfaces in 

strategic positions, 6G networks aim to achieve more efficient and reliable wireless 

communication. These surfaces can help overcome challenges such as signal loss, signal 

blocking, and multiple bounce by shaping and optimizing the propagation environment to 

improve signal strength and quality at the receiver. 

 

IRS can contribute to B5G networks in smart cities in the different ways. Intelligent reflective 

surfaces can be used to direct and focus electromagnetic waves. This means that they can be 

placed in strategic locations in the city to improve network coverage in certain areas that are 

otherwise poorly covered or have poor signal quality. In this way, reflective surfaces can help 

eliminate "dead zones" and provide reliable connectivity in all parts of a smart city. They can 

be used to increase network capacity by placing reflective elements in optimal locations to 

increase signal speed and throughput. These surfaces can direct signals towards points where 

a higher network load is required, such as public places, stadiums, squares or business zones. 

This improves network capacity and provides a better experience for users in those areas. 

They also can be used to reduce interference between different cells in a network. For 

example, reflective surfaces can be placed between adjacent base stations to reduce 

interference and increase network efficiency. This is important in densely populated urban 

areas where there are many overlapping cells. 

 

Intelligent reflective surfaces can be used to optimize the energy efficiency of the network. 

For example, reflective surfaces can direct the signal to desired areas, reducing the need for a 

strong signal that would otherwise be required. This reduces the energy consumption of base 

stations and improves the energy efficiency of the network. They can be programmed and 

adjusted according to the needs of the network. They can be optimized for different 

frequencies, bandwidths and signal propagation conditions. This enables the flexibility and 

adaptability of the smart city network to meet the changing needs of users and applications. 

 

When IoD is used as a carrier of IRS for Aerial Base Stations, some interesting possibilities 

can be realized [7]. Aerial Base Stations (ABS) are drones used as mobile base stations to 

provide wireless connectivity. The integration of IRS on ABSs allows for improved 
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connectivity by allowing drones to adjust the reflective properties of the surface to direct or 

amplify wireless signals to specific areas or users. ABSs with IRS can be used to extend the 

coverage of wireless networks. Drones with IRS can be deployed in strategic locations to 

bridge coverage gaps or provide temporary infrastructure for situations where 

communications need to be established urgently. Through the use of IRS, ABSs can 

dynamically manage network capacity. Based on information about network load or data 

traffic, ABSs can adjust reflective properties to optimize quality of service, balance the load, 

or provide priority connections where needed most. IRS on ABSs can be used to reduce 

interference between base stations in dense urban areas. A reflective surface can be used to 

direct or block signals to reduce mutual interference between ABSs and improve wireless 

communication quality. Integrating IRS on ABSs can provide additional layers of security 

and privacy. A reflective surface can be used to mask or hide signals from unauthorized 

access or protect communications from eavesdropping. 

 

Closely related to IRS is massive MIMO (Multiple Input Multiple Output) technology [8]. 

These two technologies are used in wireless communications, but they have different 

functionalities and applications. As already said, reflective surfaces of the IRS can be placed 

on walls, surfaces or devices, such as drones, to direct signals towards specific users or areas. 

On the other hand, massive MIMO is a technology that uses a large number of antennas on 

base stations to simultaneously communicate with multiple users at the same time. This 

technology enables increasing capacity, improving performance and reducing interference in 

wireless networks. Massive MIMO base stations can have dozens or even hundreds of 

antennas capable of processing and transmitting signals on parallel paths to multiple users. 

IRS and massive MIMO can be combined to achieve even better performance of wireless 

networks. IRS can be used in addition to base stations equipped with massive MIMO 

technology. IRS reflective surfaces can be placed near base stations to improve coverage and 

signal directionality to users. Also, IRS can help reduce interference and increase capacity by 

reflecting signals towards specific users or areas. The joint use of IRS and massive MIMO 

can have a synergistic effect and bring additional advantages in the performance, capacity 

and coverage of wireless networks. These technologies represent promising research areas in 

the development of future generations of wireless communications such as 5G and B5G. 

 

The application of intelligent reflective surfaces (IRS) brings numerous advantages, but there 

are also several open problems related to their application. Some such problems are: 

 

¶ Management Complexity: Effectively managing a large number of IRSs can be 

challenging. It is necessary to develop sophisticated algorithms for the management, 

scheduling and optimization of IRSs in real time. This includes monitoring changes in 

the environment as well as coordinating between different IRSs to ensure optimal 

network coverage and capacity. 

¶ Need for precise positioning: Effective use of IRSs requires precise positioning to 

achieve the desired directivity and signal gain. Precise positioning of drones with IRS 

can be challenging, especially in dynamic environments with lots of movement. 

¶ Interference and coordination: When a large number of IRSs are used in the same 

area, interference between the reflected signals can occur. Also, it is necessary to 
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ensure coordination between IRSs in order to avoid conflicts and ensure optimal 

`signal delivery. 

¶ Energy Efficiency: IRSs require power to operate. It is necessary to find ways to 

efficiently manage the energy consumption of IRSs in order to extend the battery life 

of drones or other platforms on which they are installed. 

¶ Security and Privacy: Using IRS can present security and privacy challenges. There is 

a risk of unauthorized access and manipulation of IRS, which may affect the integrity 

and confidentiality of communication networks. 

 

It is important to note that these problems are currently an area of active research and 

development. As IRS technology continues to develop, many of these challenges are 

expected to be overcome through innovation and advancements in wireless communications 

and drones. These are just some of the possibilities of using IoD, IRS in the context of Aerial 

Base Stations. Advances in drone technology, wireless networks, and reflective materials are 

paving the way for innovation in this area and can bring significant benefits to the provision 

of communication services in a variety of environments. 
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PRIVACY RISKS IN THE SMART CITY CONTEXT: THE VPN 

CONUNDRUM FROM ENTERPRISE PERSPECTIVE  
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Abstract 

 

The escalating demand for privacy is promptly reshaping enterprise IT security in accordance 

with industry best practices. While smart cities advocate privacy as a core concern from both 

ethical and economical perspectives, authors of the paper, working as IT security consultants, 

have been witnessing outdated, insecure and impractical trends in using VPN as a primary 

security factor. The paper aims to outline the key weaknesses of the VPN approach as well as 

to propose an alternative perspective based on the current best practices and researches.     

 

Keywords: VPN, Identity, Security, Privacy, Smart, Cities 

Introduction  

 Enterprise IT Security represents the best balance between highly secure systems and 

personal accounts. Traditional piecemeal, single-layer, single-dimensional security 

approaches are no longer adequate. In organizations with the highest security requirements, 

user-friendly concept is highly disregarded in order to protect sensitive data. The system 

enables account access only from highly secure locations/ devices and protected networks. In 

the era of cloud computing, this scenario may appear as a regression as the users are limited 

by security regulations which affect productivity. Even in these kinds of systems, security 

breaches are possible and can happen from time to time. Our experience has shown that the 

ideal solution does not exist but based on the best practices, Enterprise IT Security is the 

closest to the ideal one. 
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 On the opposite side, we have private users using different SaaS applications, globally 

available from the internet, protected merely by a weak password. Some services are 

enforcing complex password rules or an additional authentication factor, but it can negatively 

affect the demand of  the application so itôs still very common to see bare minimum security 

requirements. As most of the users are not educated on IT Security topics, on one hand, itôs 

required to offer new security solutions, both fast and user friendly, while on the other hand, 

it has to enhance the security level. As the best-balanced system, modern Enterprise IT 

Security offers highly effective and end-user friendly security solutions which can combine 

user friendly processes with the optimal security requirements. The experience can help 

utilize the best practices from the industry and incorporate it to wide variety of end users 

(both private and corporate) in order to achieve optimal security towards user friendly 

environment ratio. New malicious attacks and breaches enforces Enterprise IT to keep up 

with the challenging market, bringing innovative solutions and changes which creates new 

best practices and new approaches.  

 Using VPN as a reliable security factor can cause damage and the tendencies in the industry 

should lead towards different approaches. Looking from this perspective, we should 

acknowledge that the best practices applied in Enterprise industry should be also become a 

new standard for personal account too. 

Historical perspective 

 Before entering the Cloud era, access to enterprise apps was mainly network based (local). 

While being a part of a network, client got assigned specific access permissions which were 

based on local IP addresses/ local domains assigned privileges. In case where network canôt 

be externally accessed, managing who can be a part of the internal structure was efficient 

enough in keeping unwanted players out of the picture. New requirements like higher 

availability influenced demand for VPN solutions where the end user could utilize the 

benefits of being a part of a local network from any physical location. Additional benefit was 

in fact that VPN is encrypting traffic which means that the chances of getting data intersected 

were lower.  

New tendencies 

 With commercialization of cloud technologies, the Enterprise IT Security focus moves from 

securing environment to strengthening of identity. IAM plays an important role in the case of 

accessing important data. The new concept is insisting on secure Authentication and 

Authorization by utilizing a set of signals like device status, IP or physical location, to 

authenticate the validity of the incoming request. On top of that, itôs possible to track userôs 

behavior which can be helpful in understanding the situation, for example, if the same 

account logs-in from two distanced places in a short period of time, the system will recognize 

it as a potential risky sign-in (impossible travel). Based on set of signals, the system will 

make a decision whether to let the user sign-in, reject or append additional authentication 

methods.  
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A robust authentication method is needed to protect online user accounts and data from 

cyber-attacks. In authentication context, there are various factors for verifying an identity 

and it is based on three main groups: 

¶ Something you know ï mainly alphanumerical password. This is not the strongest 

security method and new tendencies are going towards passwordless authentication. 

Still, even if any sort of password is still in use, the complexity of itself should be 

configured. 

¶ Something you have ï itôs usually a hardware token or a smart card with a function to 

carry security certificate (mainly PKI). New tendency is one of the authentication 

apps which simultaneously check something you have and you are. 

¶ Something you are ï In most of the cases, weôre talking about fingerprint or face 

recognition. 

  

The goal is to use these factors based on the situation complexity in order to reconfirm the 

identity securely with the fastest and easiest process for the end user. Itôs also important to 

mention that a significant number of industry leaders are still using VPN in this context. The 

most common method is to follow IP address as a signal. As an example, itôs possible to set 

whitelist of IP addresses which can access an app. If the organizations whitelist only the VPN 

IP address, only sign-in attempts from VPN will be considered safe and be passed through. 

This state can be considered as a hybrid in the context of migration from ñnetwork basedò 

environments, towards ñcloudò. Itôs important to stress that the end solution where we are 

having pure cloud environment, should not rely on VPN. Zero Thrust model is highlighting 

this in one of the main principles ï ñNever trust, always verifyò 

 As stated, new security tendencies are moving away from considering VPN to be used in 

order to upgrade safety and cloud services are less and less dependent on network/server 

infrastructure. Apart from the security aspect, cloud is offering additional advantages:  

¶ From the redundancy perspective, itôs very easy to set additional instances which can 

offer continues availability of the services. For example, Microsoft is offering Zone-

redundant storage with availability at least 99.9999999999% per year. This 

percentage can hardly be reproduced with private hosting of data centers, especially in 

network environment.  

¶ Additional flexibility can be found in form of scalability. Unlike in case of hosting 

hardware infrastructure, cloud infrastructure can easily be changed and adapted to the 

latest needs. For example, demand of a web service can vary based on the time of day 

so additional instances can be added or removed and even set to scale automatically.  
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With the facts that cost efficiency is usually a way better and deployment is quite easier, we 

can conclude that in most cases, cloud environment represents better choice comparing to on-

prem- network infrastructure. 

 Enterprise context example 

 Enterprises need to foresee and account for possible risks, threats, vulnerabilities, and 

mitigation strategies before using cloud computing. The main goal of IT security is to protect 

access to sensitive data. The complete infrastructure typically relies on applications to 

provide  connectivity. To be able to communicate with the database, application will send 

different HTTP requests to get, change or delete existing or add new information. This 

connection is relatively static and therefore easy to protect. Moving backward towards the 

end user, application also receives HTTP requests from the client. In case of web 

applications, the client is usually browser based and can be access via internet.  

 When considering IT identity, the key part is in authenticating end user to the app. In order 

to make the process easy, enterprises will usually use different identity providers. The goal is 

to reconfirm user authenticity by authentication process and for the next step, issue the token 

which will be attached to the request and used to confirm authenticity of the user to the 

application. Through the use of a message token and an authentication key, verification of the 

token ensures the authentication of the sender and the integrity of the message 

  

  

Figure 1 - Token flow 

  

Apart from authentication process, the identity provider can also work on authorization. 

When the identity is confirmed, the provider is deciding on which changes the account can 

do. For example, upon authentication, an end user will be able only to read the data, but if  

authenticating as an admin, the rights will  be given for both read and write. This is the 
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simplest example and on the enterprise level, we have a lot of different permission levels - 

based on the requirements, for example: access to different apps, option to update internal 

infrastructure settings, etc. This refers to a security question which is an important zero trust 

related topic ï Least privilege access. The idea is that the accounts are having the lowest 

privileges to perform the daily tasks. Together with Least privilege access, Zero trust is 

proposing Just in time concept which is widely accepted in the modern enterprises. Applied 

to the example of administrators, the accounts will be able to ask for admin privileges for a 

certain period of time. Upon acquiring the approval, the user will be able to perform admin 

tasks.  

 Least privilege access and Just in time concept are the most important part of Attack surface 

reduction ï the strategy to minimize exposed vulnerable points.  

Safe sign ï device based example 

 Upon sending the request, identity provider will check the device status. In case the device is 

trusted, authentication will be confirmed. Based on the action, the user will be allowed to 

access for the low risk actions or prompted for additional authentication factor to complete 

sign in process. In case of not trusted devices, additional authentication factor will be 

prompted for the end user actions while, due to the device status, the attempt will be rejected 

for high risk (admin) operations. 

  

  

Figure 2 - Sign in flow 
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Applying best practices to personal accounts 

 Personal accounts in smart cities should be related to one identity object on one side and 

multiple services on the other. Due to the high number of different services, grouped in 

different security categories, we can easily apply the same practices from the enterprise 

environments. In the context of services, weôre talking about lowest security ones which are 

related to fun and entertainment like gym access and public transport. For these apps, security 

requirements are low as not a big damage can be produced in case of unauthorized access. On 

the other side, apps like e-banking, access to the account information settings or health 

applications containing sensitive health related information requires additional protection 

level.   

VPN role 

 Considering smart cities will utilize cloud environment along with cloud security practices, 

VPN role is losing on its importance. The key VPN roles will be listed below along with how 

ñcloudò can address them: 

  

¶ Tunneling: Two instances communicating over public network using tunneling 

protocols and encryption. Cloud is offering several encryption forms including Data at 

rest, Data in transit and Ent to end encryption which is the most suitable for this case. 

¶ Remote access: Internal network functionality accessible globally. Instead of using 

network accessible apps, ñcloudò approach  is oriented to SaaS concept which is 

offering services like web apps in order to enable global access to the resources. 

¶ Access policies: The policies can determine who can access which resources. With 

cloud Identity and Access Management, this can be achieved with same or better 

granularity level. 

  

Based on the listed cases, cloud environment can successfully address majority of VPN roles 

by using cloud based solutions and technologies if weôre referring to enterprise environment.  

 In a personal account context, access situation is even less suitable for VPN use. It can even 

be counterproductive. For example, if we want to follow the IP based location signals in case 

of high security applications like e-banking, using VPN would prevent us to track the real 

source IP address of the user. 
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Conclusion 

 Historically speaking, VPN has a major role in gaining secure remote access to the internal 

enterprise applications and services. Before the cloud era, network based environment was a 

common choice for work and, using VPN can be considered as an early form of remote 

workspace solutions.  

In the Smart City context, cloud can be characterized as the core of  the IT infrastructures. 

The most common VPN roles from both security and functionality perspectives can be easily 

addressed by other modern services and functions in the enterprise context. From the personal 

usage perspective, thereôs even less space for VPN. Together with the price and complexity 

of network requirement and related remote functionality servers, the conclusion is that Smart 

Cities should direct IT development towards cloud solutions and strong identity in order to 

achieve higher functionality and security level. 
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WEAK POINTS OF SMART CITIES  
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Abstract 
 

Smart cities represent an innovative approach to urban planning and general infrastructure 

management. Advanced technologies are used to improve the quality of life of all citizens. 

Regardless of the promising aspects, implementations of smart cities, and even the very 

meaning of the phrase ñsmart cityò, face a number of challenges that require careful 

considerations. This paper gives some ideas about the weaknesses of smart cities. We 

consider the subject of privacy, risks arising from security issues, digital divide (i.e., the types 

of permanent distributions of people it can cause), dependences caused by the technology, 

additional costs and necessary financing, the necessary regulations that do not exist, and 

some standards that are in the process of implementation but are not mature enough. By 

analyzing all the known aspects, we will emphasize the need for an approach that includes 

authorities, industries, academic communities, and, of course, all other citizens. We will try 

to disclose some suggestions that can serve as an initial strategy or initial guidelines for a 

better tomorrow. Without such efforts, smart cities would not be able to become 

technologically advanced and at the same time to be sustainable and resistant to the 

challenges of the future. 

 

Keywords: smart cities, challenges, weaknesses, security approaches. 

 

Introduction  

With the development of technology, digitalization, the growth of the Internet of Things 

(IoT) and big data, smart cities have started to develop. All this development has happened in 

the last few decades. Big cities began to use smart solutions as the technologies became more 

available and affordable. 
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    The development of smart cities began in Los Angeles in the late sixties and early 

seventies of the last century [1]. The data were collected on traffic density, pollution levels, 

and social tensions throughout the city, and in order to make people's lives easier, projects 

were initiated to improve public transport and reduce air pollution. This project is called Los 

Angeles Cluster Analysis [2], [5]. That was probably the first time the idea of a smart city 

was developed, although the term ñSmart Cityò had not yet been defined. 

    In 1994, Amsterdam was the first to create a virtual city. Inspired by those events in Los 

Angeles and Amsterdam, the idea of creating smart cities came about. The idea of smart 

cities then continued to develop, technologies developed at a high speed and ideas just kept 

coming. 

    ñThere are five main components that are essentially required to be in a smart city: modern 

information and communication technologies, buildings, utilities and infrastructure, 

transportation and traffic management, and the city itself. A technically smart city refers to 

the cooperation between management institutes and public and private foundations for the 

implementation and application of long-term computerized platforms that are imposed using 

modern technologies, electronic facilities, networks and intelligent decision-making 

methodology.ò [3]. 

Important aspects to consider 

When considering smart cities, although they offer many advantages, there are also certain 

weaknesses and challenges to consider: 

1. Data privacy: Smart cities generate large amounts of data through sensors, smart devices, 

and network infrastructure. Protection of data privacy becomes crucial, and insufficient 

protection can lead to misuse or unauthorized access to sensitive information of citizens. 

2. Security: Given the interconnectedness of many systems in smart cities, there is an 

increased risk of cyber attacks. In particular, such attacks, e.g. hacking traffic systems, energy 

infrastructure or communication networks, can have serious consequences. 

3. Digital divide: Smart cities can widen the gap between those who have access to 

technology and digital resources and those who do not. This can lead to an increase in social 

inequalities if digital innovations are not implemented in a way that is accessible to all 

citizens. 

4. Dependence on technology: Dependence on technology in smart cities can lead to 

problems if there is a malfunction or interruption in the network. For example, breakdowns in 

public transport systems or energy networks can have serious consequences for citizens. 
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5. Costs and Financing: Implementing smart technologies can be expensive, and cities can 

face the challenge of securing sufficient funds to finance these projects. Lack of financial 

resources can limit cities' ability to realize their smart visions. 

6. Regulation and standardization: The lack of clear regulation and standardization can 

hinder interoperability between different systems and technologies in smart cities. This can 

create problems in managing and integrating different aspects of smart infrastructure. 

7. Disaster resilience: Smart cities should be resilient to natural disasters and crisis 

situations. Lack of adequate emergency planning can lead to serious consequences in the 

event of floods, hurricanes, earthquakes, or other unforeseen events.  

 

Data privacy 

In everyday life, people living in a certain city have certain opportunities to take advantage of 

smart cities. There are solutions that cover more than one city and village and there are 

solutions that cover only certain territories. With each such purpose-built system, there is also 

a circle of users who are able to use the system. As an illustrative example, we can take the 

system of electronic verification of electricity consumption.  

    The whole of Serbia can have access, but, of course, with certain personal data limitations. 

In order for a user to be generated and later to use the system, they need to expose their 

personal data to the threat that someone else finds out their personal information, such as 

information about the address of the household and the unique personal number in which the 

household is registered. All these data are kept in the same database. If someone were to get 

access to those databases, they would have a very large database of consumers throughout 

Serbia. Such systems and others that require the user to be identified using personal data must 

be very careful to protect the privacy of the data. The entire system is exposed, and used via a 

desktop/laptop computer, and also on smartphones and tablet devices. Keeping that data 

private is of great importance. Any leakage of information from their system may cause the 

privacy of its users to be compromised. The lack of seriousness in the understanding of 

privacy protection can lead to misuse of data. The next place is occupied by systems that are 

specific to cities, such as administrations that keep a database about companies, about taxes, 

about insurance, or basses connected to certain services. 

    In addition to the mentioned systems, which have been built and are planned for use, the 

infrastructures used for inspection and control of the city are also planned. These include 

various sensors, for example to turn on street lights, street cameras, traffic lights that are 

controlled and connected to the internet, and many other examples. They all generate a lot of 

data about people moving around the city, and in addition to digital traces, they also leave 

space for tracking individuals. It is important to note that any unauthorized use or abuse of 

these systems directly causes a threat to one's privacy. We refer the reader to [6] for more 

details on this topic. 



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

161 
ISBN: 978-86-6461-074-2 

 Security 

In addition to compromising privacy, it is also important to consider security. The security of 

a system guarantees us users, or observers, that we feel safer and that we are not afraid at all 

times that are privacy will be breached. The whole background of safety and security of smart 

cities is observed in a well-known principle. It could be said that the security of smart cities is 

only as strong as the weakest security component contained in the whole concept. In other 

words, regardless of the high-level security coverage, the architects of such systems must 

provide and map cases that are possible due to access to the system by external factors. One 

of the strategies to break into various systems used by practitioners is to bypass system 

security using security cameras. 

    Safety must be taken seriously, so that it is mapped so as not to allow many omissions in 

construction [7]. This proved practical when we look at the previous period. There have been 

a couple of intrusions of infrastructure systems by hackers into some of our infrastructure 

networks, state systems and also some cities were attacked, as well as in other countries [4]. 

If there is room for manipulation, there is an increasing chance that hackers will use it. One 

of the examples of such an attack is the used system component, which was subject to 

manipulation. They took advantage of the vulnerability of a component in the system and 

used it to make a background/undetected access, as well as to gain unauthorized access to 

some data. Another approach that was very significant is when the workers inside a company 

decided to connect to the network differently (by moving the LAN cables from the router to 

the connection in the company wall), so as to bypass the controlled network and expose the 

internal system to the outside world. It is for the same reason that human beings are often 

considered the weakest link. It is very important to hold security training in such important 

companies, in order to prevent steps that could threaten the data security of all citizens or 

citizens within a local community. 

 The digital divide 

Weak points of smart cities can occur for various reasons, one of them being the digital 

divide [8], which can be present on several levels. It is not a division caused by direct 

selection, but by the possibility that exists in the current moment. As a parallel example, we 

can cite cities where the infrastructure is still expanding, so some have access to 

gas/sewerage, and some are still waiting for their part of the city to be built. 

    At the first level, the digital divide can refer to the lack of access to technologies and 

digital services among the population. This can create inequalities in access to information, 

education, health services and other key resources. These inequalities are also shown due to 

the territorial coverage of the city's infrastructure. Some parts of the city have more health 

facilities than others, so in one place patients will be able to choose which location they go to, 

while others will be forced to go to a specific facility and be on the waiting list for a much 

longer time. 
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   At another level, the digital divide can refer to inequalities in the quality of digital 

infrastructure between different parts of the city. For example, some parts of the city may 

have faster and more stable internet access, while others may suffer from slower connections 

or even no access at all. This can happen with cable television, even though someone wants 

the services and to watch what's happening on some specific channels, but they don't have the 

opportunity due to infrastructural barriers. Due to geographical destinations, the signal of 

telecommunication operators also forces the use of a specific operator and does not give the 

possibility of choice. 

    Lack of digital literacy can also be a weak point, especially among the older population or 

among those less trained in the use of digital technologies. This can limit citizens' ability to 

take advantage of smart city solutions and services. Sometimes some services are available 

only through web presentations, but without knowledge about it or sufficient digital literacy 

and boldness to use the same, individuals are not able to take advantage of the good sides of 

the technology. 

    Let us take as an example the more frequent frauds that happen on the internet. Someone 

who is not trained well enough can compromise their privacy, even their security, if they 

share too much information on the internet. This is how they can suffer financially, send 

details that lead to additional charges for services at banks, mobile operators, and also pay for 

services they don't even use. 

    Addressing the digital divide requires comprehensive strategies that include improving 

access to technologies and digital services, infrastructure development, as well as education 

and awareness of digital tools and resources. These efforts can help build more inclusive and 

sustainable smart cities. 

 Dependence on technology 

The concept of smart cities has attracted great minds, who organize competitions with smart 

city ideas called "Smart city challenge". There are various articles comparing their introduced 

innovations [9]. Do all these technologies help or harm? 

    By introducing new technologies into any aspect of our lives, we must be prepared to learn 

something new, to adapt to new details and to accept them. Is it a difficult step to perform? Is 

it a benefit to a certain city that there is automation of some process? This way of functioning 

of a city includes various other factors and how it will turn out later is not known in advance. 

In the article [10], smart works are mentioned as modern experiments. 

    Large projects in cities mostly require changes in infrastructure. In this aspect, this 

includes technological difficulties. To begin with, is it sustainable to develop and maintain a 

ready system. If it is subject to some vulnerabilities, it must be reacted quickly. In the later 

period, large unnoticed risks may appear due to the fact that introduced innovations or a new 

solution may bring unforeseen additional problems. In addition to all this, cities need to know 
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how to react to such problems in a timely manner, which can drain the budget, human 

resources, or it just happens that there are simply no capacities to cover these technological 

deficiencies. Projects in development fail due to wrong or insufficiently detailed planning, 

some such "I want to be a smart city" cities can fall victim to it. 

 Costs and financing 

We have already touched on the question of financing in the previous part, but now we will 

go into a little more detail. As much as it is necessary to find qualified personnel for the 

construction of smart infrastructure, it is also necessary to determine in advance how much is 

needed or how much can be allocated financially. Some projects require even up to 50 

million dollars [10]. Google has predicted more than 10 trillion US dollars in US cities by 

2032. Justified or not, it does not change the fact that the price and costs are determined by 

how smart they want the solution to look, how much geographical area it must cover, whether 

there is already a stable connection that can be use or should create a new infrastructure for 

the same. The financing calculation can be evenly expanded due to territorial coverage, but it 

can also be exponentially increased if the requirements in the plans are too difficult to 

achieve. 

    The value of investments at the moment is expressed, at the world level, in billions, there 

are data from 2023 that say that the investment is worth over 190 billion. The period of covid 

dictated the introduction of new innovations around the world, and thus the breakthrough of 

large realizations of investments in smart cities jumped. When we look at the whole situation 

of progress, we can use a few words like super computer and artificial intelligence. Super 

computers would allow us to develop technology even faster, but certainly, the pace at which 

people can adapt to it will slow down. When we look at the prospect of artificial intelligence 

combining into smart cities, the current knowledge around artificial intelligence does not 

inspire confidence that we can let artificial intelligence make its way into everyday lives, 

even though the ultimate goal is to achieve such solutions. We believe that there are no 

experts who could, with a small deviation threshold, even estimate the costs and predict the 

financing planning for projects of this type. 

    Very interesting statistics [11] is covered and collected on the internet, we often come 

across contradictory data among various articles. 

 Regulation and standardization 

At this stage of development, there is no industry standard or so-called best practice of what 

and how to introduce or perform processes in smart cities. It would not be difficult to draw a 

parallel in general and draw a conclusion from the IT sphere/area, but this still requires the 

engagement of experts who are capable of establishing the same. 

    Various open source tools can be applied, but maybe that's what brings privacy or data 

security into the system. Data collection must be developed in a transparent but secure 
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manner. This includes anonymization, data encryption and privacy protection [12]. In order 

to preserve compatibility between different systems that are connected, standards help us to 

connect these parts [13]. Systems often require specific setup even though their purpose of 

existence is universal. Concepts such as nature conservation, energy efficiency, waste 

management and transport are included through standards and regulations. All in all, they 

have to indicate and coordinate in accordance with the needs of the residents and the 

community. 

 Disaster resilience 

This aspect seems like a not-so-important item, but in reality it is very important. Plans for 

the same can be different and mostly depend on territorial threats and risks of natural 

disasters [14]. Cities that are exposed to such risks must have a system that enables quick 

recovery and a subsystem that knows how to react in case the main system encounters 

problems. Let us just imagine situations when hard disk warehouses in Japan were destroyed 

due to the tsunami and the supply of them stagnated for a while, because the factory was not 

ready to return products in such cases. Smart cities can spread important information, so they 

must not allow a blockage or a major break of the smart city to happen [15]. They have to 

come up with a strategy that will be activated when some natural calamity or disaster is in 

progress, if only to save the data before it is lost forever. 

Conclusion 

We are facing an era in which we will witness great technological discoveries, but we must 

also be aware that some discoveries do not serve humanity positively. Smart city systems 

help us improve the quality of life, improve the efficiency of public services, manage 

resources more efficiently, and preserve our environment more successfully. Without the 

support of the smart city system, all urban environments would not be able to function and 

the entire city system would collapse. 

    It is very important to pay attention to the weak points of smart cities in order to avoid 

some risky situations when the entire system may break. The privacy of citizens, data security 

must be respected, the necessary expertise must be introduced with detailed planning, the 

standards of the IT sphere must be established and monitored, and the future of the same 

must be projected/planned. With a lot of attention and effort, all these necessary items can be 

done and complied with, and also prepared for future challenges. 

    New inventions have always been needed, this is how humanity has always been built and 

this is how nature and evolution dictate.  
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Abstract 
 

The use of artificial intelligence (AI) in the production industry can be extremely useful in 

several ways, starting from primary production itself, through fattening broilers, and at the 

end of the meat production process itself, which includes slaughtering, cooling, cut ups, 

measuring and packaging, transportation. Artificial intelligence can contribute the most 

through optimization of the production process, control of the production process, quality 

control, predictive maintenance, robotization, improvement of supply chain management as 

well as product personalization. When it comes to the complete cycle of chicken meat 

production, nowadays complete robotic solutions are available for each of the mentioned 

processes. Man only has the role of operator in such solutions. I am of the opinion that with 

the help of AI the human as an operator can be replaced and, in that way, get a far more 

efficient system and use a fully automated production process. In short, artificial intelligence 

has the potential to improve various aspects of operations in the meat industry, from 

production and product quality to supply chain management and customer satisfaction. 

 

Keywords: Optimization of production processes, Robotization, Quality control, Predictive 

maintenance, Improvement of supply chain management, Personalized products 

 

 

A smart city is an urban development concept that uses information and communication 

technologies (ICT) and the Internet of Things (IoT) to improve citizens' quality of life, 

resource efficiency, sustainability and interaction with city infrastructure systems. 

The main goal of smart cities is to use digital technologies to improve various aspects of city 

infrastructure and services, including. 
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Transportation  

Smart cities use technologies such as smart traffic lights, traffic and public transportation 

sensors, and smart travel planning applications to improve transportation efficiency, reduce 

congestion, and reduce emissions. 

Energy efficiency  

By implementing smart grids for electricity distribution, systems for managing energy 

consumption in buildings and using renewable energy sources, smart cities aim to reduce 

energy consumption and increase sustainability. 

Resource use  

Smart cities use technologies to monitor and manage water consumption, waste management 

and recycling to reduce the amount of waste they produce and use natural resources more 

efficiently. 

Management of public services  

The use of digital platforms and applications allows citizens easier access to public services 

such as health care, education, waste management and security. 

Smart buildings and infrastructure  

The integration of sensors, devices and control systems enables smart management of 

buildings, lighting, water systems and other infrastructure to increase the efficiency and 

comfort of citizens' lives. 

Smart cities use data and analytics to make informed decisions and improve the experience of 

their citizens. This concept aims to create sustainable, innovative and inclusive urban 

environments that can adapt to the needs of their inhabitants and future challenges. 

AUTOMATION OF BROILER FARMING  

Broiler breeding is a complex process that requires precise management in order to achieve 

high efficiency and product quality. Artificial intelligence is increasingly being used in this 

sector to automate various processes and improve production performance. 

 Nutrition management 

One of the key elements of successful broiler breeding is optimal nutrition. Artificial 

intelligence systems analyze large amounts of data on nutrition, broiler quality and 
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environment to generate customized diets for each turn. This enables more efficient use of 

feed and improves the growth and health of broilers, as well as uniformity in the average 

weight of broilers, more precisely, the occurrence of stratification as little as possible. 

Broiler health monitoring  

The use of sensors and cameras in combination with artificial intelligence algorithms enables 

constant monitoring of broiler health. Systems can detect signs of disease, stress or other 

problems in broilers based on their behavior, body temperature or other physiological 

parameters. Such early detection enables quick intervention by veterinary experts and 

prevents the spread of disease among the flock. 

Optimization of environment management 

Artificial intelligence is used to precisely manage environmental conditions in broiler 

breeding facilities. This includes controlling temperature, humidity, lighting and ventilation. 

Artificial intelligence algorithms analyze data on external conditions, broiler condition and 

system energy efficiency to automatically adjust environmental parameters and ensure 

optimal conditions for broiler growth and well-being. 

Advantages 

Increased productivity. Automation of broiler farming with the help of artificial intelligence 

leads to increased productivity and reduced production costs. 

Better quality control. Artificial intelligence enables precise monitoring and control of 

various parameters that affect the quality of broiler meat. 

Reducing the risk of disease. Bird health monitoring enables early disease detection and rapid 

response, which reduces the risk of epidemics and improves flock welfare. 

Challenges 

Technical challenges. Developing reliable artificial intelligence systems for analyzing and 

interpreting complex real-world data is a technical challenge. 

Ethics and Morality. The use of artificial intelligence in animal farming raises questions of 

ethics and morality, particularly in relation to animal welfare and consumer rights. 

High implementation costs. Implementing AI systems can require significant investments in 

technology, staff training, and farm infrastructure changes. 

Selection of genetic lines. Using artificial intelligence to analyze genetic data can help 

breeders select genetic lines that have the best characteristics in terms of rapid growth, feed-
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to-meat conversion and disease resistance. This can lead to the breeding of broilers with 

improved genetic characteristics and better meat quality. 

  

ROBOTIZATION AND AUTOMATION OF  

THE PRODUCTION PROCESS 

 Artificial intelligence can be used to manage automated slaughter systems. Algorithms can 

control slaughtering and meat processing machines to ensure precise and efficient operations, 

minimizing errors and meat damage. 

Artificial intelligence can manage the following production lines. 

- slaughter line 

- line of evisceration 

- cooling line 

- cutting and boning line 

- packaging line 

 Slaughter line 

By constantly adjusting the equipment such as the stunner, the killer machine, the scalder, the 

plucker, better meat quality can be achieved due to faster and more efficient processing. 

Bleeding time, as well as steam/water temperatures during scalding are one of the main 

elements when it comes to product shelf life. 

Evisceration line 

Depending on the size of the poultry carcasses, each of the machines on the evisceration line 

can be adjusted so that processing is as efficient as possible. The quality and cleanliness of 

the inside of poultry carcasses is also one of the key factors when it comes to the length of 

shelf life of chicken meat. 

Cooling line 

By adjusting the operation of the evaporator depending on the size of the poultry carcasses 

and external ambient conditions, higher energy efficiency can be achieved. By using thermal 

cameras, the fan on the evaporators can be accelerated or slowed down or even turned off 

depending on the temperature of the poultry carcasses that are in the cooling process, for the 

sake of greater energy efficiency.  

 

Cutting and deboning line 
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With scanner cameras, the knives on the cutting line and the deboning line can be adjusted to 

the anatomy of each poultry carcass individually. In this way, a higher quality product is 

obtained, and a greater yield is also achieved. 

 

Packaging line 

1. Automatic Sorting and Packaging. AI can operate automatic sorting and packaging systems 

for meat based on various criteria such as size, weight, shape and quality. Machine vision 

algorithms analyze the visual characteristics of the meat and automatically sort it into the 

appropriate categories, increasing the efficiency of the packaging process. 

2. Optimization of packing layout. AI can use optimization algorithms to determine the 

optimal packing layout in boxes, containers or transport pallets. This includes maximizing 

packing capacity, minimizing waste of space and ensuring even weight distribution to prevent 

damage during transport. 

3. Monitoring the quality of packaging. AI can use sensors and cameras to monitor the 

quality of meat packaging. For example, algorithms can analyze the integrity of packaging, 

the presence of damage or irregularities in packaging, as well as the correctness of product 

information labels. This enables automatic detection and correction of packaging problems 

before products reach the market. 

4. Inventory monitoring and management. AI can analyze data on demand, inventory and 

consumption trends to generate accurate forecasts and recommendations for inventory 

management. Based on these analyses, manufacturers can optimize inventory levels, reduce 

storage costs, and reduce the risk of shortages or overstocks. 

5. Determining the right packages for each customer. AI can use personalized algorithms to 

determine the right packages of meat for each customer based on their preferences, 

requirements and purchase history. This allows manufacturers to provide a personalized 

experience to customers and increase shopping satisfaction. 

 

QUALITY CONTROL  

 

Visual inspection of meat 

AI algorithms can analyze visual characteristics of meat, such as color, texture, presence of 

damage or irregularities, to automatically identify products that do not meet quality standards. 

Machine learning allows these algorithms to be trained on a large number of meat samples, 

improving accuracy in identifying undesirable characteristics. 
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Sensor quality monitoring 

The use of sensors to measure various meat characteristics, such as temperature, pH value, 

moisture content or the presence of microorganisms, enables continuous monitoring of meat 

quality throughout the entire production and distribution process. Artificial intelligence can 

then be used to analyze this data and identify potential problems or deviations from 

standards. 

Automatic identification of defects 

Artificial intelligence algorithms can analyze data obtained during the meat production 

process to identify the causes of defects or irregularities. For example, the processes that lead 

to the appearance of bacteria or the oxidation of meat can be identified , thus enabling 

preventive measures to be taken to prevent further problems. 

Determining the categorization of meat 

Artificial intelligence can be used to automatically determine the categorization of meat 

based on various parameters, such as parts of the carcass, the presence of gravy, insufficient 

quality processing/cutting, etc. This facilitates the sorting of meat and ensures that the 

products are correctly categorized before they reach the market. 

 Regulatory compliance monitoring 

Artificial intelligence can be used to monitor compliance with regulations and standards 

related to meat quality. Algorithms can analyze data on the composition, safety and 

nutritional value of meat to ensure that products meet all legal requirements and quality 

standards. Also, using AI, traceability from the farm to the final product can be followed. 

EQUIPMENT MAINTENANCE  

 

When it comes to the use of artificial intelligence for equipment maintenance in a poultry 

slaughterhouse, it is crucial to highlight the following. 

Predictive maintenance 

Artificial intelligence can analyze equipment performance data to predict potential failures 

before they happen. This enables preventive maintenance that reduces downtime and repair 

costs. 

Optimizing maintenance schedules 
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Artificial intelligence algorithms can analyze data on maintenance history and equipment 

performance to generate optimal maintenance schedules. This ensures that maintenance is 

carried out at the right time, minimizing production interruptions. 

Automation of fault diagnosis 

Artificial intelligence can analyze sensor data and visual information to identify potential 

problems or irregularities in the operation of equipment. This allows for quick fault diagnosis 

and more efficient troubleshooting. 

Suggestions for optimizing equipment performance 

Based on data analysis, artificial intelligence can generate suggestions for improving 

equipment performance or optimizing work processes. This enables continuous improvement 

of efficiency and productivity. 

Integration with monitoring and management systems 

Artific ial intelligence can be integrated with equipment monitoring and management systems 

to automate maintenance processes and enable real-time monitoring of equipment conditions. 

Using artificial intelligence to maintain equipment in a poultry slaughterhouse can result in 

more efficient, reliable and economical operations, which contributes to the improvement of 

the overall business. 

SUPPLY CHAIN IMPROVEMENT  

 Artificial intelligence (AI) plays an increasingly important role in the supply chain, as it 

enables process automation, optimization of operations and informed decision-making. Here 

are some ways that AI can be used in the supply chain. 

Predictive planning and inventory management 

AI can analyze large amounts of data on demand, sales trends, seasonal variations and other 

factors to predict future demand and generate optimal inventory management plans. This 

enables businesses to optimize inventory levels, reduce storage costs and reduce the risk of 

shortages or overstocks. 

Route optimization 

AI can use optimization algorithms to determine the most efficient routes for transporting 

goods. Based on factors such as distance, time, fuel costs, and traffic conditions, AI can 

generate optimal routes that minimize transportation costs and delivery times. 



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

174 
ISBN: 978-86-6461-074-2 

Quality Controls in the Supply Chain 

AI can use sensors, cameras and data analysis algorithms to monitor product quality 

throughout the supply chain. For example, AI can detect damage to products, monitor 

compliance with quality standards, and identify potential problems that may affect product 

quality. 

Automation of storage and handling of goods 

AI can manage automated storage and handling of goods systems to increase efficiency and 

reduce labor costs. For example, AI can operate robotic vehicles for warehousing and order 

preparation, thereby speeding up the process of preparing and delivering goods. 

Supply chain risk analysis 

AI can use advanced data analysis techniques to identify potential risks and recognize points 

of weakness in the supply chain. Based on this analysis, businesses can take proactive 

measures to reduce the risk of supply chain disruptions and ensure business continuity. 

In short, artificial intelligence has wide applications in the supply chain, enabling businesses 

to optimize operations, reduce costs and improve service quality. This trend is likely to 

continue as AI technology continues to develop and be applied in increasingly complex 

applications 

CONCLUSION 

 Improving efficiency 

The application of artificial intelligence in a poultry slaughterhouse can significantly improve 

process efficiency, reduce costs and increase productivity. Automating certain processes, 

such as sorting, packaging and inspection, can speed up production and reduce the need for 

human labor. 

Quality improvement 

Artificial i ntelligence enables more precise inspection and quality control of poultry meat. 

Camera vision systems and data analysis can identify defects, damage or disease in poultry, 

ensuring that only high-quality meat enters the supply chain. 

Increasing safety 

Automating and monitoring the poultry slaughtering process with the help of artificial 

intelligence can improve worker safety and reduce the risk of workplace injuries or accidents. 
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Technologies such as poultry handling robots can reduce the need for physical contact with 

animals, thereby reducing the risk of injury. 

Sustainability 

Artificial intelligence can contribute to the sustainability of the poultry slaughtering process 

through more efficient use of resources, reduction of waste and better management of energy 

consumption. For example, optimizing meat cooling and storage processes can reduce energy 

and resource consumption. 

Innovation 

The application of artificial intelligence in the poultry slaughterhouse opens the door to 

innovation and progress in the industry. Continuous research and development of new 

technologies can lead to further improvements in the efficiency, quality and sustainability of 

the poultry slaughtering process. 

In conclusion, artificial intelligence has significant potential to improve all aspects of the 

poultry slaughtering process, from efficiency and quality to safety and sustainability. Its 

comprehensive contribution to the poultry slaughter industry can lead to improved overall 

operational excellence and market competitiveness. 
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Abstract 
 

The potential application of smart technologies in libraries should be perceived first as a 

strategy and, secondly as a software solution. The emphasis should be on improving services 

and strengthening the library's and target groups' relationships. Also, smart technologies 

should provide better working conditions and optimize business processes. Implementing 

smart technologies represents a strategic approach to improving library operations, and the 

main goal is to improve the quality of services provided. The new approach should encourage 

activities such as promotion of libraries, communication with existing and potential users and 

maintenance of good business relations with associates and business partners. The 

implementation of smart technologies shortens the time required for searching and locating 

publications, monitoring the book collection, and the movement of users through the library. 

To improve efficiency, it is necessary to carry out a strategic implementation of smart 

infrastructure in the library environment. Thus, the modern way of communicating with 

library service users involves using information systems, and technologies and integrating 

computer and mobile applications. 

The paper will present smart technologies that can significantly optimize business processes 

within the library and improve communication and interaction with users of library services. 

 

Keywords: smart technologies, library services, integrated library systems (ILS), 

optimization of business processes 

  

Introduction  
 

Public libraries play an important role in providing equal access to information, information 

literacy and lifelong learning for all citizens. Modern trends and technologies are widely 

present in library activity, and services, such as library web presentation, electronic 

catalogue, database or access to the digitized library collection, should not represent 

modernization but should be an integral part of library business. Due to major changes in 
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lifestyle and habits, users of library services have less and less time to search the library 

collection in the library building, so it is necessary to ensure adequate access to the library 

collection and online resources. The best and most efficient way to enable this is through the 

library's web presentation and online catalogue for searching the book collection. In this 

regard, one of the most important processes in the automation of every library is keeping 

adequate records of the needs and habits of users of library services. In addition, librarians 

must accept the modernization of the library business not as a danger and threat to their daily 

activities, but as a necessary way to improve library activity. 

Due to the complexity of applying modern technologies, many public libraries have not fully 

utilized the advantages of library business automation and other technologies offered on the 

market, primarily due to the costs incurred in the process of implementing and maintaining 

modern information systems. On the other hand, libraries have the opportunity to take 

advantage of advanced technologies thanks to the development of mobile and smart 

technologies. Current technological trends represent great potential for libraries that can 

optimize library operations by applying smart technologies. By implementing smart 

technologies in integrated library systems, operations can be significantly improved, even 

with limited financial resources. The long-term success of the library is only possible if the 

users are satisfied with the quality of the services provided, and it is necessary to collect 

information from different sources in real-time and store them in a single database in order to 

form a unique picture of the users' needs and their habits. It is necessary to use modern 

technologies and tools such as mobile and smart technologies to obtain relevant information 

about users to improve communication with them. 

 

Libraries as knowledge hubs 
 

By following international standards and official guidelines, libraries are obliged to provide 

users of library services with unhindered access to information and to actively participate in 

the improvement of the services they provide, and they can only achieve this based on their 

habits and needs. One of the ways to improve the quality of library services is by applying 

smart technologies in libraries. In particular, to enable users to access the resources and 

services provided by the library in digital form. Libraries are moving to a new way of 

executing business processes thanks to the benefits offered by modern technologies. 

Activities of librarians are now less based on the use of physical objects, such as books, 

magazines and long library materials, because the focus is increasingly directed towards 

virtual ones, i.e. digital resources, such as e-books, digital materials, online courses, digital 

journals, and more [1]. The main operating principle of modern libraries is based on the 

paradigm that information circulates from the library to the user, but also from the user to the 

library [2]. Modern libraries become places where librarians and users of library services 

acquire modern knowledge and skills, formal or informal [3]. 

 

Electronic business in libraries 
 

Improving existing and developing new technologies opens up opportunities for libraries of 

all types and sizes to get closer to users of library services and to improve business processes 

by implementing these technologies [4]. Optimizing business processes is very important in 

the process of improving the functioning of modern libraries. To provide better services, the 
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library must first take into account the characteristics of users' needs that change over time, 

and then, using available tools, find the best way to satisfy their needs [5]. The modernization 

of library information systems has undergone several transformations in the last few decades, 

from systems that could only be used within the institution, through systems that were used 

via the Internet, to today's systems that are used on mobile devices and those that are used in 

the "cloud" [6]. Some of these systems are commercial and some are available for free use. 

With the development of various technologies and the increase in media capacity, the 

technique of organizing and searching library material has changed and accelerated. In the 

last few decades, libraries have been using computers to optimize storage, searching, 

exchanging catalogue information about library units, finding library materials in remote 

locations, inventorying, interlibrary loan services, procurement, as well as other actions 

necessary for the flawless functioning of library services [7]. The interest of libraries in the 

application of computer technologies stems primarily from the need to improve the process of 

circulation of library materials, which until the advent of computer systems was based on 

manual data entry, which resulted in long-term and error-prone record keeping of issued and 

returned publications [8]. 

In the second half of the twentieth century, the global network became the basis for the 

functioning of library services. A library information system has appeared that integrates all 

the services provided by the library and unites them into one integrated library system. The 

importance and role of these systems are reflected not only in increasing the efficiency of the 

work of librarians but also in the establishment of standards that have a significant impact on 

the further development of library activities [9]. Afterwards, online databases emerged that 

made it much easier for users to search the book collection [10]. In addition to the 

aforementioned changes, there were also changes that, thanks to technological progress, 

greatly facilitated the performance of daily activities, such as acquisition planning, sorting of 

book materials, digitization, classification of the library collection and others. The newest 

trend is the implementation of "Big dataò technologies into library operations [11]. 

 

Implementation of smart technologies in library business 
 

The library business, together with information and communication technologies, is in a 

period of rapid changes and constant development. The application of models based on smart 

technologies in library business requires changes in organizational processes, but also a 

change in business strategy [12]. Smart libraries represent a concept that is inspired by the 

research of suitable spaces and is a smart space developed in a library environment. 

Regardless of the wide distribution in the professional literature, the difference between the 

terms smart and intelligent buildings is still not clearly defined [13]. Smart spaces are defined 

as environments that support stationary and mobile infrastructure that can connect to the 

Internet [14]. Smart libraries can also be defined as intelligent environments equipped with a 

wide range of hardware and software equipment: readers, sensors, cameras, motion detectors 

and other equipment [15].  

In addition to the use of sensors used to regulate temperature, humidity, lighting and other 

living conditions inside the building, today many examples of the implementation of smart 

technologies can be found in libraries such as [16] [17]: 

Å smart cards, 

Å smart shelves, 
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Å self-service stations, 

Å systems for automatic sorting of publications, 

Å monitoring of the book collection using RFID (Radio Frequency IDentification), 

Å digitization of written material, 

Å systems for audio/video conferences, 

Å library virtualization, 

Å promotional activities etc. 

 

The main goal of implementing smart technologies in libraries is to increase efficiency in 

working with users, improve services, reduce business costs, and more. Automation and the 

use of self-service stations can greatly help in achieving the stated goals in libraries of all 

types and sizes with the involvement of adequate financial resources [18]. In combination 

with RFID technologies, these services offer additional security in the preservation of 

publications and other types of media found in the library collection, and at the same time 

improve circulation and inventory processes, which opens up the possibility of allocation of 

financial and human resources [19] [20].  

This means that librarians get more time to carry out other professional tasks. The key 

question here is whether the library provides adequate resources to its users. One way to 

examine this is to compare the number of users who visit the library with the number of 

publications issued. However, the problem is how to record those publications that are not 

allowed to be taken out of the library, and no record is kept of their use. That problem can be 

solved by implementing smart shelf sensors that will register the use of each publication and 

thus provide more precise insight into the needs of users of library services [21]. Smart 

technologies can also be applied in other business segments, such as monitoring the 

movement of users within the library to gain a better insight into the use of space, controlling 

access to special departments such as special collections and conservation and restoration 

departments, or controlling free seats in reading rooms. 

 

RFID technologies 

 

Currently, RFID technologies represent the standard in the field of application of information 

and communication technologies in business, and they find practical application in transport 

and logistics activities, improvement of productivity and safety [22]. In the initial stages of 

implementation, RFID technology was primarily used in libraries to prevent the theft of 

books and non-book materials. Unlike electromechanical and barcode systems, the RFID 

system does not focus exclusively on the security aspect but is a tracking system that 

combines security with more efficient tracking of library material throughout the library, 

including easier and faster loading and unloading of shelves, and management of inventory 

and other book and non-book materials [23]. It is a combination of technologies based on 

radio frequencies and microchips. Information contained on microchips in RFID tags 

attached to library materials is read using radio frequency technology, regardless of the 

position or alignment of the object (the technology does not require visual contact between 

the tag and the reader as with barcode technology) and the distance from the tag to the reader 

is not a critical factor. Security gates at the exit of the building can be up to two meters wide, 

as the tags can be read at a distance of up to one meter on each side [24]. 

The RFID system consists of three subsystems (Figure 4): 
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Å An RF subsystem that performs identification and transactions via wireless 

communication, 

Å a library subsystem consisting of computers that host applications that store, process 

and analyze data collected by the RF subsystem (so that this data can be applied in the 

decision-making process). 

Å library intranet, which connects all subsystems of the organization for information-

sharing purposes [24]. 

 

 
Figure 1: Architecture of the RFID system 

 

In most RFID systems, the RF subsystem is supported by the library subsystem if it consists 

of middleware, analytical systems and network services [25]. The library subsystem consists 

of a computer system and programs used to read the data stored on the RFID tag. In addition 

to the components that manage the readers and antennas, there are intermediary programs that 

forward the data to the servers that host the databases and applications for their processing 

[26]. 

The advantages and features of the RFID system that are characteristic of library business 

are: 

Å Automatic check-in/check-out. The use of RFID reduces the time required to 

perform operations in the process of circulation of library materials. The most 

significant time savings can be attributed to the fact that information can be read from 

RFID tags much faster than from barcodes and that multiple items from the shelf can 

be read at the same time. Enables multiple publications to be checked in/checked out 

with a single scan [24]. 

Å Easy log-in/log-out. Users are allowed to log in or out of the system themselves and 

to charge or return one or more publications at a time, which significantly shortens the 

entire process. 

Å High level of reliability . RFID tag readers are extremely reliable. Library RFID 

systems in practice show a high degree of reliability when reading tags. With well-

adjusted RFID systems, there are no false warnings, as was the case with bar-code 

technology, because the system records the publication status on the RFID tag itself. 

This is achieved by assigning the "theft" bit and depending on the publication status it 
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is activated and deactivated on the tag itself. If a publication is not properly borrowed 

or attempted to be stolen, the sensor will register a "theft" bit at the output and 

activate an alarm to alert the library staff. 

Å Quick inventory . A specific advantage of the RFID system is its reliability when 

scanning publications on the shelves, without the need to physically touch or move 

them. A hand-held tag reader can be moved quite quickly along the shelves and thus 

collect data on all the publications on the shelves. Using wireless technologies, it is 

possible not only to inventory the publications on the shelves but also to identify 

publications that do not belong in that location by comparing the current location with 

the actual location where the publication should be located. 

Å Automatic sorting of book material. Another feature of the RFID system that has 

proven to be useful in the library business is the ability to automatically sort 

publications into categories, which makes it much easier to place returned 

publications on the shelves. This operation requires a sorter that, based on the RFID 

tag, sends the publication to a specific basket so that employees spend less time on 

individual placement of publications and finding the appropriate shelf [27]. 

Å Longevity of tags. RFID tags last significantly longer than barcodes because they do 

not need to be touched when scanned, nor do they need to be on the cover of a 

publication when read. 

 

 
Figure 2: Library services developed using smart technologies 

 

QR technologies 

 

Although the implementation of QR codes is still underutilized in public libraries, their use is 

increasing as librarians become aware of the potential that QR codes provide in promoting 

library services and connecting with users. Libraries can use QR codes when creating 

materials for promotional and marketing activities. Their advantage is that they can be 

generated in electronic and printed form, and the result is that the printed material acquires a 

digital dimension. Users who find that the information generated by the QR code may be 

important to others can share it with friends via mobile device, social media, email or print. 
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However, one should be careful when choosing a strategy for implementing QR codes 

because excessive use can lead to users losing interest in using them if the generated content 

does not meet their expectations or takes too much time [28]. The application of QR codes 

can contribute to the improvement of relations with clients, but before introducing these 

technologies into the library environment, it is necessary to check the attitude of users 

towards new technologies and familiarize them with the possibilities they provide so that the 

strategy can be adapted to their needs and expectations in time [29]. 

Some of the advantages of this technology compared to bar-code technology are: 

Å A QR code occupies a smaller area, 

Å more information can be placed on the QR code, 

Å it is compatible with smart devices, 

Å simple way to create and read content, 

Å can be read when a piece of code is damaged, 

Å it can be used for different purposes and on different types of materials (paper, plastic, 

fabrics or in digital form). 

 
Figure 3: The QR code example 

 

Due to their functionality and mobility, QR codes provide the possibility of connecting 

physical spaces with electronic resources, facilitating communication and access to 

information for those who use mobile devices. It can be as simple as using a QR code to 

connect the user to a specific library service, resource, or information or placing a QR code 

that connects them to a form for booking seats in the reading room [28]. 

 

NFC technologies 

 

This technology represents a form of short-range radiofrequency technologies, wireless 

communication and contactless smart card technologies. They provide an active reading of 

data from a distance or close proximity [30]. Communication between two devices can be 

realized by their mutual contact or by bringing them near each other. 

The advantage of NFC technology over QR technology is that QR codes can only be read, 

while devices that support NFC technologies can receive and send data. NFC devices can 

operate in three different modes: 

Å Reader/Writer mode - An NFC device can function as both a reader and a transmitter. 

This mode of operation refers to communication between an active NFC device and a 

passive NFC tag. 

Å Peer-to-peer mode - in this mode, the devices are connected wirelessly to exchange 

information in a controlled manner. In addition, the NFC device can be connected to an 

external resource via the Internet.  
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Å Emulation mode - in this mode, a smartphone equipped with NFC technology 

functions as a contactless smart card. This mode of operation allows the mobile device 

to be used for identification, payment or access control. 

To effectively and innovatively promote library services to users inside and outside the 

library, it is necessary to apply modern marketing trends. A smart poster stands out as a 

suitable solution for the realization of the mentioned activities. The smart poster represents a 

new generation of media for displaying promotional materials. Physically, it still has the 

visual appearance of a traditional poster, but due to the integrated technologies inside the 

poster, it has the possibility of interactivity that connects it to the virtual world. Multiple 

places can be marked on the poster and each one generates different content. Whenever an 

individual brings an NFC device near the smart poster, the NFC tag transmits data and/or 

launches an application on the device. In addition to NFC tags, QR codes can be placed on 

the poster so that users have more ways to access the content. The advantage of using NFC 

tags is that devices equipped with NFC technology do not require additional software, while a 

special application needs to be installed to read QR codes. Since not all phones are equipped 

with NFC technology, a combination of these technologies is recommended. 

 

 
 

Figure 4: A simplified representation of the smart poster architecture 

 

The smart poster is connected to software and tracks every user interaction with a QR code or 

NFC tag. Every time the user scans the code or brings the phone closer to the place where the 

NFC tag is located, the device receives feedback in the form of an identification number and 

a web address (Figure 4) and then redirects them to the specified web address, after which the 

web page is opened or service. In addition, the software identifies which poster the user has 

scanned each time. If the posters are in multiple locations, the library will have a clear insight 

into the locations and will receive precise data based on which it can measure the success of 

the campaign in each location and make the necessary corrections. 

 

Mobile technologies 
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In order to achieve the highest possible quality of library operations, it is necessary to provide 

systems that will provide users of library services with the requested information and other 

available resources at any time. By introducing mobile applications into the operations of 

libraries, they can significantly improve their services and show users, especially younger 

groups, that they are ready to follow modern trends. Libraries that plan to offer and adapt 

services for mobile devices must develop applications designed specifically for mobile 

platforms [31]. First of all, this results from the fact that mobile platforms offer a positive 

user experience and access to information through fast mobile networks and wireless internet. 

The marketing value brought by mobile applications for institutions that decide to offer their 

services through mobile platforms is also not negligible. Libraries should, in cooperation with 

institutions dealing with the development of mobile applications, investigate their potential 

application in the library business. Mobile devices can serve as an interface or intermediary 

in the provision of library services to people who take advantage of them, and this number is 

not insignificant [32]. Users who want to access library resources and other services from a 

remote location can be of particular benefit. 

Mobile applications can be used to display basic information, such as opening hours, address, 

phone number, new headlines, news, and most read publications for example. To provide 

more complex services, say: access to the user account, searching the electronic catalogue 

and downloading digital content, the integration of mobile technologies with the integrated 

library system must be carried out. The mobile concept enables communication between the 

library and clients, from any location and different mobile devices and platforms [33]. 

Interaction with users via mobile technologies is achieved by using adaptive design when 

creating the library's web presentation so that the content is displayed correctly on users' 

mobile devices. Mobile applications developed for different platforms (Android, iOS, 

Windows, etc.) allow libraries to connect with users who are not physically located in the 

library. By explaining different practical examples of how to transfer business philosophy 

into a library King gave an example of the sales policy of a bookstore [35]. Management 

encouraged employees to take customers to the appropriate section of the bookstore and 

physically place the book in their hands, thus demonstrating high-quality service. Almost 

thirty years later, the same philosophy can still be applied, but instead of putting a book in the 

customer's hands, we could put the book or information in their smart device, since most 

library patrons use it nowdays. 

 

Conclusion 
 

To provide long-term support, libraries should continuously create and provide services that 

meet the expectations and realistic needs of users of library services. Instead of measuring the 

number of visits or the number of publications issued, public libraries should focus on 

measuring user satisfaction, examining the quality of the services they provide and the impact 

these services have on the community. These activities can only be achieved through the 

effective implementation of advanced technologies in the daily operations of the library. By 

automating certain or most daily library activities, librarians would have more time to devote 

to the needs of users, and users would in return receive complete information and better 

quality service. In order to achieve this, libraries should apply new business models, which 

are mostly based on the use of modern business strategies and information technologies. 
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Trends indicate that the new generation of integrated library systems, based on SaaS 

(Software as a service) technologies, will initiate a new migration of ILS systems and experts 

call them "platforms for library services". In essence, the predictions are that in the future, 

libraries will lease integrated library systems over the Internet or on an as-needed basis, in 

which case they will not need expensive infrastructure or technical staff. In the future, smart 

technologies will be an indispensable part of public libraries day to day operations. 
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Abstract 
 

As an especially important part of the chemical industry, the pharmacy industry provides the 

production of pharmacy resources, medicaments, and a lot of other things that serve human 

health protection. The importance of this kind of industry is crucial for human health and, 

related to that fact; products of this industry are under strict and detailed national and 

international regulations. The quality system must be established and functioning at an 

exceedingly high level. That demands strict, detailed, and precise synchronization of many 

production processes and procedures with principles from production practice. As can be 

seen, there are almost unlimited fields for appliances of modern technologies that Industry 

4.0 brings to the service of humans and human health. Realized changes are so great that 

future functioning cannot be imagined without basic principles of Industry 4.0, such as real-

time monitoring, smart factories, smart manufacturing, medicament robotization production, 

the influence of the Internet of Things, etc. All of the notes have brought a new concept in 

pharmacy - the Pharma 4.0 concept. This paper was written to show the influence of Industry 

4.0 in the pharmacy field, achieved benefits, innovative solutions, different smart 

manufacturing, transferring and storing of huge amounts of data, and data integrity and 

quality management in the form of one total new principle and concept - Pharma 4.0. 
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THE HISTORY CONCEPT O F PHARMA 4.0 

 

At the first degree of industrial manufacturing (model industry 1.0) related to the 

pharmaceutical industry, resources were strictly mechanics. The classic informational system 

didnôt exist. Complete manufacturing was based on individual work. The organization level 

of the manufacturing, processes, and similar was at the level of craft shop and to adaptive 

behavior (Pharma 1.0). The next degree of industrial manufacturing (model industry 2.0) 

related to the pharmaceutical industry purported electrical resources. The manufacturing 

processes were developed and under constant improvement. The organization level of the 

manufacturing, processes, and similar was at the level of the base principles of scientific 

management and the beginning of using science for industrial and manufacturing 

management (Pharma 2.0). The next degree of industrial manufacturing (model industry 3.0) 

related to the pharmaceutical industry purported digitalization and computerization. The main 

characteristics of this degree were connection with stable behavior (Pharma 3.0). 

Automatization also has appeared. Complete new degree purported new method of 

organization and realization. The most important thing is the visibility and transparency of 

data (Pharma 4.0). Complete new approach purported predictive behavior, with all necessary 

possibilities of adoption. Modern new technologies, the first-place virtual reality (VR), 

augmented reality (AR), Internet of things (IoT), and artificial intelligence (AI) present a base 

for complete transfer to the Pharma 4.0 concept [1, 2]. 

  

The Organisation Concept of Pharma 4.0 

Industry 4.0 had a great influence in many society and industry spheres. One of these spheres 

is Pharmacy. The influence of Industry 4.0 was and is so enormous that the new term for 

pharmacy can be adopted-Pharma 4.0. Essentially, the terms Industry 4.0 and Pharma 4.0 are 

the same. Every production organization in Pharmacy must: plan and track orders in real-

time; manage materials supplies and pharmacy production resources; realize online quality 

research; realize online resources and materials research; realize online management of 

pharmacy plants; on-line tracking of different and enormous data and their management etc. 

Terms such as digital pharmaceutical manufacturing, Pharma 4.0, smart pharmaceutical 

manufacturing, intelligent pharmaceutical manufacturing, and similar today present the same 

concept. It is obvious that in many different spheres, so as in the Pharmacy, separate 

automatic processes, procedures, robots, machines, computers, and similar are integrated into 

the unique digital system of the pharmaceutical industry.  

This system is managed with artificial intelligence (AI) techniques, principles and methods. 

New systems can be presented and observed as modern cyber-physical systems (CPS), with 

the presence of the Internet of Things (IoT), machine learning (ML), and cloud computing 

(CC). These systems are capable of multiple production and increase the quality of the 

products with very few bad effects, almost negligible, such as scrap production, losses, and 

similar. Modern ways of connections and networking provide real-time tracking and 

monitoring of all aspects and elements of manufacturing. The speed and efficiency of testing, 

examination, and obtaining results is almost unimaginable in comparison with the same speed 

a few years ago. The main concept of Industry 4.0 in the pharmaceutical industry is presented 

in Figure 1. 
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Figure 1: The main concept of Industry 4.0 in pharmaceutical industry 

  

This system is managed with artificial intelligence techniques, principles, and methods. 

Production, intelligence, communication, and networking enable the appliance of Industry 4.0 

in pharmacy. The main difference between the pharmacy production model and the model 

presented as the Industry 4.0 concept is in the transformation from automatic process control 

and reactive reporting about events to events prediction and their analysis through the whole 

supply and delivery chain. The automatic management system in the old concept determines 

what is wrong, while the Pharma 4.0 concept predicts what will be wrong and how to avoid 

it. Also, the management of production processes in pharmacy presents one of the main and 

most important differences. Reactive action and reporting present the features of today`s 

automotive processes. The process is tracked, with all of its parameters, where any kind of 

mistake or failure can be noticed by humans, in the sense of human reaction. Pharma 4.0 

presents a completely new approach in the sense of scraps, failures, mistakes, and other bad 

possibilities elimination. Related to the powerful and sensitive sensor systems, huge amounts 

of data from any kind of process can be collected. This data can be detailed and 

systematically processed and as a result, the whole processes or events can be predicted. This 

approach enables any kind of bad effects can be prevented in advance. In the framework of 

automated management, production planning, production and assembly, quality assurance, 

and packing with logistics are tracked and monitored, where any kind of mistake can be 

noticed, and after that, any reaction can be realized. In the framework of Pharma 4.0, 

production planning, production and assembly, quality assurance, and packing with logistics 

can be predicted, with precise manuals and directions on how, where, and when any kind of 
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mistake can be avoided.   The main differences between the present model of the 

pharmaceutical industry and the model represented as the concept of Industry 4.0 in 

Pharmacy are presented in Figure 2 [2,3]. 

  

  

Figure 2: The main differences between today`s model of pharmaceutical production and 

model presented as concept of Industry 4.0 in Pharmacy 

  

PHARMA 4.0 - Main Elements and Aims 

As presented in Figure 2, the main elements of Pharma 4.0 are cyber-physical systems (CPS), 

the Internet of things (IoT), and cloud computing (CC) with a hard boost of machine learning 

(ML) and artificial intelligence (AI) techniques, principles and methods. These elements must 

be connected and unified in one unique system. So, one of the most important aims is the 

creation of, so so-called, smart pharmaceutical factory. This factory should present one 

intelligent manufacturing ambient, where manufacturing resources, additional, and logistic 

systems are organized and supervised without human assistance or action. Modern and 

powerful conditions of networking enable smart, developed, and profitable manufacturing. 

The preparation of manufacturing is arranged at a new and high level. Factory processes and 

procedures are analyzed, tracked, and monitored in real-time to the smallest levels and 

details, such as, for example, manufacturing lines, machines, robots, regulations, regular 

standards, etc. Generally, a smart networked factory is characterized by: online tracking and 

monitoring of procedures, processes, robots, machines, and similar in the sense of regulation 

and potential right-timed changes; smart manufacturing without scrap, garbage, or errors; a 

significant increase of market; significant increasing of profit; maximal elimination of jams 
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and stops thanks to the help of smart maintenance and prediction; unification of all complex 

parameters and their tracking, monitoring, and prediction; realization of automotive 

operations related to analyse of huge information with complete elimination of all manual 

operations. Generally, these elements are presented in Figure 3. 

  

  
Figure 3: The most important elements of Pharma 4.0 in appliance 

  

Compliance with regulations and standards purports tracking and monitoring with bar codes, 

increasing incomes, and increasing market. Design a system for tracking and predicting 

complex business KPIs, analyzing large amounts of data to ultimately increase income. 

Elimination of unplanned occurrences purports the elimination of jams, stops, in generally, 

all potential unwanted situations that can endanger the system functioning; predictive 

maintenance; management with active and passive property; increasing of incomes and costs 

reduction. Elimination of manual processes purports automatic activities based on predictive 

and reactive information and cost reduction [2,4] 

  

Data Integrity  

Data presents crucial parameters for smart manufacturing in any industrial sphere, so as in 

Pharmacy. Of course, data must be transformed into a concrete informational context, 

understandable for users. The complete period of collecting, transferring, storing, processing, 

analyzing, visualization, and appliance of data presents their life cycle. One of the very 

important problems, not only in the Pharmacy, is the data integrity. Patients' data integrity 

was always complex and accessible to malversation. Data are generated with huge speed, in 

real-time, and in different formats. Their quantities are enormous and they must have the 

ability to be filtered and analyzed (with proper method or algorithm appliance). Many 

different organizations and institutions donôt have precisely defined processes data flows and 

directions. Pharma 4.0 purported data transfer in all directions with complete transparency 

and clear process flow related to data. Data integrity is very complex and purports not only 

the precise traceability of organization processes but also appropriate data quality, adequate 

data contents, and acceptance of the ALCOA (attributable, legible, contemporaneous, 
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original, accurate) principle. The processes must be precisely organized, defined, and 

flexible. Data integrity also demands strong and precise risk management with a strong 

critical opinion. An effective and flexible manufacturing system with all of the accompanying 

components and elements demands strong data flow with huge data availability but at the 

same time strong potential for data protection. Data are transferred continually between 

different information systems, cyber-physical systems, and their users. Also, data storage 

presents a very important and always actual problem; for example, during the life cycle of the 

process, related data can increase significantly. Today, with the use of cloud computing (CC), 

it is possible to store enormous amounts of data in a payable, flexible, highly available, and 

effective way. Huge amounts of data, generated from different sources, their understanding 

and manipulation in consultation with knowledge and experience present the most important 

thing in optimal decision realization. Through data analysis, related to understanding of 

developed model, designers can Ătranslate ñdifferent customersô demands into production 

characteristics and quality characteristics [5, 6]. 

  

Quality Management in Pharma 4.0 

Related to the known facts, today`s quality management strategy in pharmacy is based on the 

management of the individual processes that are key to providing the most important 

conditions and characteristics for the quality of the product and the realization of the designed 

quality of the product.  

This purports the strengthening of supply chain systems (SSCC) and strong control of quality 

(critical quality attribute CQA). This approach has good sides and advantages, but it also 

lacks. One of the most important lacks is the impossibility of management for different 

activities and occurrences with huge importance for so-called processes dissipation. Many 

processes have a lot of characteristics and parameters with a lot of known unknown and 

unpredictable variations that can be of great importance to production flow and production 

quality. These variations are numerous and hard to select and determine but also hard to 

predict (different disturbances; the presence of different impurities, obstacles, obstructions, 

perturbations, and similar; different influences, etc.). Many of them can be embedded in the 

material, function, process, or/and they can occur during the entire life cycle of the product. 

These variations are not the subject of consideration for the strengthening supply chain 

system. It is obvious that the strategy of quality management, arising from product 

development, must be improved in the sense of appliance in manufacturing. 

Quality management in Pharma 4.0 was based on the ICH Q10 (The International Council for 

Harmonisation of Technical Requirements for Pharmaceuticals for Human Use) model. In 

this model, the pharmaceutical quality system was integrated with four important elements: 

resources, information system, system of processes, and cultures. This unified model was 

called as holistic model ICH Q10 for Pharma 4.0. The manager`s responsibility, in the form 

of ICH Q10, purports tracking, analyzing, and proper reaction at every phase: pharmaceutical 

development, technology transfer, commercial production, and eventual production stoppage. 

Through the performance of processes and system of production quality tracking, elements or 

parts of pharmacy quality scheme such as corrective action, a system of preventive actions, 

management of changes, and management review are transformed in the qualified and 

available manpower, the integrated net of holistic values, management of holistic strategy in 

the lifecycle of the product and modern solutions of the communication and decision making 

[7]. New elements were made available by digitalization. The noted model combines the 
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production quality management strategy and production quality control strategy related to the 

whole lifecycle of the product. With data integrity, the holistic strategy of quality control for 

the complete lifecycle of the product was formed. Related to this model, important 

parameters were defined: critical quality attributes (CQA), critical parameters of the 

processes (CPP), and important material characteristics (CMA). These noted parameters are 

the most important parameters for a product`s design. On the other side, ICH Q12 identified 

noted parameters as established conditions to be followed by pharmaceutical quality systems 

and processes performance. The so-called Ămodel of established conditions (EC)ñ is 

presented in Figure 4. 

  

  

Figure 4: The model of established conditions (EC) 

In the management sense, the holistic concept of the pharmacy provides integration of all 

included models, processes, parts, units, and other elements with information technologies. In 

that way, decision-making is significantly increased, with information integrity and needed 

analyses. Also, the appliance of holistic strategy in the pharmaceutical industry in the sense 

of realization and accommodation with valid regulations and rules presents the crucial factor 

for the lifecycle management of pharmaceutical products, an adequate approach based on 

risk, and precisely defined business and pharmaceutical processes [8,9]. 

  

Conclusion 

It is an obvious fact that Industry 4.0 has been involved in pharmacy and created one new 

model and concept - Pharma 4.0. This model was defined from Industry 4.0 through the 

special operative model for pharmaceutical productions. Of course, it purported involving 

and use of the best examples related to health regulations; designing of totally new 

connections between industry, law and regulations, healthcare, production, organization, a 

new level of cultural cooperation, and all other important elements. The benefits of the 

appliance of Pharma 4.0 are numerous and huge, as it was noted in the previous text. It is a 

fact that the level of Pharma 4.0 is not the same, from country to country and it demands 

digital maturity and compliance between key elements, but also the prerequisite that 

pharmacy quality schemes and controlled manufacturing systems, processes, and products are 
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established. That new level purports and provides a holistic approach for designing and 

management procedures, processes, business and manufacturing units, and other important 

elements and parameters important for manufacturing process, production, and quality. 

As the lack of Pharma 4.0, the business risk and staff employment were noted as real and 

sensitive things. Generally, staff employment presents a potential future problem for the 

whole of Industry 4.0. Related to many studies, many professions will disappear or they will 

be changed with robots, machines, and artificial intelligence. So, it is of course a present and 

future Ăburning ñproblem that must be solved continuously and rationally [10]. 

It is also important to note that many studies consider that Pharma 4.0 is not necessary and 

that presents a concurrent advantage, related to digitalization, which is necessary. 
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Abstract 
 

The significance of the development of genetic algorithms and machine learning is inevitable 

today. All engineering solutions used in the construction of smart cities must contain an 

artificial intelligence component in their software part. The work deals with the needs of 

designers during the development of smart cities and the current opportunities offered by the 

market. 

 

Keywords: genetic algorithms, machine learning, artificial intelligence, smart cities, neural 

networks 

 

Theoretical consideration 

 

Genetic algorithms and machine learning become the basis of all implemented solutions used 

in the concept of smart cities. The development of algorithms conditions the development of 

IoT solutions that influence the faster development of living conditions. In response to the 

ongoing urbanization trend seen around the world, a phenomenon known as smart cities has 

emerged. In smart cities, new technologies are carefully woven into the fabric of urban life to 

modify many aspects of daily life. This is done to make the city more sustainable.[1]  

According to the authors [2] one of the most important aspects of their smart city is 

sustainable development, because cities use 75 percent of global energy production and 

produce 80 percent of CO2 emissions. The approach proposed in this paper is designed to 

improve energy efficiency and harmonious use of supplies. Using PV integrated and energy 

efficient built environment as well as smart grid technologies, the authors [3] investigated the 

appropriate land use in the city surroundings. They argued that the city's compact urban 

structure reduces the electricity needs of city residences. As in the field of green and 
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sustainable science and technology, the authors [4] characterized their smart city as an 

environmentally responsible and resource efficient urban area. A sustainable community, the 

article claims, must maximize the allocation of resources while still providing a good quality 

of life. Therefore, they used simulation modeling to analyze the technological and political 

implications of smart solutions. The authors [5] proposed a model of a city with a good road 

network and cost-effective smart traffic lights and signals; they came up with a hybrid model, 

which included cellular automata and neural network models. Having concentrated on 

computational theories within theoretical computer science, this paper was published in the 

Journal of Computational and Applied Mathematics. Studies on smart city applications in the 

context of economic growth, social connections and leadership challenges have been 

published in business and government publications [6] . One study [7] focused on 

establishing a paradigm for regional and administrative cooperation. According to the study, 

smart cities must invest in resources providing wealth and pleasure, as well as enabling 

companies. In the end, intelligent residents must contribute to the city with their knowledge 

and new ideas. 

The number of definitions depending on the years is shown in Figure 7. From 2012 to 2021, 

there is an increase in definitions, as illustrated in Figure 7. Furthermore, following the 

definitions in Table 2, the idea of a smart city is moving away from energy. - concerns about 

sustainability and towards the integration of information technologies. 

 

 

 
Figure 7 Between 2012 and 2021, the number of smart city definitions in journal publications 

in Q1 and Q2. 

 

Machine learning (ML) is a field of study in artificial intelligence that deals with the 

development and study of statistical algorithms that can learn from data and generalize to 
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unseen data and thus perform tasks without explicit instructions.[8] Recently, artificial neural 

networks have been able to outperform many previous approaches in performance.[9] 

ML finds application in many fields, including natural language processing, computer vision, 

speech recognition, email filtering, agriculture, and medicine.[10][11] When applied to 

business problems, it is known as predictive analytics. Although not all machine learning is 

statistically based, computational statistics is an important source of methods in this field. 

 

The mathematical foundations of ML are provided by mathematical optimization methods 

(mathematical programming). Data mining is a related (parallel) field of study, which focuses 

on exploratory data analysis (EDA) through unsupervised learning.[12][13]. 

From a theoretical point of view, probabilistically approximate (PAC) learning provides a 

framework for describing machine learning. Genetic algorithms (GA) are adaptive heuristic 

search algorithms that belong to the majority of evolutionary algorithms. Genetic algorithms 

are based on the ideas of natural selection and genetics. These are the intelligent exploitation 

of random searches with historical data to direct the search to a region of better performance 

in the solution space. They are typically used to generate high-quality solutions to 

optimization problems and search problems. 

Genetic algorithms simulate the process of natural selection, which means that those species 

that can adapt to changes in their environment can survive and reproduce and pass on to the 

next generation. In simple terms, they simulate "survival of the fittest" among individuals of 

successive generations to solve the problem. Each generation consists of a population of 

individuals and each individual represents a point in the search space and a possible solution. 

Each individual is represented as a character/integer/float/bit string. This sequence is 

analogous to a chromosome. 

 

Application in Smart Cities 

 

Afundamental  aspect  of  smart  cities  is  the  implementation  of  intelligent  transportation 

systems,  which  optimize  vehicle  routing  to  minimize  congestion,  reduce  travel  time,  

and enhance overall efficiency. Evolutionary algorithms have gained prominence as effective 

tools for addressing complex optimization problems in smart transportation systems[14]. One 

of the models for improving vehicle routing in smart cities using evolutionary algorithms, 

with special emphasis on the Hybrid Harris algorithm of Hawks Optimization (HHO)[15]. 

The HHO algorithm is a gradient-independent optimization technique inspired by the 

cooperative behavior and agile pursuit of Harris's hawks in nature, known as the "sudden 

strike". [16]  

Following the evolution of big data collection, storage, and manipulation techniques, deep 

learning has drawn the attention of numerous recent studies proposing solutions for smart 

cities. These solutions were focusing especially on energy consumption, pollution levels, 

public services, and traffic management issues. Predicting urban evolution and planning is 

another recent concern for smart cities. According to the achieved simulations, deep learning 

enhanced by evolutionary optimizers can be an effective and promising method for predicting 

urban evolution of future smart cities. [17]  

Development of neural models networks that will be applied for optimization control 

parameters of boilers with automatic ignition can lead to a significant reduction in fuel 
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consumption and increase in fuel level usage. [18] This can also find application in smart 

cities as one of the models that would reduce pollution and increase the standard of living 

Genetic algorithm (GA) and Teaching-Learning-based Optimization (TLBO) are utilized for 

each phase to create a set of suitable timing scenarios. The Technique for Order of Preference 

by Similarity to Ideal Solution (TOPSIS) method is used to identify the best scenario, 

considering both waiting vehicles and traffic capacity as decision criteria. Its efficiency has 

been demonstrated over three different traffic volumes. Also, in a real-world implementation, 

its practical capability has been approved at a crossroads in Mashhad, Iran. The simulations 

indicate the improvement in the number of vehicles waiting behind the crossroad and the 

traffic capacity by 10% and 6.76% compared to the existing signal timing of the studied 

intersection, respectively. [19]  

In addition to these statements, examples of the use of Genetic Algorithms and Machine 

Learning are numerous. Although the neural network model was illustrated in the middle of 

the twentieth century, it is experiencing its full expansion only today. Neural networks have a 

very wide application, both in complex security systems, improving the quality of life 

through applications used in everyday life, and in industrial plants. [20] All these applications 

find increasing application in environmental protection and responsible living in modern 

urban environments such as smart cities.  

 

Conclusion 

 

The development of urban areas represents one of the most important spheres today, and the 

development itself is impossible without the application of modern models of artificial 

intelligence and machine learning. Today, when an increasing number of people live in cities 

with a high rate of population, smart technologies are inevitable in order to ensure living and 

working conditions that befit a person. Machine learning provides not only benefits through 

predicting the parameters to be measured, but also models for the further development of 

smart cities. The number of papers written on this topic is growing and it is impossible to 

guess how long it will last, since new algorithms are born almost on a daily basis, and 

existing ones are improved.  
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VETSOL - ENERGY ISLAND IN TRAFFIC  
 

Emil Peiĺ Tukuljac69; Zoran Aniġiĺ 70 

 

Abstract 
 

The application of sophisticated technical solutions makes it possible to increase security in 

modern, smart cities. VETSOL represents an energy island that should enable the 

achievement of self-sustainability in the field of traffic and structures that enable the lighting 

of intersections and road sections, support of light signaling, video surveillance of main 

highways and their intersections, as well as the distribution of information necessary for 

optimizing traffic in smart cities. VETSOL is a hybrid, energy structure that should enable 

the rational use of renewable and alternative energy sources, and is based on a wind generator 

that can drive the wind or the movement of air masses created by traffic, as well as a 

photovoltaic panel that increases the efficiency of the wind generator, and at the same time 

converts solar energy into electricity energy. The accumulated energy of the VETSOL plant 

provides a backup for the traffic signal system, provides better visibility of road sections and 

intersections by lighting them, powers video surveillance, which provides insight into the 

dynamics of traffic on certain sections, and at the same time helps to shed light on the causes 

of accidents. VETSOL is designed to support island operation as well as a networked global 

surveillance system. VETSOL combines several technical solutions that have proven to be 

successful in urban environments. 

 

Keywords: smart cities, traffic, green energy, solar panels, wind generators 

  

Introduction  

  

These ñsmart citiesò are designed to make it easier for citizens and visitors to navigate traffic, 

access essential services, use energy efficiently and much more. Increasingly, technology 

isnôt just impacting our workplaces and personal livesðitôs being leveraged across entire 

cities to improve and enhance a variety of public services and functions. One promising 
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smart-city technology is the integration of Internet of Things devices with AI-driven traffic-

management systems. These systems can significantly reduce congestion, optimize transit 

efficiency, and lower greenhouse gas emissions by analyzing real-time traffic data and 

coordinating traffic signals [1]. 

Smart cities can only live up to their name if they employ smart grids for energy 

sustainability. Smart grids can effectively rationalize the distribution of power in a grid, 

personalize energy distribution according to usersô past behaviors and patterns, and instantly 

detect anomalies that can foreshadow a potential outage. Supply and demand become 

efficiently balanced and optimized.  

One emerging smart-city technology is the integration of distributed energy resources with 

advanced clean-energy grid-management systems such as solar panels and wind turbines. By 

using these resources alongside advanced management systems, cities can facilitate more 

efficient energy usage, avoid power outages and help citizens lead happy lives. 

Nearly every aspect of human life has been digitized, yet bridges, tunnels, electrical and 

water grids, sewers, and other real-world infrastructure has been largely untouched by digital 

transforma-tion due to the lack of a crucial element: low-power, low-cost wireless sensors 

that can act as a seamless link between machine learning and artificial intelligence and the 

physical world. 

  

  
Figure 1. Signaling supply system with photovoltaic panel 

  

Existing smart city traffic support systems rely on grid power, and in rare cases some of the 

signaling is based on renewable energy sources as shown in the previous figure 1. 
  

SMART SOLUTION FOR SMART CITIES  

  

Rational use of each component within the energy island increases the efficiency of energy 

use and reduces undesirable effects [2]. 

This solution implies not only the lighting of road sections and intersections but also 

individual monitoring of each lighting element. Using smart lighting (Figure 2): 

- Increase the visibility of people and objects, 

- Increase the conspicuousness of signaling elements, 
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- Increase the safety of drivers and pedestrians, 

- Gains greater reliability and security due to permanent monitoring, 

- The system is easy to maintain due to self-diagnostics, 

- Individual monitoring of groups of lighting components reduces operating costs 

- Enables periodic dimming of lighting intensity, which reduces energy consumption. 

  

    
  

Figure 2. a) ZigBee node Ballast independent light sensor  b) 3G modem light sensors 

VETSOL AND ADVANTAGES OVER EXISTING SOLUTIONS  

  

Realized models show how the geometry and structure of VETSOL affects the use of 

renewable and alternative energy sources (Figure 3). A vertical axis wind generator converts 

wind energy into electrical energy. The wind turbine is a base for applying a flexible 

photovoltaic panel and also represents a solar panel. Air deflectors increase the efficiency of 

the wind generator directing the air towards the active side of the turbine. The air deflector is 

a solar panel with two faces that can be fixed or adjusted (orientated) so that it helps the wind 

generator as much as possible or orients the photovoltaic panel so that solar energy is used to 

the maximum. The configuration of VETSOL is suitable for installation at intersections so 

that it can use air masses whose movement is initiated by the movement of the vehicle. On 

top of VETSOLA, there can be an additional panel for power generation or a screen that 

provides support in traffic regulation, or the same configuration can be placed in the place 

where it represents an informational advertising system. If the camera is placed on top of the 

device that powers it, monitoring of dislocated sections of the road is ensured. Essential unit 

is a microcomputer that enables the collection, processing and sending of information. With 

the presence of a wireless interface we complete the structure. 

VETSOL introduced emerging smart-city technology that integrate a distributed energy 

resources with advanced clean-energy grid-management systems such as solar panels and 

wind turbines. The use of Vetsol devices leads to the harmonious use of wind and solar 

energy with a significant increase in the efficiency of the use of renewable energy sources 

compared to typical solutions that consider only one type of energy conversion into 

electricity. The possibilities of their parallel use with mutual support are considered here, 

which will be recognizable in the offered solution. 
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Figure 3. VETSOL device 

  

Here, not only the possibility of using several forms of renewable energy sources is 

considered, but also the way of their mutual support and integration into one rational device. 

VETSOL combines the possibility of using wind energy, solar energy and the energy of air 

masses moved by traffic. It is realistic to expect that at least one of the mentioned sources 

will be available, which gives us stability in supplying energy to the environment in which 

the device itself is installed, namely busy roads. Especially emphasize the advantages of the 

dual energy generation system. 

VETSOL supports multiple smart technologies that enable: 

- Rational energy accumulation ï smart charger 

- Full control of every lighting element in the environment - smart lighting 

- Distribution of relevant traffic data to every vehicle in the area - smart monitoring and 

guidance 

- Integration of distributed energy units with the standard grid - smart energy 

VETSOL tends to achieve direct communication with the development of a communication 

interface for the distribution of information to all vehicles such as: Signal Phase and Timing 

Information. Emergency Vehicle Priority. Green Light Optimal Speed Advisory. Imminent 

Signal Violation Warning. Traffic Light Prioritization,  ï smart communication 
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CONCLUSION 

  

The VETSOL device has a wide range of applications, and we will mention only some 

possibilities of its application in traffic: 

As with the previous device, with the electricity generated on the mentioned device, we 

enable: 

Power supply for lighting roads and intersections, and it also has a SMART LIGHT option 

that ensures controlled lighting of each lighting fixture. Backup signaling system support in 

case of power failure. Power supply support for auxiliary signaling devices (information 

panels, warning signs, danger signs). Expansion with a new connection with each vehicle for 

easier monitoring of the situation at the intersection encountered (recommended speed for 

passing through a green light without stopping, encountering a priority vehicle, conditions at 

the intersection, dynamics of traffic flow, other recommendations). Support for video 

surveillance work, which enables insight into the flow of traffic, as well as the inspection of 

vehicles that commit violations or have been involved in traffic accidents. Help with watering 

the plants located on the traffic island. 

- Information system and communications support for future autonomous vehicles. 

- Power supply of electric buses at the stop, especially at the end stations (turnpikes). 

- Use for electrical power supply of lighting, with the fact that the entire construction is 

realized as a sound wall to protect the inhabited part from traffic noise. 

- Power supply of advertising panels in the immediate vicinity of roads. 
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MULTI -OBJECTIVE MATHEMATICAL OPTIMIZATION IN THE 

SMART CITY SUPPLY PLANNING PROBLEM  

 
Sonja Djukic Popoviĺ71 

 

Abstract 
 

The mathematical model of multi-objective decision-making is of key importance for the 

development of the smart city model. Today's accelerated development of information 

technologies is closely related to the development of mathematical models. This paper deals 

with the problem of smart city supply planning and a mathematical model that could describe 

that supply. 

 

Keywords: mathematical optimization, smart city, mathematical model, information 

technology, supply 

 

Introduction  

 

Multi -objective optimization (MOO) is encountered in everyday life in fields such as 

mathematics, engineering, automotive and many others. Different types of MOO problems go 

along with alignment methods, global criterion method, weighted sum method, Ů-constraint 

method, etc. Some of the IOC calculation methods show that complex solving methods and 

diff icult mathematical equations are used. 

In response to the ongoing urbanization trend seen around the world, a phenomenon known 

as smart cities has emerged. In smart cities, new technologies are carefully woven into the 

fabric of urban life to modify many aspects of daily life. This is done to make the city more 

sustainable. [1] One of the most significant obstacles that cities have to face is the 

optimization of all segments of life. This need is gaining importance as the demand for 

optimization solutions that are not only efficient but also comprehensively applicable 

continues to grow. As the number of people living in urban areas increases, there is an 

increasing need for living conditions that are carefully planned, adaptable and intelligent.[2]  

What gives this imperative its importance is the multiple impact it has on the economic 

vitality, health, environment and overall well-being of the urban population. This is what 

makes mathematical optimization so applicable in this segment of urbanization. In the never-

ending quest for economic vitality, smart cities recognize the very important role played by 

an optimized lifestyle and work.[3] Smart cities aim to minimize the amount of wasted time 
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and stress associated with daily travel by streamlining processes among its residents. In turn, 

this leads to an urban economy that is not only more vibrant, but also more dynamic.[4] 

Mathematical modeling, as a methodology used in various scientific fields, has a great impact 

on the sustainable development of smart cities, improving living and working conditions. 

Because of all its benefits, it continuously motivates scientists to develop and devise new 

models that correspond to more realistic situations and the current state of society. In this 

paper, attention is focused on the presentation of the mathematical optimization model and its 

possible application in the concept of smart cities. 

 

Applied solutions 

 

Since the birth of the idea of smart cities, we have had a great race of science and technology. 

Numerous questions arise, especially which already existing solutions can be implemented 

and which can be improved. There is a constant development of intelligent solutions that 

imperceptibly creep into every pore of life. From the first smart house to the first smart city, 

about a quarter of a century has passed. Today, we aspire to introduce smart solutions into the 

existing infrastructure and improve all forms of life and business. Examples of mathematical 

optimization are numerous and cannot be presented in one article. Here we will highlight a 

few ubiquitous applications. 

In smart cities, new technologies are carefully woven into the fabric of urban life to modify 

many aspects of daily life. This is done to make the city more sustainable. One of the most 

significant obstacles that city centers have to face is the optimization of the public transport 

network. The demand for transport solutions that are not only efficient but also good for the 

environment continues to grow. As the number of people living in urban areas continues to 

grow, there is an increasing need for public transport that is carefully planned, adaptive and 

intelligent.[2] In the never-ending quest for economic vitality, smart cities recognize the very 

important role played by an optimized public transport infrastructure.[3] By promoting the 

use of environmentally friendly vehicles, investing in alternative energy sources and strategic 

planning of transit routes, the goal of smart cities is to reduce the negative impact that urban 

mobility has on the environment. The successful completion of this goal is achieved through 

the implementation of smart city projects.[5] As a direct result of such improvements, people 

living in the neighborhood will find that the air they breathe is cleaner and their living 

conditions will improve.[1] 

Basic concepts and principles of multi-criteria optimization methods and approaches to 

multiple criteria decision-making are the basis of all solutions in the development of smart 

cities. The algorithms used are classified based on the role of the decision maker, and four 

different classifications are made. Algorithms such as the weighting method, the epsilon 

constraint method, the scalarization function method of achievement, and the normal cutoff 

method. Basic concepts and principles of multi-criteria optimization methods and approaches 

to multiple criteria decision-making are the basis of all solutions in the development of smart 

cities. The algorithms used are classified based on the role of the decision maker, and four 

different classifications are made. Algorithms such as the weighting method, the epsilon 

constraint method, the scalarization function method of achievement, and the normal cutoff 

method. The current trends of urbanization and growing economy bring with them increasing 

levels of traffic congestion and city authorities have to come up with new strategies to solve 

such problems. Multi-level distribution is already a well-known strategy used by companies. 
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An example of the application of optimization solutions in traffic is two-echelon vehicle 

routing (2E-VRP) and reflects the perspective of one provider, regardless of the routing 

decisions of other parties.  The lack of coordination between providers executing their 

individual schedules and, consequently, the lack of a holistic approach to urban transport can 

cause further problems. In addition, different stakeholders (government, businesses, 

residents) may have conflicting goals. In the paper, Eitzen presents the first multi-objective 

formulation of a heterogeneous multi-provider (or multi-commodity) vehicle 2E-VRP, from 

the perspective of city administration in the context of the urban goods movement, 

demonstrating with didactic examples the potential benefits of this approach to all involved 

parties, while taking into account potentially conflicting goals.[6] 

Citizens are becoming more aware of the Internet of Things (IoT), which is a growing 

network of digital sensors, smart gadgets, and smart home appliances, and prompt attention to 

any of these technologies may enrich people's quality of life. For instance, in the near future, 

long-lasting batteries, which are now being developed, will be capable of a lot of work and 

will be able to charge themselves using daylight, temperature, or motion [7]. This is a perfect 

ill ustration of the solutions, which are now being developed for smart cities. Furthermore, 

each city's smart city goals and major implementations are unique, and these smart gadgets 

and systems will continue to be employed in the future. [8] 

 

Given the growing population in metropolitan areas, it is difficult to provide adequate 

services and environmental requirements. As a result, mathematical optimization models 

could not be applied without IoT technology. These technologies are considered a promising 

tool for establishing a functional smart city [9, 10]. Despite the fact that designing an IoT 

architecture is a difficult endeavor, this information management technology is really widely 

used in smart cities. In this platform, a wide range of gadgets, network layer solutions and 

applications, connected with mathematical models, must be used.[11] Furthermore, those 

solutions should be adaptable to different intelligent locations[12]: floating cities, which are 

very common and range from cities and islands floating on water to those that would float in 

the planet's atmosphere, and smart cities are emerging as a kind of smart environment on the 

planet. 

 

Pareto model 

 

The problem of decision-making in the IOC enables a compromise (tradeoff) on some 

contradictory issues. The IOC was introduced by Vilfredo Pareto. There is an objective 

function vector in MOO. Each objective function vector is a function of the solution vector. 

In IOC, there is not one best solution for all purposes, but several solutions. 

 

Mathematically, the equations of the MOO problem can be written as follows [13]: 

 

min/max f1(x),f2(x),...,fn(x)    (1) 

subject to:  xɴ U, 

 

where x  is solution, n  is the number of objective functions, U  is feasible set, fn(x)  is n th 

objective function, and min/max is combined object operations. 
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In the MOO, there is a multi-dimensional space of the objective function vector and the 

decision variable space of the solution vector. In every x solution in the decision variable 

space there is a point on the objective function space. The mapping between the solution 

vector and the objective function vector can be seen in Figure 1.[14] 

 

 

 

 

 

Figure 1. Mapping solution space and objective function space. 

 

Given this mapping, the convexity of a solution space and an objective function space is 

crucial in determining the problem-solving algorithm. If the MOO problem is convex, then 

there are many algorithms that can be used to solve the problem well. MOO problems are 

said to be convex if all the objective functions and solution area are also convex. Meanwhile, 

the objective function is said to be convex if it satisfies the following equation: [15]  

 

    (2) 

 

with x, y domain f and value which is 01. To understand Equation (2) better, it is inferred that 

the line between (x,f(x)) and (y,f(y)) that runs between x to y is above the f graph. This can 

be seen in Figure 2. 

 

Figure 2. Convex function. 
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The solution of the MOO problem can be classified into two namely the Pareto method and 

scalarization. [16] The Pareto method and scalarization are different. The Pareto method is 

used if the desired solutions and performance indicators are separate and produce a 

compromise solution (tradeoff) and can be displayed in the form of Pareto optimal front 

(POF). Meanwhile, the scalarization method is a performance indicators component that 

forms a scalar function which is incorporated in the fitness function. [17] 

Mathematically, the MOO problem using the Pareto method can be written as follows [13]: 

 

f1,opt=min f1(x)f2,opt=min f2(x)..fn,opt=max fn(x).   (3) 

 

The Pareto method keeps the elements of the solution vectors separate (independent) during 

optimization and the concept of dominance is there to differentiate the dominated and non-

dominated solutions. The dominance solution and optimal value in MOO are usually 

achieved when one objective function cannot increase without reducing the other objective 

function.  

The scalarization method makes the multi-objective function create a single solution and the 

weight is determined before the optimization process. The scalarization method incorporates 

multi-objective functions into scalar fitness function as in the following equation [18]: 

 

F(x)=w1f1(x)+w2f2(x)+é+wnfn(x).   (5) 

 

The weight of an objective function will determine the solution of the fitness function and 

show the performance priority.  

The selection of relays on ad hoc networks with MOO uses the Pareto method.[13] The 

problems to be optimized are the criteria used are throughput, load balancing, power 

consumption. The ad hoc network model that is used is a model outside the building and 

inside the building.  

The next application of the scalarization method is the creation of a simple and easy-to-

understand cooperative protocol with multi-objective criterion that takes into account the 

*sourceïdestination (SïD) conditions with the amplify and forward method.[13] In addition, 

this cooperative diversity protocol guarantees full diversity based on three objective criteria. 

These criteria are signal-to-noise ratio, power consumption, and load variance. 

 

Conclusion 

 

Problems in IOC are numerous and can be found in various areas of human life. Their 

application to the concept of smart cities is incalculable. New applications are found every 

day, but the question is whether with the development of computing, everything will come to 

the fore or if it will be overcome after just a few hours. There are many methods to solve the 

IOC problem. If we consider the generality of the application of the IOC, there are two 

conclusions. First, there are two MOO methods that do not require complex mathematical 

equations so that the problem becomes simplified, namely Pareto and scalarization methods. 

In the Pareto method, there are dominant solutions and non-dominated solutions that can be 

described in POF. A non-dominated solution is obtained through a continuously updated 

algorithm. The scalarization method creates multiple objective functions into a single 
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solution, and the weights are determined first. The weights of the scalarization method are 

equal weights, ROC weights, and RS weights. Second, the solution from the Pareto method is 

a performance indicator that forms the MOO separately and produces a compromise solution 

and can be displayed in the form of a POF.  

Further research will lead to new possibilities of applying these and other IOC methods to all 

concepts of life, in order to improve living conditions, preserve the environment and better 

use all resources.  

MOO or multi-objective optimization refers to finding optimal solution values for more than 

one desired objective. The motivation for using MOO is that it does not require complicated 

equations, thereby simplifying the problem. [19] Due to its convenience, this optimization 

model can be approached not only by engineers, but also by economists and lawyers who will 

recognize the importance of investing in this segment of mathematics in their decisions. 
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Abstract 

 

The main goals of the development of smart cities are to improve the quality of life of 

citizens, to improve energy efficiency and to reduce the emission of greenhouse gases. The 

use of modern technologies, such as wireless networks and Internet-based applications, has 

made smart cities a reality. The development of wireless communication technologies 

enabled the application of the Internet of Things (IoT) concept. IoT technology is key for 

development of smart cities because it has made it possible to connect all devices and city 

infrastructure via the Internet. The goal of the research was to review wireless technologies in 

Wireless Personal Area Networks (WPANs) for IoT applications. The characteristics of 

Bluetooth, ZigBee and Z-Wave technologies, their application in the IoT concept, advantages 

and disadvantages are analyzed. The aim of the research was to compare these three 

technologies in terms of speed, coverage, energy efficiency, accessibility, cost and network 

capacity. 

Keywords: Bluetooth, ZigBee, Z-Wave, WPAN, Internet of Things (IoT)  

 

INTRODUCTION 

In recent decades, cities have been facing numerous problems such as pollution, difficult 

access to infrastructure, traffic jams, poor mobility, endangered safety and health of residents. 

It is known that today over 55% of the world's population lives in urban areas [1], and that by 

2050 that percentage will increase to over 70% [1, 2]. Numerous scientists and researchers 
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have been working intensively for years on the development of technologies that will change 

the way cities function. 

Smart cities can be viewed as ecosystems of smart solutions in which actors and stakeholders 

dedicated to sustainable development are gathered and in which new technologies are used to 

achieve sustainability goals (economic, social and environmental aspects of development) 

[1]. Smart cities imply the concept of a city that is completely connected and equipped with 

technology with the aim of improving the lives of residents. 

According to research, the implementation of the smart city concept can annually reduce the 

emission of harmful gases with the greenhouse effect by 10-15%, as well as the amount of 

solid waste per person by 10-130 kg [1]. Also, it is possible to achieve a lower crime rate of 

up to 40%, to increase support for sick people by 8-15%, to save 25-80 liters of water per 

person in one day and to achieve 20-35% faster times emergency response [2]. In order to 

achieve these results, it is necessary to have three levels of smart technologies that build on 

the existing technical and social infrastructure. The first level is a network of connected 

devices and sensors. The second level is represented by smart applications and data analysis 

that are used to transform raw data into notifications, alerts, conclusions and specific actions. 

The third level implies the widely accepted use of applications in cities, the business sector 

and among citizens, with efficient data management, which results in a quality decision-

making process and changes in behavior patterns [1].  The latest IoT Analytics report shows 

that the number of global IoT connections grew by 18% in 2022 to 14.3 billion active IoT 

endpoints [3]. Research indicates that there will be at least 88 smart cities by 2025, because 

those cities already have urban development plans made until 2025 [2]. 

The key technology for the development of smart cities is the Internet of Things, which has 

made it possible to connect all devices and city infrastructure via the Internet. The IoT 

concept implies the communication of all devices that can be connected to the network, 

which function based on the data they receive from each other, using built-in sensors, 

processors and communication hardware. The application of IoT enables the monitoring and 

management of resources such as energy, water, traffic and waste in real time. In this way, 

efficient use of resources is enabled.  

The paper analyzed wireless communication technologies eseential for development of 

wireless personal networks in smart buildings. A comparative review of three technologies 

was performed: Bluetooth, ZigBee and Z-Wave. Their characteristics, application, 

advantages and disadvantages are analyzed. A comparison of these three technologies was 

made regarding speed, coverage, energy efficiency, accessibility, cost and network capacity. 

  

THE IMPORTANCE OF WIRELESS COMMUNICATION TECHNOLOGIES IN THE 

DEVELOPMENT OF THE IoT CONCEPT 

The development of smart cities sets very specific requirements for wireless communication 

technologies in terms of connection stability, data transfer speed, effective use of the 

frequency spectrum, low consumption, etc. Wireless technologies make it possible to connect 

a large number of different IoT devices to the Internet without the need for physical cables. 

IoT implies the use of sensors and the application of wireless communication technologies in 

all types of physical objects. IoT, among others, includes: traffic congestion sensors, water 

level monitoring, parking space applications, waste management sensors, fire detection 

sensors, energy monitoring, surveillance cameras, lighting control, etc. 

Some of the basic roles of wireless communication technologies in the IoT system are: 
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¶ Device connectivity ï Wireless technologies allow various IoT devices to connect to 

the Internet. This way, the exchange of data between devices is enabled, as well as the 

exchange between devices and central systems for data processing and analysis. 

¶ Mobility ï Wireless technologies enable IoT devices to be mobile and communicate 

across locations. 

¶ Low power consumption ï Some of the wireless technologies, such as ZigBee and 

LoRaWAN, are optimized for low power consumption. This feature makes them 

suitable for IoT devices that run on battery power or in applications where battery life 

is extremely important. 

¶ Scalability - The application of wireless technologies allows for easy addition of new 

devices to the IoT network without the need for physical modifications to the 

infrastructure. This way, the rapid growth and scalability of the IoT system is enabled. 

¶ Flexibility - The application of wireless technologies does not require the installation 

of cable infrastructure, which allows for great flexibility in the implementation of IoT 

systems. This facilitates the implementation of IoT solutions in various environments, 

including urban and rural infrastructure. 

¶ Interoperability ï The integration of different wireless technologies enables 

interoperability between different devices in an IoT system. This is of great 

importance for the implementation of solutions that use a combination of different 

sensors, devices and platforms. 

  

INTEGRATION OF WIRELESS NETWORKS WITH IoT DEVICES 

 

In accordance with the division of smart city networks, which are divided into: WPAN - 

Wireless Personal Area Network, WLAN - Wireless Local Area Network and WMAN - 

Wireless Metropolitan Area Network, wireless communication technologies can be classified. 

In order for IoT devices to function optimally, it is necessary to apply appropriate 

communication technologies. 

WMAN technologies are based on IEEE 802.16 standards. Technologies that are most in use 

are WiMax, LTE, LTE-A, LoRaWAN. In smart cities, they are applied for wireless Internet 

access in wider areas, for connecting remote sensors and devices, smart water supply 

management, connecting mobile vehicles and devices, monitoring energy consumption, etc. 

WLAN technologies are based on IEEE 802.11 standards. In smart cities, they are used to 

monitor public spaces, monitor public transport, smart lighting, manage energy consumption, 

etc. 

WPAN is based on the IEEE 802.15 standard. WPAN networks play a significant role in the 

management of various IoT devices, their control and automatic connection. They are used in 

smart homes to control lighting, heating, air conditioning and security systems. It can also be 

used in industry to monitor production processes, monitor inventory and manage logistics, 

etc. Typical examples of WPAN technologies are Bluetooth, ZigBee, Z-Wave, which differ 

the most in terms of complexity and degree of security. Some other WPAN technologies are: 

WirelessHart, ISA100.11a, 6LoWPAN, Wibree, Insteon, Wavenis, ANT+, Enocean and 

CSRMesh [4]. 

Figure 1 shows a graphic representation of the range of networks in smart cities with 

associated technologies. 
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Figure 1: Wireless access geographic coverage 

Wireless technologies in WPAN networks support point-to-point, star, and mesh topologies. 

The simplest form of wireless network topology is a point-to-point network in which nodes 

communicate directly with a central node. In the star topology, which is shown in Figure 2a, 

there is one gateway node to which all other nodes are connected. Nodes can only 

communicate with each other via the gateway. Node messages are relayed to a central server 

via gateways. Each end node transmits the messages to one or multiple gateways. The 

gateway forwards the messages to the network server, where redundancy, errors, and security 

checks are performed [4]. The network implemented in this way is fast and reliable. Faulty 

nodes in the network can be easily identified and replaced. However, in the event of a 

gateway failure, all nodes connected to it are unavailable. The elements of the mesh topology, 

which is shown in Figure 2b, are sensor nodes, gateway nodes and sensor-cum-routing nodes 

[4]. A gateway is a complex device that is the root of the network tree and enables connection 

to other networks. In every network there is one gateway that stores network information. A 

sensor-sum-routing node is an optional element that routes traffic in the network. It has 

routing tables and assigns addresses to end devices. When it successfully delivers a message 

to an end device, it updates its best-path records to help route requests in the future. A sensor 

node communicates with a parent node, routing node or gateway, but cannot communicate 

with other devices. This type of device consumes less energy than the previous two types. 

The advantages of this topology are availability of multiple routes for reachability, 

simultaneous up/downstream transmissions, easy scalability of the network, and capability of 

self-healing [4]. The disadvantages of this topology are an increase in the complexity of the 

network, an additional latency due to the increased number of hops in the network, and an 

increase in the cost of implementing this topology. 
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Figure 2: (a) Star topology, (b) Mesh network topology 

  

OVERWIEV OF WIRELESS TECHNOLOGIES IN WPAN  

Basic Features Of Bluetooth 

The most common standard in WPAN network is IEEE 802.15.1 with the commercial name 

Bluetooth. Bluetooth is a technology used for short-range wireless communication. Bluetooth 

devices are low-power transceivers that operate in the ISM (Industrial, Scientific and 

Medical) frequency range of 2.4GHz. 

Given the nature of radio waves and the FHSS (Frequency Hopping Spread Spectrum) 

transmission technique, these devices do not need to be in line of sight to communicate. The 

available frequency range of 83.5 MHz is divided into 79 channels of 1 MHz width. Each 

transmission lasts 625 µs, that is, channel change occurs 1600 times per second [5]. A classic 

Bluetooth network consists of one master device and a maximum of seven slave devices. The 

master device determines the frequency hopping scheme, while the other members of the pico 

network use the same arrangement. Due to this feature, it is possible to have multiple 

piconets at a small distance from each other because each uses a different form of frequency 

hopping. 

The transmission speed achieved by Bluetooth devices is sufficient for real-time voice and 

data transmission. Due to their small dimensions, great functionality and flexibility, as well as 

low prices, Bluetooth devices are used in many modern telecommunications systems, 

allowing users to exchange data in a simple way. 

BR/EDR (Basic Rate/Enhanced Data Rate) Bluetooth provides a constant wireless connection 

and uses a point-to-point topology to establish a connection between two devices. BR/EDR 

technology supports data transfer rates from 0.7 to 2.1Mbps and a range of up to 100m. 

Therefore, it is applied where there is a need for faster data transfer. 

Bluetooth LE (Low Energy) is a very low consumption technology, it has twice the range and 

data transfer speeds of up to 2Mb/s. In BLE mode, the available frequency range is divided 

into 40 channels with a width of 2 MHz, thus achieving a higher transmission speed. The 

main drawback of BR/EDR technology was the inability to use it in applications that require 

wide coverage and the limitation of 8 devices in a pico network. These problems were 

overcomed within BLE with the introduction of mesh topology. Compared to the star 

topology, mesh topology can suffer less damage when its nodes fail, increasing the reliability 

of networks [6]. By introducing new functionalities, BLE technology is starting to be used 

more in the IoT concept where energy conservation is the primary task. Also, BLE 
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technology is very cheap to implement, which is of great importance when choosing the 

technology to be implemented in smart cities. 

The Bluetooth Special Interest Group (SIG) is responsible for creating the Bluetooth 

standard. Until the development of Bluetooth version 4.1, the primary goal was to connect 

devices with a low-power radio signal, such as connecting a smartphone and headphones or a 

television and a remote control [5]. The new features introduced in version 4.2 enabled 

Bluetooth LE to become a promising technology that contributes to the development of IoT 

[5]. 

A significant advance in the development of this technology was achieved with version 5.0, 

which achieved two times the transmission speed, four times the transmission range, and 

eight times the broadcasting capacity of Bluetooth 4.2 [6]. The latest version of the Bluetooth 

standard is V5.4. Compared to previous versions, this version introduces improvements in 

terms of lower power consumption, increased data transfer speed, improved privacy and 

increased range [7, 8]. Bluetooth 5.4 adopts more efficient low power technology and thus 

enables devices to save energy without any loss in performance. The maximum data transfer 

speed is 2Mbps. Bluetooth 5.4 supports encryption algorithms where key size control is 

enabled. This means that it is now possible to choose whether the device uses longer keys or 

faster encryption algorithms depending on the user's needs (speed vs. security). Bluetooth 

devices encrypt data to protect it, and the security of this encryption depends in part on the 

length of the key. The ability of the host to specify a minimum key size reduces the amount 

of communication between transmitter and receiver. 

In addition to numerous advantages such as low consumption, ease of use and wide 

application, Bluetooth technology also has certain disadvantages. Due to the limited 

bandwidth and maximum data transfer rate of 2Mbps, this technology is not suitable for high 

speed data transfer [9].  

  

Basic Features Of ZigBee 

ZigBee is a wireless technology designed for remote control and sensor devices based on the 

IEEE 802.15.4 standard. The standard was established under the auspices of the ZigBee 

Alliance and introduced the new concept of LR (Low Rate) personal wireless networks. This 

technology is used in IoT applications that require wireless transmission of small amounts of 

data over shorter distances. The communication distance is 10 to 20 meters with the 

possibility of covering longer distances through mesh topology. ZigBee enables simple, 

cheap and efficient connection of devices in Wireless Sensor Networks (WSN). It operates in 

one of three ISM bands: 868 MHz in Europe, 915 MHz in the USA and 2.4 GHz in the rest of 

the world [10, 11].  In this way, the standard is available to the whole world. ZigBee has three 

types of different devices which are: the coordinator, the router and end device [12]. Zigbee 

supports star, tree and cluster mesh topology [11, 12]. Mesh topology is the most flexible 

topology of the three. Flexibility is present because a message can take multiple paths from 

source to destination. If a particular router fails, then ZigBeeôs self-healing mechanism will 

allow the network to search for an alternate path for the message to be passed [13]. 

Operation in the range 868-868.6 MHZ implies the use of one channel, in which BPSK 

modulation is applied, and the maximum speed that can be achieved is 20kbps [10]. Higher 

transmission rates (up to 250kbps) can be achieved in the 2.4GHz band, where 16 channels 

and 16QPSK modulation are used [11]. The low data transfer rate satisfies dedicated 
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applications within intelligent apartments, offices, infrastructure, etc. ZigBee networks can 

contain up to 653356 devices, and these devices can be separated by 50m [12]. 

The standard supports 64-bit IEEE addresses as well as short 16-bit addresses. 64 bit 

addresses uniquely identify each device with each device's unique IP address in the same way 

that devices have a unique IP address. Once a network is established, 16-bit addresses can be 

used. It allows support an extremely large number of devices, as opposed to the 7 supported 

by, for example, BLE 4.2. 

ZigBee systems can work in environments where the degree of interference with other 

devices is extremely high. This technology implies low-power devices, which allows battery 

life to be measured in years [10]. 

  

Basic Features Of Z-Wave 

Z-Wave is a wireless technology developed by the Zensys community primarily intended for 

the automation and monitoring of IoT devices within the household. This technology has low 

energy consumption and low data rate [14]. It achieves this by means of two types of signal 

modulation, PSK at speeds of 9.6 and 40Kbps and GFSK modulation for speeds up to 

100Kbps. Also, ZigBee uses CSMA/CA technology to solve the problem of interference with 

other devices, but it supports significantly fewer devices in the network, more precisely 232 

[15]. It uses a frequency range of 900MHZ (USA), and in Europe 868.4MHz, which allows a 

range of up to 30m indoors and 100m in an open space. 

Z-Wave supports mesh topology. The network consists of one primary and one or more 

secondary controllers that control other devices (slave devices). Control devices in the 

network are nodes that initiate control commands and send them to other nodes. Slave 

devices are nodes that execute or respond to received commands, but are also able to forward 

commands to other nodes in the network. In this way, the main controller is enabled to 

establish communication with nodes that are not in its signal range. 

It is necessary to define two more terms for the Z-wave network, namely the Home ID and 

the Node ID. The Home ID is a 32-bit identifier that is pre-programmed into all home 

controllers, and is required by a node if it wants to join the network. Slave nodes are not 

connected to the network and their HOME ID value is zero. If the slave node accepts the 

Home ID of the master controller, it becomes part of the network. Master controllers can 

exchange their Home ID with other controllers and thus connect them to the network and 

enable them to manage the existing slave nodes in the network. Slave nodes have their own 

8-bit identifier assigned to them by the master controller to identify each node [15].   

The advantage of using Z-Wave technology in a WPAN network is its reliability, low energy 

consumption, and the ability to support a large number of devices in the same network. Also, 

Z-Wave is designed to operate in a frequency range that is less susceptible to interference 

which further improves its reliability in a smart home environment. 

The vulnerability of the Z-wave network is that the master controller must be constantly 

connected to the Internet. A problem arises due to the possibility of a foreign controller 

intruding into the network, which remains invisible to the rest of the network after the 

intrusion, and thus has the ability to manage nodes [16]. 

  

COMPARISON OF WPAN WIRELESS TECHNOLOGIES 

ZigBee and Z-Wave technologies were primarily used for building and home automation 

before the development of Bluetooth 5.0. Before Bluetooth technology replaces these two 
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technologies in certain applications, it is necessary to examine the justification of this 

replacement. Table 1 shows a comparison of BLE 4.2, BLE 5.0, ZigBee and Z-Wave 

technologies [6]. The technologies were compared in terms of speed, coverage, energy 

efficiency, accessibility, cost and network capacity. 

Table 1: Comparison of WPAN wireless technologies 

Technology 
Bluetooth 

ZigBee Z-Wave 
BLE 4.2 BLE 5.0 

Speed Maximum Data Rate 1Mbps 2Mbps 250kbps 40kbps 

Coverage 
Transmission Range (indoor) 10-20m 40m 10m 30m 

Mesh Support No Yes Yes Yes 

Energy 

Efficiency 
Battery Life High High High High 

Accessibility Existence in Cell Phone Yes Yes No No 

Cost 
Module Price 1$-5$ 5$-10$ 1$-5$ 1$-5$ 

Additional Router No No Yes Yes 

Network 

Capacity 
Maximum Number of Nodes 8 32 767 >65 000 232 

Data transfer rate is a very important parameter when choosing communication technologies 

because different transfer rates correspond to different levels of messages. For example, Z-

Wave technology, which can achieve a maximum transmission speed of 40kbps, can only be 

used for the transmission of small data packets. In this comparison of technologies, it is 

necessary to take into account that high transmission speed is not necessary for the 

automation of buildings and houses. Also, a higher data rate transmission requires a higher 

bandwidth and a more complex modulation scheme, which leads to higher power 

consumption and more expensive hardware. 

The transmission speed of Bluetooth technology enables several times higher transmission 

speeds compared to ZigBee and Z-Wave technologies. The transmission speed for BLE 5.0 is 

doubled compared to BLE 4.2 [17, 18] and amounts to a theoretical 2Mbps. 

When choosing the technology to be used in the IoT concept, it is necessary to pay attention 

to the maximum range that can be achieved. This is especially important with technologies 

that have a star topology. With technologies that support mesh topology, greater coverage can 

be achieved, but with an increase in signal transmission delay. 

Compared to Bluetooth technology, ZigBee and Z-Wave have a shorter signal range. 

However, these two technologies achieve greater coverage by using a mesh topology. For 

home automation, the application of Bluetooth technology before version 5.0 was not 

appropriate because not only it could only transmit at a short range but also lacked mesh 

functionality [6]. For the application of wireless technologies in WPAN, the support for the 

network topology is extremely important in order to be able to open the coverage of large 

areas. With the development of Bluetooth 5.0, this technology becomes competitive with 

ZigBee and Z-Wave technologies.With Bluetooth 5.0, the range has been increased four 

times. In fact, in the worst case, this range should be 200 meters outdoors and about 40 

meters indoors [19]. 

Energy efficiency has a big impact on the user experience when using IoT devices. It is 

extremely important for devices that exclusively use battery power. With the development of 

BLE and Bluetooth technology, it has become competitive with ZigBee and Z-Wave in terms 
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of energy efficiency. BLE, ZigBee and Z-Wave are technologies with extremely low power 

consumption and allow a battery life of one month to one year [17]. 

Today's mobile devices have a built-in Bluetooth module, so there is no need to purchase an 

additional controller for users of IoT systems that use Bluetooth for control and 

communication. The existence of Bluetooth modules in mobile phones gives this technology 

an advantage over ZigBee and Z-Wave because the application of Bluetooth technology 

represents a better choice in serving datadriven applications and applications requiring 

massive deployment [6]. 

In IoT applications where there is an extremely large number of devices, it is necessary to 

take into account the costs incurred during the implementation of a certain technical solution. 

The total costs are affected by the price of the individual IoT device, such as whether an 

additional router is necessary for implementation. As shown in Table 1, Bluetooth 5.0 

modules are slightly more expensive than other modules, but do not require the use of an 

additional router [6]. 

Network capacity refers to the maximum number of devices that can work in the network. 

With the development of BLE 5.0, the capacity of the network has been significantly 

increased and tens of thousands of devices can be connected [20]. Z-Wave technology has the 

smallest network capacity, with slightly more than 200 devices, but this capacity is also 

satisfactory for many applications at the house/building level. 

Based on the previous comparisons, it can be concluded that the competing technologies in 

WPAN networks are Bluetooth and ZigBee. Both technologies are low power, low cost and 

support network topology. With the development of Bluetooth 5.0 technology, the 

shortcomings in terms of coverage and network capacity were compensated [20]. In relation 

to data transfer rates, single-link connection and availability, Bluetooth technology has an 

advantage over ZigBee, while these technologies are similar in terms of energy efficiency and 

price. 

Future research on Bluetooth technology is focused on integration with artificial intelligence. 

The combination of these technologies can have significant application in the advancement of 

smart homes where it can improve the control of intelligent home devices. The integration of 

Bluetooth technology and Blockchain technology could potentially improve data security and 

privacy. Some of the other challenges in the advancement of Bluetooth technology are related 

to improving data security, solving compatibility issues between multiple existing versions of 

Bluetooth technology, as well as controlling energy consumption in cases where Bluetooth 

technology is used in long-running devices (such as smart homes) [8]. A more significant 

application of the technologies defined in the latest versions of the Bluetooth standard is 

expected. For example, angle positioning technology based on Bluetooth 5.1 can bring more 

accurate and efficient location services to smart cities and smart homes [8]. Also, Bluetooth 

LE audio technology based on Bluetooth 5.2 can support higher quality and lower power 

audio transmission [8]. 

  

CONCLUSION 

 

As the evolution of the network continues, smart cities must keep up with the changes and be 

ready to increase network capacity to accommodate the expected exponential growth in data 

traffic. WPAN networks play a key role in the development of the IoT concept because they 

enable the connection of a large number of devices. With the development of artificial 
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intelligence, machine learning, data analysis and Blockchain technologies, there is a huge 

potential for the development of WPAN applications in all sectors of society. 

The existence of several wireless technologies with different characteristics enables the 

selection of the optimal technology depending on the specific requirements of the application. 

Further development of wireless technologies in WPAN networks will contribute to 

expanding the possibilities of application in various IoT scenarios and increasing the number 

of IoT devices. Therefore, it is necessary to pay special attention and find adequate solutions 

to the potential congestion of the frequency spectrum and increased interference between 

devices. 
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Abstract 
 

In recent years, smart cities, as well as their development and management, have become a 

popular study topic among researchers. Smart cities, through the use of different 

technologies, produce vast amounts of data. Business intelligence (BI) is a set of techniques 

and procedures used for collecting and analyzing data and turning it into useful insights that 

can assist in decision-making. For these purposes, BI employs various tools to process data 

and display analytical findings with some kind of visualization, such as reports, charts, or 

different gauges. This paper aims to show how essential BI can be for the development and 

management of smart cities. The integration of smart cities and BI technology can bring great 

benefits for residents and city officials since it may provide them with valuable information 

that can address complex issues. 

 

Keywords: Bussiness intelligence, Smart cities, Databases, BI tools, Data mining 

  

Introduction  

  

Urban environments play a pivotal role in shaping social and economic aspects on a global 

scale. The infrastructure of these environments exudes attractiveness for individuals seeking 

the benefits of urbanization in various contexts. Consequently, urban environments encounter 

various challenges and strains on their infrastructure and resources. To overcome these 

challenges and improve deficiencies, there's a growing trend of utilizing information and 

communication technologies within accessible infrastructures to optimize resources [1]. This 

marked the inception of the smart cities concept, aimed at ensuring that urban areas 

worldwide evolve into sustainable environments capable of enhancing quality of life and 

 
75  Miloġ Iliĺ, 1992, teaching assistant, Faculty of Information Technology, Alfa BK University, Palmira 

Toljatija 3, Belgrade, Serbia, milos.ilic@alfa.edu.rs  https://orcid.org/0000-0003-1190-1181  
76  Vladimir Mikiĺ, 1996, teaching assistant, Faculty of Information Technology, Alfa BK University, Palmira 

Toljatija 3, Belgrade, Serbia, vladimir.mikic@alfa.edu.rs https://orcid.org/0000-0003-3971-8725  

 

mailto:milos.ilic@alfa.edu.rs
https://orcid.org/0000-0003-1190-1181
mailto:vladimir.mikic@alfa.edu.rs
https://orcid.org/0000-0003-3971-8725


 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

226 
ISBN: 978-86-6461-074-2 

fostering prosperity through socio-economic development [2]. This topic has garnered 

significant interest, prompting researchers to concentrate on aspects that can contribute to 

making urban environments ñsmarterò. These include sustainability, mobility, quality of life, 

ecology, governance, technological infrastructure, and advanced technologies. Advancements 

in modern technologies have facilitated the implementation of various tools within the 

contexts of the mentioned segments of the smart city concept. Sensors [3], advanced 

communication networks [4], and software [5] have all played crucial roles in overcoming the 

challenges posed within each segment. 

The deployment of modern technology necessitates substantial quantities of high-quality 

data, a challenge less pronounced in the realm of smart cities due to the extensive coverage of 

various topics and aspects. To effectively process the generated data and extract valuable 

insights, various analytical approaches incorporating techniques like artificial intelligence 

(AI) [6] and business intelligence (BI) [7] have become firmly established in this field. In our 

paper, we provide an overview of smart city aspects, the BI concept, different BI tools, and 

features that BI tools utilize. We also provide perspective on the integration of BI and smart 

cities and our viewpoint of what the main roles of BI can be in smart cities. In this regard, the 

following research questions are addressed: 

¶ RQ1. What are the most prominent BI tools on the market, and what are their main 

features? 

¶ RQ2.  What are the main roles of BI in smart cities, and how can the integration of BI 

and smart cities benefit residents and city officials? 

The paper is structured in such a fashion that, after the introduction, the following section 

describes the background of the mentioned concepts of smart cities and BI. The next section 

addresses and discusses the results of the conducted survey and draws insights and 

implications related to the research topic and proposed research questions. Finally, the last 

section concludes the paper and provides suggestions for future work. 

  

Background 

 Smart cities 

  

As the population of urban areas continues to rise, there's a growing demand for fresh, 

cutting-edge strategies to handle the intricate nature of city ecosystems. In recent years, the 

smart city concept has surged in popularity, ultimately aiding urban residents in fulfilling 

their needs regarding aspects such as infrastructure, transportation, energy, and housing. This 

concept aims to ensure that the city evolves into a sustainable area capable of enhancing 

quality of life and fostering prosperity within the context of economic development [8]. 

Certainly, some of the primary objectives of modern smart cities are geared towards 

optimizing the utilization of public resources and enhancing the quality of services offered to 

residents, all while alleviating economic strain and streamlining administration. The majority 

of publications delving into the literature in their efforts to define the concept of smart cities 

predominantly concentrate on technological aspects. Some define smart cities as urban 

centers that harness sets of advanced technologies like smartphones, wireless sensors, 
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autonomous vehicles, and sophisticated communication networks [9]. Others argue that smart 

cities are environments founded on the integration of information and communication 

technologies utilized to effectively manage city resources [10]. Although, in terms of political 

and business discourse, smart cities represent the cities of the future, there are some obstacles 

that make the implementation of this concept challenging. The difficulties faced relate to 

excessively costly investments in advanced technologies, the deployment of these 

technologies in complex scenarios, the lack of implemented solutions, and the development 

of infrastructure [11]. In the realm of modern technologies, the concept of smart cities serves 

as the foundation for the availability of a diverse array of data types. Analyzing this data can 

aid in crafting effective strategies to benefit the city and facilitate the ongoing 

implementation of new approaches. 

  

Business inteligence 

  

BI is a set of techniques and procedures used for collecting and analyzing data and turning it 

into useful insights that can assist in decision-making [12]. For this purpose, companies are 

collecting a vast amount of data from different sources that needs to be transformed and 

placed into a single database in order to enable BI to run effectively. This process is known as 

extract, transform, and load (ETL). Operating that single database only through some 

database management system, such as SQL Server Management Studio or Oracle SQL 

Developer [13], is insufficient; thus, BI tools are required for further data analysis. BI tools 

can be successfully utilized for reporting, creating dashboards, and visualizing results [14]. 

AI has had a huge impact on BI in recent years, automating many tasks and increasing the 

efficiency of the BI process in general. AI assists in identifying various trends and patterns 

that would otherwise be impossible to detect through traditional data analysis and reporting 

[15]. As a result, AI-assisted BI can process a large amount of data quickly, provide users 

with intelligent insights and findings, and ensure accurate reports [16]. In this manner, 

organizations can utilize AI-assisted BI capabilities to make informed decisions to 

accomplish the intended objectives. 

  

Results and discussion 

  

This section is going to address and discuss the results of the survey and provide answers to 

two research questions. 

  

RQ1. What are the most prominent BI tools on the market, and what are their main features? 

  

BI tools are used for the collection and analysis of data, with the goal of converting and 

transforming unprocessed data into usable information [17]. They usually offer a rich user 

interface with intuitive controls, as do many other applications [18]. The main goal of these 

tools is to assist users in identifying trends and patterns in order to draw conclusions for 

better decision-making.  
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The most known BI tools are: 

1. Power BI ï developed by Microsoft, represents one of the leading BI tools on the 

market. 

2. Tableau ï represents a sophisticated, powerful, and flexible BI tool for data analysis 

and visualization.  

3. Looker Studio ï formerly known as Data Studio, is a BI tool owned by Google that 

enables the integration of different sources for the purpose of creating reports and 

dashboards. 

4. Domo ï advanced BI tool that provides reports, dashboards, and AI-generated 

insights for users. 

5. SQL Server Data Tools ï represents a Microsoft product that works within Visual 

Studio [19], offering reporting services, integration services, and analysis services. 

There are six main features that can be incorporated and utilized in BI tools, and those are: 

reporting, OLAP (online analytical processing), dashboards, ETL, predictive analytics, and 

data mining. BI tools with these features can help organizations achieve their goals and 

desired outcomes. Table 1 presents a matrix table of the most prominent BI tools and the 

main features they support. 

  

Table 1: BI tools and main features 

 Power BI Tableau Looker Studio Domo 
SQL Server Data 

Tools 

Reporting x x x x x 

OLAP  x  x x 

Dashboards x x x x  

ETL x x  x x 

Predictive 

analytics 
x  x x  

Data mining  x  x x 

  

BI tools can be available on three different platforms: as a desktop application, a mobile 

application, or via the cloud. Table 2 presents a matrix table of the BI tools and platforms 

they are available on. 

  

Table 2: BI tools and platforms 

 Power BI Tableau Looker Studio Domo 
SQL Server Data 

Tools 

Desktop x x   x 

Mobile x x x   

Cloud x x x x  

  

RQ2. What are the main roles of BI in smart cities, and how can the integration of BI and 

smart cities benefit residents and city officials? 
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BI can have a significant role in the development and management of smart cities. Smart 

cities, through the use of different technologies, produce vast amounts of data. In order to 

function effectively, smart cities require some type of analytics, which BI can enable [20]. BI 

can process and analyze smart city data to generate valuable insights for city officials to use 

in order to make the right decisions and take appropriate actions. 

The main roles of BI in smart cities are: 

1. Integration of data 

2. Analysis of data 

3. Predicting future trends 

4. Supporting decision-making 

5. Improving public services 

The integration of data from different smart city devices can be a difficult and challenging 

task [21]. That is why this is the most important role of BI in smart cities, as they generate 

huge amounts of data through IoT sensors and different electronic devices. BI can be crucial 

for the integration of this data through the ETL process into a single database. 

Analysis, reporting, and visualizing data through dashboards can turn smart city data into 

valuable information [22]. In this way, BI can derive meaningful insights that can be used for 

different purposes. For example, it is possible to optimize transportation routes, thus reducing 

traffic, which can lead to better air quality [23]. 

Predicting future trends can be crucial in smart city management. By discovering patterns and 

trends in the data, it is possible to predict energy usage, maintenance needs, or traffic flow. 

Analyzing patterns of energy usage, for example, can result in better energy distribution and 

preservation approaches that are more practical and effective [24]. Having insight into this 

kind of data can help city officials with resource optimization and allocation. 

The BI can provide insights that help in decision-making. Based on information from reports, 

predictive analytics, and data mining, city officials can make data-driven decisions that are 

essential for society [25]. Also, urban planners can make decisions on city development 

initiatives with the assistance of BI. By examining different kinds of patterns, they can 

identify potential development sites, estimate future expansion, etc. 

BI can also be the key to improving public services. Citizens in smart cities often fill out 

surveys, participate in forums, or discuss various aspects on social networks. Interpreting 

public opinions and citizen feedback using BI can help in recognizing areas that need 

enhancement. Based on those results, it is possible to provide customized solutions suited to 

citizensô preferences and requirements [26]. Gaining useful insights using BI can help the 

authorities improve the lives of the residents [27]. 

Smart cities can solve the intricate problems of urbanization and improve the standard of 

living for their residents by exploiting data with BI. Through the integration and analysis of 

data, using predictive analytics and data mining to facilitate decision-making, BI is seen as a 

necessity for smart cities and their normal functioning [28]. That is why the integration of BI 

and smart cities has become an essential need for urban planning, development, and 

management. 
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Conclusion and Future work 

  

The utilization of the BI concept and its tools represents a promising perspective aimed at 

improving the development and management of smart cities. Through this research, the 

potential of BI tools for leveraging data from urban areas in order to optimize resources and 

decision-making processes has been highlighted. Through the integration of data from 

different sources and the derivation of data-driven insights, BI can potentially enhance the 

sustainability of smart city initiatives and foster better governance transparency. Future 

studies on this topic should focus on evaluating the effectiveness of this concept in real-life 

scenarios and assessing the impact of these analytical techniques on addressing challenges 

such as technological infrastructure limitations and limited resource scenarios. Such 

endeavors not only promise to deepen our understanding of BIôs role in smart city 

development but also hold the potential to inform the refinement of strategic imperatives 

essential for navigating the evolving landscape of urban living. 
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Abstract 

 
5G technology is one of the main prerequisites for the Smart Cities paradigm. 5G transceivers 

can notably benefit from the utilization of sophisticated signal processing techniques such as 

advanced digital differentiators due to the requirements for high data rates, low latency, and 

efficient spectrum utilization. This paper investigates the design of all-pass based infinite 

impulse response full band differentiators using linear programming. Obtained 

differentiators. 

are optimal in the sense that relative error of the magnitude response is minimized in the 

Chebyshev sense. Since the starting optimization problem is non-linear, it is divided into 

several sub-problems that can be easily solved. As compared to existing all-pass based 

solutions, proposed differentiators have an additional design parameter that allows a further 

decrease in the magnitude response error. 

  

Keywords: allpass filter, fullband differentiators, linear programming, parallel allpass 

structure, magnitude response error minimization 

 

Introduction  

  

In the design of 5G transceivers, the choice of implementing ALLPASS-based IIR 

differentiators would typically be made considering factors like specific performance 

requirements, power consumption, implementation complexity, and cost. Digital 

differentiators are required in various applications where time derivative of input signal needs 

to be computed. These applications include physiological signal processing, edge detection in 

images, analysis of radar and sonar signals, and compensation in control systems. As other 
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types of filters, digital differentiators can be also designed as infinite impulse response (IIR) 

or finite impulse response filters. While IIR fullband differentiators cannot have linear 

phases, they are preferred in many practical applications due to considerably lower filter 

order and group delay values. 

  

IIR fullband differentiators can be designed by inverting the transfer function of the IIR 

integrator, followed by stabilization of unstable poles [1, 2, 3]. Starting from the existing 

transfer function, methods of the second approach tend to optimize some existing 

differentiator transfer function [4, 5, 6] using classical and metaheuristic optimization 

methods. Method presented in [7] formulates the design problem as convex constrained 

optimization problem in unknown zeros and poles locations such that its solution minimizes 

the group delay deviation under the constraint that maximum relative magnitude response 

error is below some prescribed value. Differentiators designed by minimization of the L2 

norm of magnitude response error are discussed in [8, 9]. Finally, starting point of the allpass-

based design methods [10, 11, 12, 13] is assumption that digital differentiators can be 

realized by parallel connection of two allpass filters. 

  

In this paper, a new approach for the design of IIR fullband digital differentiators using 

parallel allpass structure, where one of the parallel allpass branches is pure delay, is 

presented. While orders of allpass filter in parallel allpass branches differ by one, the case 

which is already discussed in [10, 11, 12], the novelty of this study is the introduction of 

additional design parameter that allows further decrease of the magnitude response error. 

Further, design problem is formulated in a new way and the optimal solution is obtained by 

solving several subproblems. 

  

Problem formulation 

  

Transfer function of considered allpass-based IIR fullband differentiators is assumed to be of 

the following form 

  

   (1) 

  

where  is transfer function of -th order stable allpass filter 

  

   (2) 

  

while the value of  equals the maximum magnitude response at  as will be shown 

later. Notably, transfer function of fullband differentiators considered in [10] can be also 

expressed in the form given by (1), however these differentiators have one degree of freedom 

less as  is fixed and equal to . 

  

Substituting  in (1), magnitude and phase responses of considered allpass-based IIR 

fullband differentiators can be expressed as 
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    (3) 

  

    (4) 

  

where  is the phase response of allpass filter , 

  

    (5) 

  

As the phase response of stable allpass filter is monotonically decreasing function of 

frequency for , while  and  [14], it follows that , 

, and . Therefore, the maximum of the magnitude 

response equals  and it occurs at , while the average group delay of proposed 

differentiators equals 

  

    (6) 

  

regardless of the allpass filter coefficients.  

  

Since IIR fullband differentiators are usually designed such that relative error of the 

magnitude response is minimized [7], in this paper, an algorithm for determination of the 

unknown coefficients vector 

  

     (7) 

  

and value of the parameter , is derived such that relative error of the magnitude response  

  

     (8) 

  

is minimized in the Chebyshev sense. Note that (3), and consequently (8), is valid only if 

coefficients of the allpass filter are such that right-hand side of this equation is positive for 

. Hence, the first set of constraints that needs to be imposed on vector  are 

  

     (9) 

  

for . 

  

DESIGN ALGORITHM  
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In this section, a problem of determination of  and , such that  is minimized in the 

Chebyshev sense, is solved by solving several subproblems. First a method to obtain the 

allpass filter coefficients  such that  satisfies 

  

     (10) 

  

for  and assuming  and  known is discussed. As will be shown, this subproblem 

can be formulated as the linear programming one. Then, assuming  known, determination of 

the lowest , i.e. the Chebyshev norm , is considered. Finally,  is determined such 

that obtained  is minimal for the given filter order. 

  

Assuming  and  known, allpass-based IIR fullband differentiator design problem reduces to 

determination of the allpass filter coefficients such that (10) is satisfied, i.e. such that 

  

    (11) 

  

under the constraints given by (9). Obviously,  should satisfy  as 

, regardless the coefficients values. Imposing additional constraint that 

magnitude response has only one extremal value occurring at , i.e. that 

  

    (12) 

  

for , previous equations can be formulated as linear inequality constraints in 

unknown coefficients vector . Namely, as  

  

  (13) 

  

  (14) 

  

Where 

  

  (15) 

  

  (16) 

  

inequalities given by (9) and (12) can be expressed as 

  

    (17) 
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and 

  

    (18) 

  

respectively, while (11) can be formulated as 

  

 (19) 

  

for , and  

  

 (20) 

  

for . Therefore, the coefficients of the allpass filter  that characterize the IIR 

fullband differentiator with transfer function given by (1) should satisfy linear inequalities 

given by (17), (18), (19) and (20), and a linear programming techniques [15] can be 

employed to determine whether such solution exist or not. If not,  and/or  needs to be 

altered. 

To obtain the minimum value of  for known  such that previous subproblem has a solution, 

following optimization problem needs to be solved 

  

    (21) 

  

Since inequalities given by Eqs. (17), (18), (19) and (20) are not linear in , some of the one-

dimensional search routines [16] can be used to determine the lowest  such that 

previous subproblem has a solution for some . 

  

Finally, to obtain the general optimal solution, the value of the parameter $\gamma$ needs to 

be determined such that solution to (21) is minimal for the given allpass filter order , 

  

    (22) 

  

and as in the previous subproblem some of the one-dimensional search routines [16] can be 

utilized. 

  

DESIGN EXAMPLES 
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In this section, design examples of the allpass-based IIR fullband differentiators obtained 

using the proposed design method are discussed for  and . Note that the order of 

proposed differentiators equals , while required number of multiplications is . 

As compared to differentiators proposed in [10], proposed differentiators exhibit lower 

magnitude response error due to existence of one additional design parameter . As already 

mentioned, average group delays of proposed differentiators do not depend on the 

coefficients values but only on the filter order, note (6). Using (6), phase response linearity 

error function in degrees can be determined as 

  

    (23) 

  

as well as the maximum phase linearity error 

  

    (24) 

  

Utilization of the proposed design method gives the following transfer function of the first-

order fullband differentiators 

  

   (25) 

  

The maximum relative magnitude response and phase linearity errors of the proposed first-

order differentiator are equal to  and  deg. Obtained differentiator has 

lower maximum relative magnitude response error compared to the third-order differentiator 

from [2] ( ), but slightly worse phase linearity (  deg). On the other hand, proposed 

differentiator outperforms existing first-order allpass-based solution [12] that has  

and  deg. Magnitude response,  and  of considered differentiator are 

presented in Figure 1. 
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Figure 1. Magnitude response, relative magnitude response error and phase response linearity 

error of proposed first-order IIR fullband differentiator 

  

Transfer function of proposed third-order IIR fullband differentiator is 

  

  (26) 

  

and its magnitude response, relative magnitude and phase response linearity errors are 

depicted in Figure 2. Maximum of  and  of the proposed third-order differentiator 

equal  and  deg. 

  

  
Figure 2. Magnitude response, relative magnitude response error and phase response linearity 

error of proposed third-order IIR fullband differentiator 
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CONCLUSION 

  

In this paper, design of allpass-based IIR fullband differentiators using linear programming is 

considered. As compared to previous allpass-based solutions, proposed differentiators have 

an additional design parameter that can be used to further decrease the maximum of the 

relative magnitude response error. Proposed differentiators have low group delays and 

obtained first-order differentiator compares favourably with existing higher-order solutions. 

Higher order differentiators tend to have lower magnitude response errors, but they exhibit 

higher phase response linearity errors. The future research can extend the proposed approach 

to design of IIR lowpass and midband differentiators. Given that 5G aims for high efficiency, 

speed, and accuracy in signal processing, these components can provide significant 

advantages in achieving these goals. 

  

References 

  

[1] M. A. Al -Alaoui, ñNovel approach to designing digital differentiators,ò Electronics 

Letters, vol. 28, no. 15, pp. 1376ï1378, 1992. 

[2] N. Q. Ngo, ñA new approach for the design of wideband digital integrator and 

differentiator,ò IEEE Transactions on Circuits and Systems II: Express Briefs, vol. 53, no. 9, 

pp. 936ï940, 2006. 

[3] M. Jain, M. Gupta, and N. Jain, ñLinear phase second order recursive digital integrators 

and differentiators.ò Radioengineering, vol. 21, no. 2, 2012. 

[4] O. P. Goswami, T. K. Rawat, and D. K. Upadhyay, ñ A novel approach for the design of 

optimum IIR differentiators using fractional interpolation,ò Circuits, Systems, and Signal 

Processing, vol. 39, no. 3, pp. 1688ï1698, 2020. 

[5] M. A. Al -Alaoui and M. Baydoun, ñNovel wide band digital differentiators and 

integrators using different optimization techniques,ò in International Symposium on Signals, 

Circuits and Systems ISSCS2013. IEEE, 2013, pp. 1ï4. 

[6] M. K. Jalloul and M. A. Al-Alaoui, ñDesign of recursive digital integrators and 

differentiators using particle swarm optimization,ò International Journal of Circuit Theory 

and Applications, vol. 44, no. 5, pp. 948ï967, 2016. 

[7] R. C. Nongpiur, D. J. Shpak, and A. Antoniou, ñ Design of IIR digital differentiators 

using constrained optimization,ò IEEE Transactions on Signal Processing, vol. 62, no. 7, pp. 

1729ï1739, 2014. 

[8] S. Mahata, S. K. Saha, R. Kar, and D. Mandal, ñOptimal design of wideband digital 

integrators and differentiators using harmony search algorithm,ò International Journal of 

Numerical Modelling: Electronic Networks, Devices and Fields, vol. 30, no. 5, p. e2203, 

2017. 

[9] M. Kumar, T. K. Rawat, A. Jain, A. A. Singh, and A. Mittal, ñDesign of digital 

differentiators using interior search algorithm,ò Procedia Computer Science, vol. 57, pp. 368ï

376, 2015. 

[10] G. Stanļiĺ, I. Krstiĺ, and M. Ģivkoviĺ, ñDesign of IIR fullband differentiators using 

parallel all-pass structure,ò Digital Signal Processing, vol. 87, pp. 132ï144, 2019. 

[11] G. Stanļiĺ, I. Krstiĺ, S. S. Nikoliĺ, and I. Kostiĺ, ñDesign of first order differentiator 

with parallel all-pass structure,ò Facta Universitatis, Series: Automatic Control and Robotics, 

vol. 22, no. 1, pp. 039ï055, 2023. 



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

241 
ISBN: 978-86-6461-074-2 

[12] G. Stanļiĺ, I. Krstiĺ, I. Kostiĺ, and M. Petroviĺ, ñ Design of IIR full-band differentiators 

with improved nearly linear phase,ò Digital Signal Processing, vol. 144, p. 104276, 2024. 

[13] R. Barsainya and T. K. Rawat, ñNovel design of recursive differentiator based on lattice 

wave digital filter,ò Radioengineering, vol. 26, no. 1, pp. 387ï395, 2017. 

[14] P. A. Regalia, S. K. Mitra, and P. Vaidyanathan, ñ The digital all-pass filter: A versatile 

signal processing building block,ò Proceedings of the IEEE, vol. 76, no. 1, pp. 19ï37, 1988. 

[15] L. Rabiner, N. Graham, and H. Helms, ñ Linear programming design of IIR digital filters 

with arbitrary magnitude function,ò IEEE Transactions on Acoustics, Speech, and Signal 

Processing, vol. 22, no. 2, pp. 117ï123, 1974. 

[16] R. Fletcher, Practical methods of optimization. John Wiley & Sons, 2000. 

 

  



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

242 
ISBN: 978-86-6461-074-2 

 

 
UDK: 004.032.26 
COBISS.SR-ID 148916233 
DOI: 10.5281/zenodo.12615131 

Original scientific paper 

 

NEURAL NETWORK -POWERED INTRUSION DETECTION SYSTEM  

 
ņorĽe Kariġiĺ81; Milan Ļabarkapa82 

 

Abstract 

 
This paper provides a comprehensive exploration of an approach addressing the dynamic 

challenges posed by modern cyber threats through the integration of neural networks into 

intrusion detection systems. The given approach emphasizes the necessity for adaptive 

defences in the face of ever-evolving threats, which camouflage as normal network traffic. 

The methodology, meticulously detailed in the paper, defines the importance of constructing 

such a system that adeptly identifies underlying patterns in the network data. 

  

Keywords: Neural Networks, Intrusion Detection Systems, Cybersecurity, Machine 

Learning, Adaptive Defence Mechanisms 

 

Introduction  
  

Traditional ñIntrusion Detection Systemsò often struggle to keep pace with the dynamic 

nature of cyber threats and modern malicious software, which aims to disrupt selected 

networks, resulting in critical errors or stolen information.  

Malicious actors strategically disguise their activities within legitimate data transmissions. 

Oftentimes, such activities occur posing as normal network traffic, making their detection 

challenging for the traditional ñIntrusion Detection Systemsò. The camouflage within the 

ordinary network flow allows these threats to go unnoticed, due to their similarities with the 

normal network data, resulting in the risk of critical errors and potential exposure of sensitive 

information. 

Traditional ñIntrusion Detection Systemsò rely on predefined set of rules to convey and 

conduct a series of operations in order to detect and prevent such malicious activities 

exposing the networkôs information and flow of data. This approach may struggle to 

differentiate between benign and malicious activities, when the latter adopts the disguise of 

former. Dynamic nature of cyber threats demands an adaptive and proactive, defensive 

solution.  
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This paper explores the pressing need for a more sophisticated approach to network intrusion 

detection, recommending the integration of neural networks with ñIntrusion Detection 

Systemsò, aiming to enhance their capabilities to recognize potential anomalies which expose 

the presence of malicious activities. By integrating neural networks, which are inspired by 

human brainôs ability to learn and to adapt [1], ñIntrusion Detection Systemsò gain an ability 

to learn from and adapt to the given network data, ensuring detection of deviations from the 

norm and systemôs evolution. Evolution of the systemôs understanding of the processed data, 

enables systemôs continuous progression of understanding what constitutes normal network 

behaviour and data flow. 

Augmentation of the anomaly detection capabilities of detection systems, enables this 

approach to seek to uncover and neutralize potential risks that lurk behind the cover of 

normal network traffic, ensuring a robust, defensive mechanism in real-time against the ever-

evolving adversary.  

This paper navigates through the steps of exploring and developing such approach, discussing 

the architecture, neural network methodologies, and integration of real-time threat 

intelligence. Through a comprehensive exploration of the systemôs capabilities and real-

world performance metrics, the provided methodology aims to showcase how this innovative 

approach keeps pace with the dynamic nature of cyber threats, especially those that manifest 

as seemingly normal network traffic. Neural networks [2] represent a paradigm shift in the 

field of cybersecurity, as they offer a unique and adaptive solution to the intricate challenges 

posed by modern cyber threats. This integrated approach marks a significant step towards 

fortification of digital defences against the ever-evolving cyber threats. 

  

   

Materials and Methods 
  

This section explores the steps involved in dataset exploration and preparation, feature 

engineering and definition of the recommended approach for intrusion detection. 

Dataset 

  

The dataset which was employed in this study is NF-ToN-IoT dataset [3]. This dataset 

consists of raw network traffic data, derived from diverse networked environments, 

specifically curated for the purpose of advancing research in intrusion detection and network 

security. NF-ToN-IoT contains 1,379,274 data flows, of which 1,108,995 (80.4%) are malign 

and 270,279 (19.6%) are benign. 

Each instance of network traffic data listed in this dataset consists of features concisely 

described in Table 1. 

  

Table 1: Features of each dataset instance 

Feature Description 

IPv4 Source Address Source IP address from which the network traffic originates. 
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Source Port Number Source port number associated with the network traffic. 

IPv4 Destination Address Destination IP address to which network traffic is directed. 

Destination Port Number Destination port number associated with the network traffic. 

Protocol Network protocol used for communication. 

Layer 7 Protocol Application layer protocol. 

Number of incoming bytes Defines the volume of data received. 

Number of outgoing bytes Defines the volume of data transmitted. 

Number of incoming packets Measures the count of received packets. 

Number of outgoing packets Measures the count of transmitted packets. 

TCP flags Flags associated with TCP communication. 

Duration of network flow Duration of network flow in milliseconds. 

Label 
Binary label indicating the nature of the network traffic (0 ï 

benign, 1 ï malign) 

Attack Categorical label specifying the type of attack (e.g., DDoS) 

  

Each and every feature, represented as a column in the dataset, exhibits complete data 

integrity [3], meaning that there are no missing values describing the feature of an instance. 

This ensures reliability and dataset completeness, resulting in seamless further analysis. 

The set of features, as given in Table 1,  represented via columns, provides system with the 

essential characteristics of each instance of data traffic, enabling it to evolve by finding 

correlation between values of different features within the given set, therefore learning the 

importance of each feature and how to interpret their values intelligently. 

  

Further dataset discussion includes statistical analysis of class distribution and visual 

comparison. Each categorical value, such as type of the attack and label are used to provide 

and process the distribution of instances. Visual comparison is given by histograms 

represented by Figure 1 and Figure 2. 

  

  

Figure 1: Distribution of instances - benign and malign 
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Figure 2: Distribution of instances - types of network attack 

  

Examination of the histogram provided by Figure 1 results in further insight into the 

distribution of the instances, in this case, distribution of malign and benign data flows. This 

histogram suggests that there lies a potential challenge posed by the class imbalance, which 

may impact the neural network modelôs ability to accurately identify and classify minority 

instances (benign data flows). 

Histogram represented by Figure 2 also suggests that class imbalance exists in the 

distribution of the types of network attacks.  

The context of this paper is exclusively focused on the binary classification of data flows as 

either benign or malign. 

The solution to the class imbalance problem, as suggested by this paper, is to dynamically 

adjust the learning process through the incorporation of class weights during model training. 

By assigning appropriate weights to each class, the neural network becomes adept at 

discerning subtle pattern within both benign and malign instances. This adjustment ensures 

that the model allocates more significance to the underrepresented class (benign) without 

compromising its ability to correctly classify instances from the majority class (malign). 

As mentioned beforehand, correlation between each of the features proves to yield critical 

information about the state of the dataset and its instances; therefore, must be analysed 

comprehensively. 

Figure 3 is a visual representation of the correlation matrix made from the features in the NF-

ToN-IoT dataset. This correlation matrix represents the relationships between the features, 

providing an overview of the interdependencies within the dataset. 
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Figure 3: Features - Correlation Matrix 

Correlation matrix utilizes a colour gradient, ranging from shades of black to beige, to 

indicate the strength of correlation and its coefficient. Shades of red represent that thereôs no 

correlation between features. Ideally, these values should be close to zero, signifying a lack 

of correlation. 

Several conclusions could be derived from this correlation matrix: 

¶ Correlation between Source port and Destination port numbers features suggests a 

somewhat strong negative correlation. 

¶ Correlation between Label and Destination port number, too, suggests somewhat 

strong negative correlation. 

¶ Correlation coefficient of -0.78 between Protocol and TCP Flags features indicates 

that when the formerôs value increases, latterôs value tends to decrease, resulting in 

somewhat strong negative correlation. 

Absence of strong correlations among all other features enforces the significance of each 

featureôs unique contribution. Retaining the minority of somewhat strongly correlated 

features enforces model to discern subtle differences between instances, ensuring it can adapt 

to the dynamic nature of the cyber threats. 
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Methodology 

  

Methodology, as defined in this paper, outlines the synthesis of a Neural Network for an 

ñIntrusion Detection Systemò, preceded by a sequential chain of operations, which 

contributes to data preprocessing and preparation. 

The goal is to develop an adaptive, robust system with a neural network at its core, capable of 

recognizing and reacting to subtle patterns found within the dataset ï contributing to potential 

enhancement of any networkôs security against cyber threats. 

As mentioned previously, complete system architecture consists of multiple elements and 

operations, from which three main elements are singled out: 

¶ Input ï set of instances described by their features, classified as either benign or 

malicious data flow. 

¶ System ï set of internal procedures, variables, methods and processes tasked with 

preparing, managing and processing given input data to ensure seamless, efficient and 

precise training, validation and performance evaluation of the internal neural network. 

¶ Output ï tuple of elements containing information regarding performance evaluation 

of the training phase (validation accuracy) and testing phase (classification report).  

Methodology of this paper suggests a specific pipeline of operations to be constructed prior to 

feeding the neural network data from the input. Suggested pipeline consists of an ordered list 

of operations and procedures which all connect given input to the neural network, conducting 

required preprocessing. All operations within this pipeline are sequentially connected, 

meaning that one operationôs output is another operationôs input, in a given order. 

1. Data Cleaning and Selection Operation ï Ensures that input data is represented in 

via specifically selected features, and that none of them have rows with missing 

values, or contain unsupported values. 

2. Preprocessing IP Addresses ï Naturally, IP addresses are represented as a set of four 

numbers, each in range from 0 to 255. As such, they cannot be processed correctly 

and meaningfully by the neural network in the same format. One way of 

preprocessing them is to convert them to strip the dots and add leading zeros to ensure 

each octet contains exactly three digits (e.g. an IP address represented in standard 

format as 192.168.10.1. could be represented as a 64-bit signed integer 

192,168,010,001). This way ensures that the relationships between IP addresses are 

maintained, meaning that neural network model can potentially recognize adjacent 

nodes, devices and networks. 

3. Data Scaling ï Previous item in this list suggested the approach of conversion of IP 

addresses so they can be represented as 64-bit signed integers. As the dataset defined 

in this paper contains a large number of instances, of which each contains two IP 

addresses (Destination and Source), it is very important to consider the computational 

demands of the neural network. One way of reducing the computational demands is to 

apply a scaling technique. One such technique is called min-max scaling [4] (min-

max normalization) and is defined by equation (1).  



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

248 
ISBN: 978-86-6461-074-2 

  

         (1) 

  

Application of min-max scaling on each of the numerical features, ensures that the 

computational demands of the neural network get optimized, as data values lie within 

constant, smaller ranges [4]. 

4. Dataset Split ï To ensure proper training, validation and testing phases, dataset needs 

to be split, effectively and intelligently, into three different subsets, for each phase. 

Dataset is split using 70:15:15 ratio, which allocates 70% of data to the training set 

and 15% to both validation and test sets. Stratification of the data ensures that each 

subset maintains the same distribution of class labels, preserving the balance between 

benign and malign instances.  

5. Calculation of Class Weights ï Class weights are computed to assign different 

weights to each class, ensuring that the neural network appropriately adapts to 

instances from the minority class. Calculated class weights are forwarded to the 

neural network, to assist in calculation of the loss function [5]. 

  

The neural network architecture deployed with the task of classifying NF-ToN-IoT dataset 

instances is carefully designed, as to capture the most intricate of details. The architecture 

consists of a few key components, each contributing to the modelôs abilities and adaptability. 

1. Input Layer ï Used to predefine and essentially prepare the network to work with 

specific shapes of input data. 

2. Processing Layers ï Multiple dense layers, followed by batch normalization [6] and 

dropout layers are incorporated in the architecture, to enable and improve modelôs 

ability to learn and capture patterns, and reduce overfitting by introducing 

regularization techniques. 

3. Activation Functions ï Rectified Linear Unit (ReLU) activation functions [7] are 

included after each dense layer, increasing the complexity and adding non-linearity 

within the neural network. This enables neural network model to learn more complex 

representations of the data. 

4. Output Layer ï Utilizes sigmoid activation function to produce a value in the range 0 

to 1 representing binary classification. This value indicates the likelihood of an 

instance being benign or malign data network flow. 

5. Model Compilation ï Model is compiled using the Adam optimizer [8] and binary 

cross-entropy loss function. 

Visual representation of the given modelôs architecture is presented by Figure 4 and Figure 

5.  
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Figure 4: Neural Network Architecture ex. 1 

  

  

Figure 5: Neural Network Architecture ex. 2 

  

Neural networkôs hidden layers architecture incorporates three sequentially connected blocks 

which follow the same block construction rules ï ñDenseò layer followed by ñBatch 

Normalizationò, ñActivationò and ñDropoutò layers.  

Output layer is presented with a single ñDenseò layer containing one neuron with sigmoid 

activation function. 

  

  

The neural network training phase incorporates several internal processes and elements, 

which ensure proper handling and parametrization of the training phase. 

1. Number of epochs ï Each epoch represents passing the entire dataset forward and 

backward through the neural network once. Number of epochs is set to 100 for the 

purposes of the training outlines by this approach. 

2. Batch Size ï Number of instances processed together before the update of neural 

networkôs parameters [6]. Batch size is set to 256, due to the large number of network 

flow instances. 

3. Callback for Learning Rate Reduction ï Learning rate influences the size of 

adjustments made to the model weights based on the calculated gradients. This 

callback ensures dynamic reduction of learning rate, enhancing and speeding up 

modelôs convergence. 

4. Callback for Early Stopping ï Callback which prevents unnecessary computations 

and therefore overfitting. After 7 unsuccessful epochs, training phase is terminated 

and weights from the modelôs best performing epoch are selected and restored as they 

encapsulate modelôs optimal state achieved in the training phase, for further modelôs 

performance evaluation. 

 Complete system recommended and projected by the approach to the methodology given by 

this paper is presented by Figure 6, encapsulating the entire approach for effective neural 

network training. 
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Figure 6: Complete methodology 

  

The carefully designed methodology integrates multiple components to ensure correct and 

effective neural networkôs training and evaluation in case of network intrusion detection. The 

strategic combination of parameters such as the number of epochs, batch size and callbacks 

ensure both effective and performance-oriented training phase. Defined approach, outlined by 

Figure 6, presents the complete systemôs framework and pipelines ensuring a robust and 

adaptive neural network capable of addressing the given cyber threats. 

After establishing the proposed framework for effective neural network training, it is advised 

to shed some light on the achieved results and neural network performance evaluation. 

Results Discussion 

 Proper evaluation of networkôs performance requires performing an analysis that covers 

various aspects of its predictive capabilities, and generalization to new, unseen data. Such 

predictive capabilities can be put to test by utilizing the test set. Feeding the deployed model 

with test set data results in generation of predicted class labels, which will be subjected to 

further analysis by comparing them with the original class labels using different evaluation 

metrics.  

Figure 5 shows a confusion matrix [9], representing True Negatives, False Negatives, True 

Positives and False Positives, in a matrix-like structure, mapping each of them in a clockwise 

manner. 
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Figure 7: Confusion Matrix - Test Set 

  

From the confusion matrix and its elements, given in Figure 5, multiple different evaluation 

metrics arise, Precision, Recall, F1-Score and Accuracy [9]. Each of them is utilized to 

describe modelôs performance at predicting specific class label utilizing a different approach. 

Numerically represented evaluation results are given for each of class labels or combined as 

average and weighted average results of each applied evaluation metric. 

  

Table 2 presents a set of evaluation factors, calculated from confusion matrixôs elements. 

 Evaluation metric [9] Benign (ñ0ò) Malign (ñ1ò) Average Weighted Average 

Precision  99.52% 99.22% 99.37% 99.28% 

Recall  96.76% 99.89% 98.33% 98.33% 

F1-Score  98.12% 99.55% 98.84% 99.27% 

Number of samples used 40542 166349 206891 206891 

Accuracy (Overall) 99.27% 
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Table 2: Evaluation metrics and values 

  

Results suggest almost perfect model performance. Further analysis requires delving deeper 

into the modelôs performance, analysing its classification threshold. Normally, classification 

threshold is set to 0.5, but to conduct a more thorough analysis of the modelôs behaviour, it is 

essential to explore its performance across a range of different thresholds. This analysis 

provides insight into the trade-off between precision and recall, and stability and confidence 

of the model. Threshold Sensitivity Analysis of the modelôs performance on malign class 

labels will yield enough information to make an informed conclusion, provided by Figure 6.  

  

  

Figure 8: Threshold Sensitivity Analysis of malign class labels 

  

Several occurrences could be observed from the Figure 6.  

¶ Recall Decrease ï As threshold increases, model becomes less sensitive in capturing 

all instances. It is making more false negative predictions. 

¶ Precision Increase ï As threshold rises, model becomes more selective in labelling 

instances as malign. It is making fewer false positive predictions.  

¶ Conclusion ï Higher threshold increases precision at the expense of decreasing recall. 

Conclusion 

  
This paper presented a comprehensive exploration of a neural network-powered approach to 

solving the problem of network intrusion detection. The dynamic nature of cyber threats 
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indicates a need for an adaptive approach to their elimination, thus the integration of neural 

network offers a promising solution.  

The examination of the given, developed approach, as listed in methodology section, defines 

the importance of careful construction and synthesis of system that can precisely and 

effectively address the underlying patterns that occur in day-to-day network traffic and 

threats that might appear. The recommended system exhibits robustness and adaptability, as it 

features a neural network at its core, and a complete data preprocessing pipeline to address 

any data inconsistencies. 

Results produced by the application of evaluation metrics have numerically, on a scale, 

representing the performance and efficacy of the proposed methodology. The threshold 

sensitivity analysis revealed trade-offs between precision and recall and showcased visually 

the stability and confidence of the given model, as well as its priorities (which elements the 

model focuses on, such as ñTrue Positivesò, ñFalse Positivesò etc.). Threshold sensitivity 

analysis proves that the model prioritizes minimizing false malign instances, which is the 

optimal and expected model behaviour. 

Recall, precision, and F1 score prove to be of critical importance in revealing and defining 

the modelôs performance. Those metrics suggest that the model is robust, precise, accurate, 

and stable when dealing with unseen data. 

As network systems continue to evolve, so do the cyber threats. Such threats may hide in 

plain sight, mimicking the normal data network flow, making them camouflaged to most 

network intrusion systems. Given approach suggests providing said systems with adaptability 

and artificial intelligence, by incorporating, as mentioned, a neural network at their core. In 

general networks, a larger flow of data is inevitable and can be put to use for neural network 

tuning and learning. 

This study contributes to the ongoing evolution of proactive and adaptive defence 

mechanisms against cyber threats in networks. By leveraging neural networks and advanced 

data analytics, those defence mechanisms prove to be an intelligent adversary to cyber 

threats. This integration of neural networks offers a promising solution for further 

fortification of digital defences and guarding against ever-evolving threats. 
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INCLUSIVE SMART CITY  
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Abstract 
 

Popular  phrase  ĂSmart  Citiesñ  is  in  use  for  some  time  and  it  has  different  meanings:  

City  which  is  environment   friendly  or Ăgreenñ, sustainable  city  which  employs  tehnical  

solutions. The  usual approach  to  smart  cities  is  tehnical. 

Smart  city  should  allow  every  citizen  to use  all  offered  services,  public  and  private  , 

in  the  most  convenient  way. People  with  disabilities  are   part  of  the  city  and  they  

have  to  use  completely  the  advantages  of  access  to  the products, urban  equipment  , 

services  and information. People  with  disabilities  are  sometimes  denied  better  

interaction  with  the  city  because  very  important  informationand  instructions  arenôt  

accessible. 

Inclusive  Smart  City  suggests  to  broaden  the  vision  of  smart  city  so  that  people  with  

disabilities could  be  considered  as  users  and  potential  users  of  urban  technologies. 

The  aim  of  the  work  is, based  on  analysis  of  studies  available,  to show  the  concept  of  

inclusive  smart  city  and  the  way  to  improve  the  accessibility  of  transport  and  

managing  life  of  disabled  in  urban  spaces.  

 

  

Keywords: inclusi, offered services, urban spaces, smart city 

 

Introduction  
 

Modern means of communication create an assumption for a more decentralized urban 

development, but also for thinking about how the mechanical growth of a city in one moment 

can create obstacles to its further development. In the past, cities were built near fresh water 

and on high ground, as it were, for safety. Today, only an inclusive city can provide security. 
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Inclusive design of cities today has exactly the opposite goal, to make cities accessible to 

people of different abilities and different needs (Ivanic, 2008). 

Living in the 21st century has become unthinkable without traffic and all its benefits. 

What is more, it is not possible to achieve further development of society without traffic as an 

existential function of living space due to the savings in time when traveling longer distances.  

In recent times, the extent of barriers to mobility in the environment and in transport 

services has been recognized. Until these barriers are removed, a significant part of the 

population will continue to be disadvantaged, that is, unable to travel as they wish and 

consequently limited in the extent to which they can participate in society. 

The number of people whose mobility is limited in this way is very significant. A study 

conducted by Eurostat on the employment of people with disabilities in Europe estimates that 

among people of working age (16 to 64 years), 44.6 million, i.e. one in six (15.7%) has a 

long-term health problem or disability.  

A February 2005 communication from the European Commission to the European 

Parliament and Council cited an earlier document (Towards a barrier-free Europe for people 

with disabilities, 2000) which estimated that around 10% of the European population had 

reduced mobility. Two studies, one in Germany and the other in France, estimate that at any 

given time between 20% and 30% of people who travel have mobility difficulties for one 

reason (disability) or another (temporary impairment).  

It's also important to remember that it's not just physical disabilities that can cause 

problems for people when they travel. Sensory impairments, that is, the inability to see or 

hear, can cause difficulties, as well as intellectual disabilities, mental health issues and 

communication difficulties. 

Whatever definition of reduced mobility or disability is used, it is clear that a very large 

number of people are affected by barriers to movement. 

 

The concept of an inclusive smart city 

 
The popular phrase "smart cities" has been around for some time, and includes a 

variety of overlapping meanings associated with the term: 

- an environmentally friendly city or "green" city, 

- a sustainable city, 

- a city that implements innovative technical solutions. 

The subject of smart cities is most often approached from a technical perspective. 

When the United Nations Development Program (UNDP) says "smart cities", it refers 

to the use of new technologies to contribute to the provision of inclusive, sustainable urban 

development, taking into account people, the economy and the environment. 

The essential goal of the Smart City ("Smart City - SC") is to ensure that all citizens 

have the right and benefit from the adopted innovations and have a voice in deciding which 

SC strategies to adopt and how to do it (Batty et al., 2012; Rebernik et al., 2019). 
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To be inclusive, smart city development policy must take into account the specific 

needs of women, the elderly and persons with special needs, and must provide 

comprehensive solutions. 

Access to the telecommunications infrastructure is also an important factor, that is, 

more than 52% of the global population still does not have access to the Internet, and in every 

region of the world, the number of men using the Internet exceeds the number of women 

using it. New technologies, if used strategically, could contribute to reducing inequalities, 

exclusion or discrimination of marginalized groups.  

Inclusive Smart City (ISC) is a set of ubiquitous and digital urban assistive 

technologies, enabling those citizens to move independently and perform their daily activities 

autonomously, resulting in a better user experience in urban spaces. 

ISC solutions use technology to provide people with disabilities with: additional 

forms of interaction with cities, as well as additional alternatives to support people with 

disabilities to effectively perform their activities in urban spaces. ISC is an integrated effort to 

balance environmental deficiencies in communication and interaction with people with 

disabilities (Soares, 2018). 

ISC initiatives primarily seek to strengthen the social aspects of smart cities, for these 

initiatives are capable of enabling the inclusion of a wider range of citizens as users of 

innovative urban technologies and services. 

Examining the results of the study, the features that cities would provide to improve 

the experience of people with disabilities in urban space are: 

1) To adapt information and digital services available in urban spaces, 

making them suitable for different formats; 

2) To adapt urban technologies and mobility solutions according to the abilities of 

different people; 

3) To upgrade traditional assistive technologies with new functions; 

4) To support navigation/exploration of the urban landscape; 

5) Identification and description of objects and location; 

6) Help people with disabilities to find city facilities and devices; 

7) Anticipate unexpected events and/or dangerous situations; 

8) Facilitate finding people who are willing to help; 

9) Provide effective channels of communication to enable interaction between 

persons with disabilities and local authorities/public agents. 

 

The concept of disability 

 
People with disabilities are the largest minority group in the world. Currently, about 

10% of the world's population, or approximately 650 million people, live with a disability 

(World, D., 2020). According to the United Nations Convention on the Rights of Persons 
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with Disabilities (UN CRPD), persons with disabilities include those who have long-term 

physical, mental, intellectual or sensory impairments which, in interaction with various 

barriers, may hinder their full and effective participation in society on an equal basis with 

others.  

People with disabilities (PWD) are one of the vulnerable sections of society that can 

benefit from the advantages brought by SC technology (Townsend, 2013), especially because 

they face different problems related to urban space (De Oliveira Neto & Kofuji, 2016). 

Access to public spaces is such an important issue that promoting the development of 

information and communication technology (ICT) services for people with disabilities is one 

of the topics that make up the Smart Cities Research Agenda proposed by the United Nations 

University (Estevez, Lopes, & Janowski, 2016). 

An inclusive smart city uses digital assistive technology in urban spaces to improve 

the experience people with disabilities have in these spaces, extending the benefits envisioned 

by SC initiatives to a significant number of citizens. 

The adoption of the UN Convention on the Rights of Persons with Disabilities 

recognizes persons with disabilities as holders of the right to participate fully and equally in 

all aspects of society. This implies that inclusion is not only an obligation of states, but an 

enforceable human right for all people. 87 

According to the UN CRPD and the disability rights movement and for the 

development of disability policy, the four groups of impairments listed in the UN CRPD 

(physical, mental, intellectual and sensory, which include visual and hearing impairments) 

will be used as a framework for analyzing the interaction between impairments and barriers. 

According to statistics, the most common disability in the world is mobility 

impairment or physical disability. Over 3.6 million people in the world use wheelchairs 

because of a disability. There are about 30.6 million people with mobility impairments in the 

world. 

Another large part of the community of people with disabilities (about 12 million) are 

individuals who need help with everyday tasks. In addition, there are over 8.1 million who 

are partially or totally visually impaired. Fewer people face hearing difficulties because they 

are totally or partially deaf. Statistics also revealed that about 2.4 million people in the world 

have Alzheimer's disease, senility or dementia (World, D., 2020). 

 

Physical impairment 

 

Physical impairments and disabilities are most often associated with people who use 

wheelchairs, crutches or other mobility aids. However, people with mobility impairments are 

much larger and include people of short or tall stature, people with artificial or missing limbs 

or people with physical disabilities.  

 
87 United Nation Convention on the Rights of People with Disability (UN CRPD) (2006). Available online  
from: https://www.un.org/development/desa/disabilities/convention-on-the-rights-of-persons-with-disabilities.html 



 

ALFA BK UNIVERSITY  

FACULTY OF  INFORMATION AND COMMUNICATION TECHNOLOGY  

FACULTY O F COMPUTER SCIENCE  

ALFATECH  
Proceedings of Conference  

 

259 
ISBN: 978-86-6461-074-2 

People with physical disabilities can face various obstacles when using public 

transport. Platform infrastructure, such as gaps and/or non-level access between platforms, is 

pointed out as a common barrier for those with physical impairments, as wheelchairs cannot 

access the vehicle. People with low stamina or chronic pain may need seats or rest areas to 

take a break from long walks in the station. Other obstacles in the built environment include 

uneven floors, steps or gaps, making it difficult for people to move around the station or get 

in and out of a transport vehicle. 

Also, transport users may encounter communication barriers due to an inaccessibly 

built environment (e.g. information boards or counters that are too high to reach).   

Lack of effective communication with the staff, especially bus drivers, can also be a 

problem. In Velho's (2016) study, many people with disabilities mentioned that drivers 

simply did not stop for them to board the bus. Others noted instances where drivers did not 

open the ramp to get off, despite pressing the "Request Stop" button. This proves that 

communication problems are also a potential barrier, which increases the stress felt by 

wheelchair users when planning and executing their public transport journeys. 

Short boarding times can be a barrier as people with physical impairments may need 

more time to board or move around the transport vehicle. Moreover, even if the station itself 

is very accessible, some people with mobility impairments may need an assistant to 

accompany them through the station or help with their luggage. 

Inaccuracy or lack of information provided before and during the trip can also be an 

organizational obstacle. It has been proven that wheelchair users often experience 

dissatisfaction, frustration, anger and other negative emotions when dealing with facilities 

(e.g. stations) that are stated to be accessible but are not in practice. This finding emphasizes 

the importance of reliable sources of accessibility information. 

 

Visual impairments 

 

"Visual impairment" is a general term that describes a wide range of visual functions, 

from low vision to total blindness. Visual impairment is usually defined in two terms - total 

blindness and partial vision. Total blindness is a complete lack of light perception and form 

perception. However, low vision refers to irreversible vision loss that interferes with daily 

activities. Some people are "deaf-blind", which means that they have severe vision 

impairments, or severe vision and hearing impairments (World, D., 2020). 

Since people who are blind or deaf-blind cannot drive, they often rely on public 

transportation as a form of travel. The use of public transport usually relies on visual cues 

that are inaccessible to people who are blind, partially sighted or deaf-blind. People who are 

blind or deaf-blind must rely on advance planning, training, and assistance from transit 

drivers and other transportation users. A study by Azenkot et al. has identified that the main 

challenges faced by visually impaired and deaf-blind people are locating stops and getting off 

the bus at the correct stop. 

Path guidance with tactile markers of contrasting colors for accessible routes to 

transport facilities and within transport facilities, especially clear indication of the position of 
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bus or train stations, platforms, entrances and vehicles is necessary to improve transport 

accessibility for visually impaired people (Sze, N. N., & Christensen, K.M., 2017). 

It is vital for people with disabilities to have all of this travel-related in an accessible 

format, especially as audio. Moreover, it is very important that clear and large signage, audio 

information for the arrival of public transport vehicles and timetables in large letters legible 

for the visually impaired are available. 

The entire transportation system should be organized in such a way that visually 

impaired people can move easily and safely, which means that all facilities (including ATMs, 

toilets, etc.) should be accessible to these passengers as well. Also, if the person needs 

assistance (e.g. to be guided through the station), it should be provided during all aspects of 

the journey.  

Many individuals who have very low vision or who are completely blind use a cane or 

a guide dog. These travel aids also serve to indicate that a person has severe vision loss. The 

details of traveling with service animals or other issues related to visual disabilities remain a 

bit vague and have a lot to do with attitude. 

 

Hearing impairment 
 

This type of disability means that the person has difficulty hearing, is partially or 

completely deaf. The causes and degrees of deafness vary in the deaf and hard of hearing 

community, as do sign languages and other means of communication and attitudes toward 

deaf people.  

The barriers faced by deaf and hard-of hearing people are related to the fact that the 

transport and station environment is not adapted to allow accessible information and 

communication. Furthermore intercoms do not always allow video communication to enable 

visual communication in sign language. Similarly, fire and security alarms and evacuation 

procedures do not always include visual signals (e.g. flashing lights) to alert deaf and hard of 

hearing people (EUD., 2014). Also, sudden sounds, such as the sound of the station 

announcement, cause hearing aids discomfort and do not help in station navigation (Caldwell 

J., 2018). 

Common skills for people who are deaf or hard of hearing include using sign 

language, interpreters, live or video services, providing information in visual formats, speech-

to-text technologies, subtitling, assistive listening devices, volume control phones, signaling 

devices (e.g. a flashing light that alerts individuals to a knock on the door or a ringing phone), 

captioned videos and the like. 

Digital solutions and mobile applications for smartphones (e.g. GoBraille, Braille-

based applications that provide information about buses and bus stops or Google Transcribe) 

can also be useful for deaf or deaf-blind people, and support values of independence 

(Azenkot, S. , et al., 2011). 

Communication problems represent the main barrier for people with hearing 

impairment, which happens due to unpreparedness and lack of knowledge about how to 

communicate with hearing impaired people (Souza, M. F. N. S., etal, 2017). 
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Written communication remains a popular format for communicating with people 

who are deaf or hard of hearing. SMS notification of all information in written formats on 

station screens or in travel applications can be very useful, for it allows users to monitor the 

status of their mode of transport in real time or receive specific route notifications. 

For some deaf people, their disability may not be visible. This can make it more 

difficult to access help services. And here it is important to note that all people have the right 

to all the forms of assistance they need, regardless of the degree of disability. 

Attitudinal changes can be shaped by positive experiences with deaf people, which 

break down negative stereotypes. New communication skills can also be developed through 

educational workshops, courses and staff training activities on communication. 

 

Mental health issues 

 

People with mental health issues (e.g. depression, bipolar disorder or schizophrenia) 

may be overwhelmed by anxiety, claustrophobia or feelings of panic. Usually, such types of 

damage are less visible to other people, and this can cause some barriers and problems for 

these travelers during the journey. 

According to Mackett (2016), one of the main problems of people with mental health 

issues is overcrowding of buses or stations. Additionally, trips that required changes in 

transportation were particularly stressful for mentally impaired people, as their anxiety 

increased. In many cases, travel planning is essential for this group of travelers, which is why 

available pre-trip information or inclusive travel guides could be very helpful in removing 

these barriers. 

Digital technologies could be one of the solutions to improve accessibility. Mobile 

phone applications can alert caregivers if a user leaves the planned route, which can be useful 

for people with dementia or similar conditions.  

Sometimes public transport staff may feel insecure about their interaction and 

communication with passengers with psychosocial disabilities. There are main 'rules' for 

communicating with people with mental health issues, such as being respectful and listening 

patiently, especially if passengers are scared or upset. 

Penfold et al. found that the self-confidence of such a person is a key factor, and there 

are three key aspects of successful transport of people with mental health issues, which can 

be incorporated into organizational transport structures: 

1) Routine and planning: knowledge of routes and ability to plan trips is 

important; 

2) Safety and control: Whitley and Prince conducted a two-year 

qualitative study and found that people with mental health issues suffer 

disproportionately from fear of crime, especially women and older people. 

3) Accessibility and finances: the high travel cost can be a problem for 

some people with mental health issues: only 41% of them had a preferential bus 

ticket. (Mackett, R., 2016). 
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To make transport accessible for people with mental health problems, all three aspects 

need to be taken into account. Despite the fact that their disability is often not visible, people 

with mental health problems are also entitled to all forms of help and support while 

travelling. 

 

Intellectual disabilities 

 
Broadly speaking, intellectual disabilities are conditions that interfere with the 

acquisition, storage, organization, and use of skills and knowledge. It can be identified by 

deficits in academic functioning and in the processing of memory, auditory, visual and 

linguistic information. They may have difficulty understanding information and/or following 

instructions. However, people with this type of disability can learn and they can do many 

things, it just might take them more time and effort than others. As with other disabilities, 

people with intellectual disabilities are far from being a homogenous group.  

Problems with perception and understanding make it difficult to cope with changes 

and new journeys. As one study found, nearly 50% of people with intellectual disabilities 

were concerned about transferring between different transportation systems during their trip, 

for fear of getting lost or confused (Wasfi, R. A., et al., 2006). Changing regular routes and 

times can cause problems for people with intellectual disabilities. Another obstacle is 

difficulty in understanding regulations and procedures during travel, e.g. for preferential 

travel passes.  

In order to remove such barriers, it is first necessary to improve the local 

environment. An accessible environment involves using sound design principles to provide 

short, direct routes with, for example, adequate lighting and avoiding complicated pavement 

patterns, and clear signage during special transportation services such as dial-a-ride, that 

provide door-to-door journeys, can reduce the number of decisions that must be made for 

such travelers (Mackett, R., 2016).  

Another potential solution could be travel training for such travelers. This type of 

training includes classroom exercises and trips with a coach on a one-to-one basis to provide 

experience and confidence for unaccompanied travel. 

A study conducted in the US found that 46% of people with intellectual disabilities 

indicated that they faced problems in reading timetables, while 49% indicated that they faced 

problems in understanding timetables. This is why it is very important for all travel 

information, such as timetables, routes and stops, to be provided in a simple and easy-to-read 

format. (Autism Europe, 2020). 

Crowded and complex spaces can be a big obstacle for people with intellectual 

disabilities. For this reason, experienced people should be involved in the design of new 

stations to ensure a clear and legible station design. 

The behavior of other passengers can cause concern for people with intellectual 

disabilities, including smoking, playing loud music, bullying and large groups of children 

shouting and making noise on buses. The attitudes of other passengers were identified as a 
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factor that discouraged people with intellectual disabilities from traveling and using public 

transport (Mackett, R., 2017). 

 

Improving the accessibility of transport and finding a way for people 

with disabilities in urban areas 

 

Technology is at the center of great changes. SC solutions promise to use outstanding 

technological concepts to improve the quality of life of citizens and this has already been 

achieved in the case of the invaluable use of digital maps for navigation in large cities. 

In order to provide a better experience for people with disabilities in urban areas, a 

two-step approach was adopted: 

1. Identifying the problems and obstacles that people with disabilities 

face when they move to the city, the strategies they use to solve these problems, as 

well as understanding how state authorities deal with the requests of people with 

disabilities; 

2. Proposing a set of theoretical and technological tools to support public 

agents, entrepreneurs, developers and designers to conceive and implement digitally 

accessible urban solutions. 

In order to offer a better urban experience to people with disabilities, first of all, one 

must look at the bad and good situations that people with disabilities go through in their daily 

routine. Second of all, public officials and professionals involved in such endeavors must 

have a set of resources to help them in the initial steps, avoiding wasting time, and to guide 

them in designing digitally accessible urban solutions, which can improve the quality of the 

final products.  

Respondents were asked to give more details about what would help them solve 

problems they might have in public spaces. Respondents' proposals were grouped into five 

main categories of credible solutions, ordered by the number of proposals in each category: 

1. Technology: improvements in GPS-based applications and mobile 

networks, especially providing alternative routes, providing information about 

sidewalks, paths and predicting obstacles and barriers on the route, more detailed 

navigation maps, audio information about buses and subways, and new navigation 

technologies that would work even offline; 

2. Information resources: having real-time information to find solutions 

to their problems in public spaces. They listed the need for information: what is 

happening on the route, such as obstacles and barriers and whether there is availability 

of accessible facilities, signage of facilities, such as bakeries, drugstores, 

bars/restaurants, etc. 

3. Government actions: some of the respondents recognize that some 

actions to solve their problems should be managed by government authorities, for 

example: improve the quality of public transport services and adapt them to 

accessibility requirements 
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4. Human assistance: human assistance is also an important factor in 

helping people with disabilities. The respondents pointed out that the human attitude 

towards persons with disabilities and the change of their attitude should be the subject 

of workshops, discussions and lectures for ordinary citizens in order to change their 

sometimes bad behavior towards persons with disabilities. 

5. Personal attitude: the respondents admitted that part of the solution to 

possible problems that may arise depends on their behavior, personal mood and 

ability to prepare in advance. 

The ISC vision allows adding some functionality to the initial SC concept, which can 

increase the efficiency of urban technology to improve the quality of life of more citizens. As 

Figure 1 shows, the accessibility layer provided by the ISC vision is the interface between a 

diverse group of citizens and SC services, which are increasingly described as absolutely 

necessary tools for living and interacting productively in modern urban environments. 

 

Figure 1: The ISC Vision 

 

In this context, ISC means equipping the city to offer new alternatives and innovative 

solutions that could improve the experience of people with disabilities in urban spaces. Some 

practical examples are devices used by users with disabilities, providing appropriate and 

adapted information to people with disabilities.  

ISC initiatives are aimed at citizens, i.e. the focus of these initiatives is the person and 

his/her abilities, and not disabilities. This explains the need to provide accessible information, 

integrating it into digital services already available in urban spaces in different formats, such 

as audio, animation, plain text, or image, among others.  
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ISC requirements 
 

There is the following list of ISC requirements: 

Management requirements: 

1. Promoting cooperation between citizens, government, entrepreneurs 

and researchers: 

2. Implementation of laws, regulations and standards related to urban 

digital assistive technologies: 

3. Encouraging digitization and adaptation of urban information and 

services, as well as their connection with urban objects and interesting places in the 

urban environment: 

4. Developing communication channels to stimulate the participation of 

people with disabilities in the process of creating policies and local self-government 

decisions; 

Technological infrastructure requirements: 

1. Availability of facilities: 

2. Content in multiple formats 

3.  User experience: 

4. Heterogeneity and interoperability: 

5. Scalability and flexibility: 

6. Open data 

7. Availability: 

8. Protection of privacy and security: 

These requirements can help authorities and experts to understand the problems 

related to digital accessibility in urban spaces and anticipate problems in the process of 

developing ISC technological solutions. Considering this list of requirements as a benchmark 

when developing a specific ISC vision can alert authorities and experts to the importance of 

recognizing the diversity of citizens. 

ISC solutions 
 

According to the vision of ISC, and in accordance with the idea of smart objects, 

objects that exist in urban spaces can be equipped with computing resources, processing and 

memory, which make them recognizable. These physical objects are connected to a digital 

counterpart, which is a virtual representation of the physical object. 

It is important to note that in ISC, each virtual object has two basic characteristics: 

attributes and services. Attributes characterize the physical object of another and determine 

the state, appearance, or other qualities of that object. On the other hand, services refer to the 

functionality provided by an object, for example, the activities it can perform or operations 

that can be performed with a specific purpose. As Figure 2 shows, an inclusive smart object is 

defined as a combination of a physical object, its virtual counterpart with attributes and 

services, and the value of each attribute in various formats, such as audio, text, and 

animation. 
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Figure 2: Inclusive smart object 

Virtual object attributes are modeled as: 

1) General attributes ï a set of basic attributes that each inclusive thing must provide 

to users and 

2) Specific attributes ï a flexible set of attributes that depends on the domain and 

scope of the application, and on the semantics of the object. 

Specifically, the general attributes are: 

Å ObjectID: link between physical object and virtual object; 

Å Class: defines an object as a member of a category of objects; 

Å Location: physical location of the object; 

Å Description: descriptive presentation of the object, external and internal 

characterization, its operation, restrictions on use and other information; 

Å Responsible person: responsible for facility availability; 

Å Responsible e-mail: e-mail address of the responsible object; 

Å Responsible phone: phone number of the responsible facility; 

Å Status: identifies the operational status of the facility - available, under maintenance, 

paused, unavailable; 

Å Display: describes the message displayed on the object; 

Å Message: general information, warnings or other types of messages that can be 

delivered to users near the facility; 

Å User reviews: comments or reviews of other users regarding the facility or the use of 

the facility. 
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To show how users and smart objects behave and interact with each other in ISC, an 

ISC conceptual model is introduced, in which users, especially people with disabilities, use 

interactive devices to actively or passively interact with inclusive smart objects located in the 

environment (Figure 3). 

In ISC, as users move around cities, they can interact with inclusive smart objects that 

are observable or accessible in urban spaces. Users and inclusive smart objects can exchange 

information by setting up an interactive dialog that can be initiated by a user who needs help 

or assistance in performing a specific activity, such as finding out where the nearest toilet is 

and how to get to it, or notifying subway station staff that he/she is at the entrance to the 

station and that he/she needs instructions to get to the train platform. 

 

Figure 3: Elements of the ISC conceptual model 

 

What is more, based on the identification of users and their location, ISC can 

proactively alert users to information and services available to them where they are or even, 

for example, broadcast an emergency message. It is important to anticipate the needs of 

people with disabilities and make their routine in urban spaces more productive and easier, 

but it is also valuable to give them control over the dialogue with the urban environment, as 

shown in Figure 4. 

Inclusive smart objects can act as additional urban landmarks and sources of 

information and services for people with disabilities. In the context of ISC, traffic lights can 

inform the user next to them what color is currently displayed (green, yellow or red), the 

name of the street the user is on, how long they have to cross the street, or yet, how long the 

signal will be closed to cars and remain open for non-motorized users to cross the street. In 

addition, a person could activate a traffic light using some digital service, inform that they are 

near it and they want to cross the street, simulating what is already done in some places by 

activating the traffic light button, which results in the interruption of car traffic and allows the 

person to safely cross the street. What is more, for example, if a person accidentally falls or 
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experiences some other type of incident, they can digitally reactivate the traffic light, 

preventing it from opening for cars and avoiding those cars from going towards the injured 

person. In the specific case, the person can still request the traffic light to call the nearest 

ambulance.  

 

Figure 4: Elements of the ISC conceptual model 

ISC architecture 

 
After the requirements and the conceptual model have indicated the main challenges 

of ISC, the following aspects should be included in order to adequately solve the accessibility 

of cities: 

Å Enabling interaction between inclusive smart objects and people with disabilities in 

urban areas; 

Å Adaptation of information available in urban areas, making it accessible and visible 

to persons with disabilities; 

Å Enabling people with disabilities to demand that inclusive smart objects perform 

tasks and services in urban spaces; 
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Å Enabling people with disabilities to find help from others when in public places; 

Å Including the participation of citizens in the development of the city and 

government. 

The ISC architecture consists of four parts that contain infrastructure components and 

provide services: 

1) Infrastructure for information management; 

2) Infrastructure for collecting information and requests for services; 

3) Infrastructure of inclusive smart objects and 

4) Cloud infrastructure. 

The ISC architecture enables synergy between people with disabilities, and inclusive 

smart objects, so that people with disabilities can access information and services related to 

urban places and locations (where inclusive smart objects are located) and comment on data 

for inclusive smart objects, participating in the dynamics of the development of the city. The 

following approach is also proposed for the transformation of regular urban space into an 

inclusive smart space: 

1) Define the area where users will be able to receive user-friendly content; 

2) Define the level of detail to be provided from the selected area. For example, on an 

avenue, only the main description of the building can be given, or in each building, all floors 

and interior rooms can also be detailed for users; 

3) Select existing acceptable inclusive smart facilities in the selected area; 

4) Physically identify objects with tags or sensors and connect to network 

infrastructures when necessary; 

5) For each object: 

a) Define information/services; 

b) Add information/services to the object model; 

c) Test connectivity. 

Conclusion 

A smart city should enable every citizen to use all the services it offers, both public 

and private, in a way that best suits their needs. People with disabilities are part of the city 

and must take full advantage of access to products, urban equipment, services and 

information. People with disabilities are somewhat denied a better interaction with the city, 

because important information and instructions are not available to them. In this regard, the 

city can be a source of opportunities for the use of innovative technologies, with the aim of 

improving the urban experience for people with disabilities. 

In essence, the inclusive smart city proposes to expand the vision of the smart city to 

consider people with disabilities as users and potential users of urban technologies. 

To be inclusive, smart city development policy must take into account the specific 

needs of women, the elderly and persons with special needs, and must provide 
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comprehensive solutions. The existence of mobile apps that help drivers find disabled 

parking spaces doesn't mean much if parking lots and other facilities are not equipped with 

ramps and other solid infrastructure to facilitate mobility. New technologies, if used 

strategically, could contribute to reducing inequalities, exclusion or discrimination of 

marginalized groups. 

People with disabilities still rely on the help of others in obtaining information, which 

most of the time is already available in public spaces, but is not adapted to the needs and 

capabilities of every citizen. People with disabilities refuse to accept the precarious situation 

of accessibility in the cities where they live. However, despite all the difficulties, they are 

open to learning and using technologies that will help them cope with urban problems and 

remain persistent using a set of strategies to overcome the obstacles that urban spaces impose 

on them. 

Digital technologies could be one of the solutions to improve accessibility. Mobile 

phone applications can provide real-time information during walking and bus journeys, which 

could be beneficial for some people with mental health issues.  

ISC solutions can continuously check what people with disabilities are doing and 

what they will do in order to warn them of obstacles that users might face on their way, or 

warn them of dangerous situations. 

ISC architecture 

After the requirements and the conceptual model have indicated the main challenges 

of ISC, the following aspects should be included in order to adequately address the 

accessibility of cities: 

¶ Enabling interaction between inclusive smart objects and people with 

disabilities in urban environments; 

¶ Adapting the information available in urban areas, making it accessible 

and visible to people with disabilities; 

¶ Enabling people with disabilities to request inclusive smart objects to 

perform tasks and services in urban spaces; 

¶ Enabling people with disabilities to find help from others when in 

public places; 

¶ Including the participation of citizens in the development of the city 

and government. 

The ISC architecture consists of four parts that contain infrastructure components and 

provide services: 

1) Infrastructure for information management; 

2) Infrastructure for collecting information and requests for services; 
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3) Infrastructure of inclusive smart objects and 

4) Cloud infrastructure. 

 

The ISC architecture enables synergy between people with disabilities and inclusive smart 

objects, so that people with disabilities can access information and services related to urban 

places and locations (where inclusive smart objects are located) and comment on data for 

inclusive smart objects, participating in the dynamics of the development of the city. 

The following approach is also proposed for the transformation of regular urban space into an 

inclusive smart space: 

6) Defining the area where users will be able to receive user-friendly content; 

7) Defining the level of detail to be provided from a selected area. For example, on an 

avenue, only the main description of the building can be given, or in each building, all floors 

and interior rooms can also be detailed for users; 

8) Selecting existing acceptable inclusive smart facilities in the selected area; 

9) Physically identifying objects with tags or sensors, and connecting to network 

infrastructures when necessary; 

10) For each object: 

a) Define information/services; 

b) Add information/services to the object model; 

c) Test connectivity. 

 

Conclusion 

A smart city should enable every citizen to use all the services it offers, both public 

and private, in a way that best suits their needs. People with disabilities are part of the city 

and must take full advantage of access to products, urban equipment, services and 

information. 

People with disabilities are somewhat denied a better interaction with the city, because 

important information and instructions are not available to them. In this regard, the city can 

be a source of opportunities for the use of innovative technologies, with the aim of improving 

the urban experience for people with disabilities. 

In essence, the inclusive smart city proposes to expand the vision of the smart city to consider 

people with disabilities as users and potential users of urban technologies. 








































































